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YCNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

MonyxMpHbIM WPUGOTOM BblgeNeHbl NPUMEYaHUs W  nNpeaynpexpeHus,

Mony>upHbi wWpudT
Ha3BaHWe ras, 3aroJiIoBKOB, 3aroJioBKOB TaGﬂMLI,.

Kypcue Calibri Kypcueom Calibri ykasbiBaeTcs MHpopmauun, Tpebytowas 0coboro BHUMaHuA.

MpumeyaHua 1 npepynpexaeHus

MpumeyaHus cogeprKat BaXkHy0 MHPOPMaLMIO, COBETbl UK PEKOMEHAALUKU No
V MCNO/b30BAHMIO U HACTPOMKE YCTPOMCTBA.

MpeaynpexkaeHna MHGOPMUPYIOT NONb30BaTENA O CUTYALUAX, KOTOPbIE MOTYT
HaHecTu Bpep, YCTPOICTBY U/IU YeNIOBEKY, NPUBECTU K HEKOPPEKTHOM pabote
YCTPOMCTBA UM NOTEpe AAHHbIX.
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1 BBEAEHME

B Hactoswee Bpems |IP-tenedoHMs 3TO0 oAHA M3 Haubosnee  ObICTPO  Pa3BUBAOLUMXCS
TeNEKOMMYHUKAUMNOHHbIX ycnyr. [1na BO3MOXKHOCTM npeaoctaBneHuns VolP-ycayr aboHeHTam ceTu paspaboTaHbl
aboHeHTCcKMe wto3bl cepun TAU-2M.IP (ganee «yCcTpoOACTBOY).

ABOHeHTCKuI whto3 IP-tenedpoHnn TAU-2M.IP ncnonb3yeTca AnsA NOAKAYEHUA aHANOroBbIX TenedOoHHbIX
annapaTtoB K CETAM MNAKETHOM nepegayu AaHHbIX, BbIXOA4, Ha KOTOpble OCYLECTBAAETCA 4yepe3 UHTepdeic
Ethernet.

YCTPOMCTBO OPMEHTMPOBAHO Ha AOMALLHUX NO/b30BaTenen n Hebonblume opuchl.

B HacTosem pyKoBOACTBE MO 3SKCMAyaTauMM W3/10XKEHbl Ha3HAayYeHMe, OCHOBHble TeXHUYecKue
XapaKTePUCTMKK, MpaBuaa KOHOUIYPUPOBAHUA, MOHWUTOPUHIA M CMEHbl MpPOrpaMmHOro obecneyeHusn
aboHeHTCKMx wato3os IP-tenepoHmm TAU-2M.IP.
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2 ONMUCAHUE U3AENUNA

2.1 HasHaueHue

Yctpoiicteo TAU-2M.IP — BbICOKOMNPOU3BOAUTENbHBLIN abOHEHTCKUIA wto3 |IP-TenedoHUM ¢ NonHbIM
Habopom GYHKLMIA, NO3BOAAIOLLMX NOTPEOUTENIO NCNONB30BATb NpenmyLLecTBa IP-TenedoHuun.

A6oHeHTCcKMI wnto3 TAU-2M.IP npeaHasHayeH 414 NOAKAKYEHNA aHaN0roBbIX TenedOoHHbIX annapaTos u
¢dakc-moaemos K IP-cetn. bnarogapa BCTPOEHHOMY MapLUPYTM3aTOPY YCTPOWCTBO obecneymnBaeT BO3MOMXKHOCTb
NOAKNIOYEHNA 0060PYA0BAHUA SIOKANbHOM CETM K CETU LUMPOKOMOIOCHOIO AocTyna. K ycTponctBy  MOXKHO
NOAKNIOYUTL OAMH KOMMbIOTEP, AOCTYMN B MHTEPHET A/1A KOTOPOro BO3MOMEH C MOMOLLbIO BCTPOEHHbIX GYHKLUMIA
NAT/DHCP-cepBepa. USB-pa3bem ncnonbayeTtca Ana NoaKAoYeHns BHelHero Hakonutens, 3G/4G USB-moaema
nnm Wi—Fi-a,u,anTepal.

2.2 XapaKTepuCTUKa yCTpoMCcTBa

Unmepdpeiicoi:

e FXS: 2 nopt RJ-11;

e LAN: 1 nopr Ethernet RJ-45 10/100BASE-T;
¢ WAN: 1 nopr Ethernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHKWe W33 OCYLECTBAsSETCA Yepes BHeWHMN aganTtep 12 B nocTtosiHHOro Toka ot cetn 220 B.
dyHKYUU:
e cemesble (PyHKYUU:

— paboTa B pernme «MOCTa» MU «MapLIpyTU3aTopa»;

— nopagaepka PPPoE (PAP, SPAP u CHAP aBTopu3auuma, PPPoE komnpeccus);

— noaaepxka PPTP;

— noaaepka L2TP;

— nopgaepKa ctatnyeckoro agpeca m DHCP (DHCP-knueHT Ha ctopoHe WAN, DHCP-cepBep Ha
ctopoHe LAN);

— noaaep*ka DNS;

— nogaepxka NAT;

—  CeTeBOM 3KpaH;

— nogaepxka NTP;

— noaaeprKa mexaHU3MOB KayecTBa obcnyxusaHma QoS (QoS no DSCP u 802.1P);

e nopaepxka yHKumi IPTV;

e npoTtokonbl IP-TenedoHum: SIP;

e 3X0 KOoMneHcauua (pekomeHaaumnmn G.168);

e [eTeKTop aKTuBHOCTM peun (VAD);

e reHepaTop KOMGOPTHOTO LWYMa;

e 0b6HapyeHune U reHepupoBaHue curHanos DTMF;

! Tekyweit sepcum MO Wi-Fi-agantepbl He nogaepknBaroTcs

AboHeHmckuli w3 TAU-2M.IP 7
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e nepenaya DTMF (INBAND, rfc2833, SIP INFO);
e nepepgaya dakca:

- G.711A/G.711y;
— T.38;

e paborta c SIP-cepepom 1 6e3 Hero;

e pyHKyuu ABO:

— yaepkaHue BbizoBa — Call Hold;

— nepegaya BbizoBa — Call Transfer;

—  yBeAoMNeHWe 0 NoCTynieHnn HoBoro Bbizosa — Call Waiting;
— nepeagpecauus no 3aHAToctn — Call Forward at Busy;

— nepeagpecauyus no HeoteeTy — Call Forward at No answer;
— besycnoBHas nepeagpecaumsa — Call Forward Unconditional;
— He 6ecnokontb — DND;

— Caller ID: FSK, DTMF;

— ropa4as amHuA — Hotline;

—  TpynnoBo Bbi30B;

— nepexsaT Bbi3oBa — Call Pickup;

—  TPEeXCTOPOHHAS KOHbepeHUus;

—  IMBKMI NNaH Hymepauuu;

e ob6HoBneHue MO yepes web-uHTepdelic;
e noaaep»ka DHCP-based autoprovisioning;
e TR-069;

e yAaNEHHbI MOHUTOPUHT, KOHOUTYpPUpPOBaHME U HacTpolKa: Web-untepdeiic, Telnet.

Ha pucyHKe 1 npuseaeHa cxema BKkAtodeHua TAU-2M.IP.

CeTb
nposaiaepa

3G/4G moaem
UsB

10/100Base-T D

TAU-2M.IP = —
MK

FXS FXS

PucyHok 1 — dyHKUMOHaNbHaA cxema ncnonb3osaHua TAU-2M.IP
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2.3 CtpyKTypa 1 npuHuMn pabotbl nsgenua
ABOHEHTCKUI TepmuHan TAU-2M.IP coCcTOUT 13 cneayiowmx nogcmuctem:
—  KOHTpOJ/ep, B COCTaB KOTOPOro BXOAUT:

"  BbICOKOMHTErpMpPOBAHHAA cucTema Ha Kpuctanne (System-on-a-Chip — SoC) Realtek
RTL8972C, skntouyatowan B cebsa npoueccop, 100-MO6UTHbIA KOMMYTaTOP CO BCTPOEHHbIMM
PHY, annapaTHyto akcenepauuio Tpadmka L2/L3/L4, USB 2.0 noptbl, PCI-E KOHTponnepsbl, 8
KaHanos PCM gns pabotbl npunoxkeHuii VolP;

= flash-namatb — 8MB;

= onepatuBHaa namatb SDRAM — 128MB;

— 2 aboHeHTCcKux Komnnekra SLIC;

— 1 nopt LAN: RJ-45 10/100BASE-T;

— Ethernet-moaynb WAN: RJ-45 10/100BASE-T;
— USB Host nopr.

CTpyKTYpHas cxema yCTpOWCTBa NPUBEAEHA Ha PUCYHKe 2.

RJ45 RJ45

KOHTponnep

ETHERNET
SWITCH

‘ P U USB-uHTepdeiic

FXS1 FXS2

RJ11 RJ11

PucyHok 2 — CtpykTypHasa cxema TAU-2M.IP

YcTpoiictBo paboTaeT nog ynpaBieHMEM onepauMoHHon cuctembl Linux. OcHoBHble  yHKUMK
ynpaB/ieHns cocpeaoTouyeHbl B npoueccope Realtek, KoTopbili ocywiecTBaseT mapupyTtusauuio |IP-nakeTos,
obecneumnBaet paboty IP-TenedoHMM, NpoKcMpoBaHMe rPynnoBoro Tpaduka u T.4.

®YHKLMOHANBHO YCTPOMCTBO MOXKHO pa3fennTb Ha 4 6/10Ka:

— bBnok nogaepkKku ceTeBbix PYHKLUIN YCTPOMCTBA;
—  bBbnok IP-tenedpoHuu;

— bBnok obpaboTtkm multicast-tpaduka;

— Bnok ynpasneHua (onepaumoHHas cuctema Linux).

Ab6oHeHmckuli wiato3 TAU-2M.IP 9
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BNOK noapep)XKu ceteBbiX GYHKUMIK yCTpolCTBa obecneymBaeT MNPOXOXAEHME M KoMmyTauuio IP-
NMaKeToB B COOTBETCTBUM C TabanULLEN MapLwpyTU3aLLMM YCTPOMCTBA, MOXKeT 06pabaTbiBaTb Kak HETETMPOBAHHbIE,
TaK U TerMpoBaHHbIE NaKeTbl B 3aBUCMMOCTU OT HAaCTPOWMKKN CeTeBbIX MHTepdelicoB. MoaaeprKMBaeT NPOTOKObI
DHCP, PPPoE, PPTP, L2TP.

bnok IP-renedpoHun obecneuymBaetT paboTy ycTpoiicTBa No npotokony SIP gna nepegaym peyeBbix
CMUTHA/IOB MO CETU C KOMMyTaumen naketoB. PeyeBol curHan aboHeHTa MocTynaeT Ha moay/ib abOHEeHTCKMX
komnnekToB SLIC, rae npeobpasosbiBaeTcs B undposoi Bna. OundpoBaHHbIM cMrHan Hanpasasetcs B 610K IP-
TenedoHUu, rae KoaAMpyeTcs no 04HOMY M3 BbIOpPaHHbIX CTAHAAPTOB M B BMAE LMPPOBLIX MAaKETOB NOCTyMNaeT B
KOHTPON/IEP Yepe3 BHYTPUCUCTEMHYIO marnctpanb. LndpoBble nakeTbl cogeprkaT, KPOMe peyeBblX, CUTHasbl
ynpaB/iieHMA 1 B3aMMOAENCTBUA.

bnok o6pabotkm multicast-tpaduka npeaHasHayeH anAa 06paboTkn IGMP-coobuieHnin 1 multicast-
TpadmKa ¢ uenbto noaaepHkm pyHkumi IP-tenesnaeHmns.

Bnok ynpasneHusa Ha b6ase onepaumoHHOM cuctembl Linux KoOHTpoanpyeT paboTy Bcex ocTasibHbIX 6/10KOB
M NOACUCTEM YCTPOMCTBA M obecneymBaeT Nx B3aMMOAENCTBUE.

dyHKUMOHaNbHana cxema yctponctea TAU-2M.IP npeacTaB/iieHa Ha PUCYHKe 3.

Bnok

Bnok |P-TenechoHum
noanep*Ku

ceTeBbIX

bYHKLUMIA

CTPOMCTBA
yemp Bnok obpaboTku

multicast-tpaduka

PucyHok 3 — ®yHKUMOHANbHaA cxeMa ycTpoiicTea cepumn TAU-2M.IP
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2.4 OcHOBHbIe TEXHUYECKMe napameTtpbl

OCHOBHble TEXHMYECKME NapaMeTpbl YCTPOMCTBa NpmBeaeHbl B Tabanue 2.

Tabnnuya 1 — OCHOBHble TEXHUYECKUE NAapaMEeTpbI

Mpotokonbl VolP

| MNopaep’knsaemble NPOTOKOJIbI | SIP
AyaunoKoaeKku
Koaeku G.729, annex A, annex B

G.711a, G.711y,

G.723.1

MNepepaya mogema: G.711a, G.711u
MNepepava dakca: G.711a, G.711u, T.38

NapameTpbl WAN-untepdeiica Ethernet

Konnyectso noptos 1
DNEeKTPUYECKUI pasbem RJ-45
CKkopocTb nepeaaun, Méut/c 10/100, aBTOONpPEAeneHue
MNopfepKa cTaH4APTOB BASE-T
NapameTpbl LAN-uHTepdeiica Ethernet
Konunyectso nHTepodeiicos 1
DNEeKTPUYECKUI pasbeM RJ-45
CKkopocTb nepeaaun, Méut/c 10/100, aBToONpeaeneHune
MNopfepKa cTaH4APTOB | BASE-T
MapameTpbl aHAaNOroBbiX aBOHEHTCKMX NOPTOB
Konnyectso noptos 2
ConpoTueneHue wnelida (6e3 yyeta conpoTtusaeHuns TA) 00 800 Om

Mpuem Habopa

MNMMYbCHbIM/4acToTHbIN (DTMF)

3awunTa abOHEHTCKMX OKOHYaHUM

NO TOKY U NO HanNpAXXeHUto

Bblgaua Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YpaneHHoe ynpasneHune

Web-nHtepdeiic, Telnet, SSH, SNMP, TR-069

OrpaHunyeHune goctyna

Mo naposio

O6wue napameTpbl

MutaHue

agantep nutaHua 12V DC, 1.5 A.

Notpebasemas MOLLHOCTb

He 6osee 7.2 BT (MaKcMManbHbIM noTpebasemblii Tok 0.6 A)

Pabouuii Anana3oH Temnepatyp

oT +5 po +40°C

OTHOCUTEeNbHAA BAAXKHOCTb Npu Temnepartype 25°C

a0 80%

labapuTtbl

122x96x33 mm

Macca

He 6onee 0,15 Kr.

AboHeHmckuli w3 TAU-2M.IP 11
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2.5 KOHCTPYKTUBHOE UCNOJIHEHUE

ABOHEHTCKUIM TepMmuHan TAU-2M.IP BbINONHEH B NIACTUKOBOM Kopnyce pasmepamm 122x96x33 mm.

2.5.1 BepxHAA naHenb YCTPOMUCTBA

BHewHM BUA BepxHei naHenn yctpoiictea TAU-2M.IP npuBeaeH Ha pucyHke 4.

1 2 4 5
~.
‘/ \‘\
\
] - ~ =z z
5 5[_‘)_]5 S
eeecececcecoecceccccsoce e
| ®eecececceccccccccce
. eceee ., ®eece
‘ ;gooo 8}\ (\_.'L_t(‘:/\'i ee e C
EEE eeecoe
AR R Ry
AR R R R R Y
Ry
R R R
AR R R R R
AR R R R R R R Y

PucyHoK 4 — BHelwHW Bua BepxHel naHenn TAU-2M.IP
Ha BepxHelt naHenu yctporictBa TAU-2M.IP pacnonoeHbl cneaytolme CBeToBble MHAMKATOPbI, Tabauua 2.

Tabanua 2 — OnMcaHMe MHOMKATOPOB M OPraHOB yNpaBaAeHMA NepeaHen naHenu

dnemeHT nepegHeit naHenn OnucaHue

1 Power WHAMKATOP NUTaHMA U cTaTyca paboTbl ycTpolicTea

) USB MHAMKaTop paboTbl BHewHero USB-ycTpoiictBa (USB flash, BHeWHMIA )ecTKui
anck, 3G/4G USB-mogem)

3 o J WHAMKaTOPbl PaboTbl aHANOroBbIX TeNedOHHbIX annapaTos

4 LAN nHankatop LAN-uHTepdeiica

5 WAN nHaukatop WAN-uHtepdeiica

2.5.2 3aaHAA NnaHeb YCTPOWCTBa

BHewHMIM BUA 3aaHen naHenu yctpoiictea TAU-2M.IP npuBeaeH Ha pUCyHKe 5.

f
‘ ‘I 12v 1 E]
| [
o
‘ L
I usB Phone
—

107100
L

6 7 8 9 10

PucyHoK 5 — BHewHu Bug 3agHen naHenn TAU-2M.IP
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Ha 3agHelt naHenun yctpoiictBa TAU-2M.IP pacnonoxeHbl cneaytowme pasbembl U opraHbl yrnpaBaeHus,

Tabnuua 3.

Tabnunuya 3 — OnncaHMe MHAMKATOPOB M OPraHOB yrnpaB/ieHua 3aaHel naHenn TAU-2M.IP

dnemeHT 3agHei naHenun OnucaHue

6 12v pasbem 414 NOAKAOYEeHUA aganTepa NUTaHUA

7 USB pasbem USB ans nogkntoyeHus BHewHero USB-yctpoiictea (USB flash,
XeCTKuin amck, 3G/4G USB-mogem)

8 Phone 2 pasbema RJ-11 ana noaxNtoYeHNA aHANOroBbIX TeNedOHHbIX annapaTos

9 LAN nopt 10/100BASE-T Ethernet (pasbem RJ-45) pans noaxnoveHuA
JIOKa/IbHOTO CETEBOrO YCTPOMUCTBA

10 WAN nopt 10/100BASE-T (pa3bem RJ-45) ans noAK/IOUEHNA K BHELLHEN ceTh

2.6 CBeToBasa MHAMKaALMUA

Tekyuiee coctosiHne yctponctea TAU-2M.IP otobparkaetca npu nomouwm niamkatopos WAN, LAN, Phone,
Power — pacno/io}KeHHbIX Ha BepxHel naHenu. MNepeyeHb COCTOAHMI MHAMKATOPOB NpuBeaeH B Tabauue 5.

Tabnunuya 4 — CBeToBaA MHAMKALMA COCTOAHUA ycTpoKicTBa cepum TAU-2M.IP

UHaukatop

CoctofaHUe MHAMKaTOpaA

CocrosHue ycTpoiicTea

roput (3eneHbim — 10 Mbps,
opaHkeBbiM — 100Mbps)

YCTaHOB/1EHO COeaANHEHNE MeXaY
CTaHUMOHHbIM TEPMUHANIOM U aboHEeHTCKUM

WAN YyCTPOMCTBOM
npouecc NakeTHOM nepesaym AaHHbix no WAN-
Mmuraet pou . PeA A
uHTepdeicy
roput (3eneHbim — 10 Mbps, YCTQHOB/IEHO COeAMHEHUE C MOAK/IIOYEHHbBIM
LAN opaHesbiM — 100Mbps CeTeBbIM YCTPOCTBOM

MUraet

npouecc NakeTHOM nepeaaym AaHHbix no LAN-
nHTepdeicy

3eeHblN, ropuT NOCTOAHHO

TenedoHHan TpybKa nogHATa (MMHUA aKTUBHA)

He roput

Tpy6Ka nonoxeHa, HopmanbHas paborta

3e/1eHbli, B Te4eHMe CEKYHAbl MUTaEeT C
yactotoun 20 Iy, 3aTem 4 ceKyHAbl
naysa

Ha TeneOHHbIM NOPT NOCTYNAET BXOAALLUNA
BbI30B

3eeHblN, nepunognyeckoe peakoe
MUraHue

OTCYTCTBYET perncrpaumsa aboHeHTCKOro nopTta
Ha SIP-proxy cepBepe

3€e/1eHbli, ABOMHbIE KOPOTKME MUTAHUSA
C UHTEPBasioM B 3 CEKYHApI

naoet Tect AMHUU

3e/IeHbIN, ropuT

USB-yCTPOICTBO NOAK/IOYEHO

USB <
He ropuT USB-yCTPOMCTBO He NOAKAOYEHO
o BK/IHOYEHO NUTaHMeE YCTPOICTBA, HOPMabHanA
3e/IeHbl, ropuT NOCTOAHHO
pabota
OpaHKeBbl, FOPUT NOCTOAHHO OTCYTCTBYET BbIxoA B MHTepHeT
Power KPACHbIN, FOPUT NOCTOAHHO 3arpysKa ycTpoiicTea

nepunoanyecKkoe nonepemeHHoe
MUraHMe KpaCHbIM U 3e1eHbIM
uBeTtamu

cbpocC yCTPOMCTBA K 3aBOACKMM HAacTPOMKaM

Ab6oHeHmckuli wno3 TAU-2M.IP
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2.7 C6pocC K 3aBOACKMM HACTPOMKam

[ns 3anycka ycTpomncTBa € 3aBOACKMMW HACTPOMKamMn HeOBX0AMMO B 3arpy*KeEHHOM COCTOAHMM HaXKaTb U
YOEPKMBATb KHOMKY «F», KOTOpaA Haxoautcs Ha OOKOBOWM MaHenMn ycTpOMCTBA, MOKA MHAMKaTop «Power»
HaYHEeT MepuMoamMyYeckm MuraTb MOMEPEMEHHO KPACHbIM M 3e/eHbiM LBeTamu. [ponsonger aBTomMaTU4YecKasn
nepesarpyska ycrporictea. Mpu 3aBoacKMx ycTaHoBKax Ha WAN-uHTepdence 3anyweH DHCP-knuneHT, agpec
uHTepodeiica LAN - 192.168.1.1, macka noacetm — 255.255.255.0; uma nonb3osaTtena/naponb Ans A4ocTyna yepes
web-nHTepdeiic: admin/password.

2.8 KomnaeKT NnocTaBKu
B 6a30BbIli KOMNAEKT NOCTABKM ycTpoincTea cepun TAU-2M.IP BxogsaT:
—  TepMMHan aboOHEHTCKUI YHUBEPCA/bHbIN;

— ajanTtep nuTaHua 220/12B 1.5 A;
—  PYKOBOACTBO MO YCTAaHOBKE M HAaCTPOIKe.

14 AboHeHmckul wino3 TAU-2M.IP
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3 YNPABJ/IEHUE YCTPOUCTBOM YEPE3 WEB-KOH®UIYPATOP

3.1 Hayano pa6ortbi
Ona Hayana paboTbl HYXKHO MNOAKAOYUTLCA K YCTPOCTBY No nHTepdency LAN yepes Web-6paysep:
1. Ortkpoiite Web-6pay3sep (nporpammy-npoCMOTPLIUK TMNEPTEKCTOBbIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.

2. BeeauTte B agpecHoW cTpoke bpaysepa IP-agpec ycTpoincTsa.

3aBoackKoii IP-agpec yctpoiictea: 192.168.1.1, macKa noaceTtun: 255.255.255.0

Mpu ycnewHom obHapy»eHUN YCTPOoCTBa B OKHe 6pay3epa 0ToBpasnTCa CTpaHULa C 3anpocoM UMEHM
nonb30BaTesA U Napons.

Eltex TAU-2M.IP

NoruH

admin

Mapone

3. Beegute wuMA nonb3oBaTena B CTpoKe «JlormH» M naponb B CTpoKe «[lapoab».

fjn 3aBoacKue YyCTaHOBKU: NI0ruH: admin, naponb: password.

4. Haxmute KHOMKy «BoiTu». B okHe Bpaysepa OTKpoeTcA MeHt ObiCTporo KoH$urypmposaHus,
PUCYHOK 6.

3.2 CmeHa nonb3oBarteneun

Ha ycTpolictBe cyuwiecTtByeT Tpu Tuna nonb3oBateneit: admin, user u viewer. lNonb3oBaTens admin
(aamuHUCTpaTOp, NAapoab NO ymonYaHuio: password) MmeeT MOJIHbIN AOCTYN K YCTPOMCTBY: YTEHME W 3anuUCb
NoBbIX HACTPOEK, MOMHbIA MOHUTOPUHT COCTOAHWUA yCcTponcTea. Mosb3oBaTesb user (HEMPUBUAErMPOBAHHDI
nonb3oBaTesb, Naposib N0 YMOJYAHUIO: USer) MMeeT BO3MOMKHOCTb BbINOJIHUTb TONbKO HacTpoiky PPPoE ans
nogxnoveHnna K MHTepHeT M HacTpolky Wi-Fi, He umeeT pocTyna K MOHUTOPWMHIY COCTOSIHMA YCTPOMCTBA.
Monb3oBaTenb viewer (HabnwoaaTenb, Naposib MO YMOYAHUIO: viewer) MMeeT NpPaBo TOJbKO MPOCMaTPUBATb
BCIO KOHOUrypaumio YCTpoiCTBa 6e3 BO3MOMKHOCTM 4YTO-NMBO pesakTMpoBaTb, MOHWUTOPUHI COCTOAHUA

YCTPOICTBA €My LOCTyMNeH B NOIHOM 0bbeme.

TAU-2M.IP admin
Cete IP-TenechoHnn Cucrtema

IPTV

Ab6oHeHmckuli wno3 TAU-2M.IP 15
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an HaXaTnUnM Ha KHOMKY «8bIX00» TeKylwaAa cecCnAa nosb3oBartena 6y,u,eT 3aBepuleHa, OTO6p33VITCF| OKHO

aBTOpuU3aLmnn:

Eltex TAU-2M.IP

NoruH

admin

Napone

[na cmeHbl JocTyna HeobXoAMMO YKasaTb COOTBETCTBYIOLLME MMSA MO/b30BAaTENs U Mapo/b, HaxKaTb

KHOMKY «Bolimu».

3.3 Pexxumbl paboTtbl WEB-uHtepdeiica

WEB-uHTepdelic yctponctesa TAU-2M.IP morKeT paboTaTb B TPEX pEKUMAX:

MOHMUTOPUHT — pEXMM MOHUTOPUHIA CUCTEMbI — WMCMNONb3YeTCs A8 NPOCMOTPa
pas3/MYHOro poaa WHPOPMALMKM, KOTopas KacaeTca paboTbl YCTPOMCTBA: aKTMBHOCTb
NHTepHeT-coeaMHeHNA, cocTosHUe TenedoHHOro nopta, obbem MPUHATbIX/NepegaHHbIX
[AaHHbIX N0 ceTeBbIM MHTEpdEcam 1 Tak Aanee;

MNANTKM — pemm  BbICTPOro KOHPUIypuMpoBaHMA CUCTEMbI — B KaXk[on NanTKe
CTPYNNMPOBaHbl HACTPOMKM MO MX OYHKUMOHANbHOMY HasHayeHwuto: WHTepHeT, IP-
TenedponHus, IP-tenesmaeHne u apyrme. B nAMTKY BbiBeAEHbl TO/IbKO OCHOBHblE
napameTpbl, NO3BOMAOWMNE MAaKCUMANbHO BbICTPO HAaCTPOUTb ONpeneneHHyto GyHKLMIO
YCTPOWNCTBQ;

HacTpoiiku — pacluMpeHHbIV PeXuM KOHPUIYpUPOBaHUS CUCTEMbI (PEXMM MOTHOTO
KOHOUIYypUpPOBaHMA) — NO3BOAET BbIMOJAHUTb NOJHOE KOHPUIYPUPOBaHME YCTPOCTBA.

Ona Hasuraumm mexagy pexknmamm WEB-uHTepdeiica CAyKUT naHenb, KOTopas HaxXxoAuTcA C /IeBOWM
ctopoHbl WEB-uHTepdeiica. Mpu HaBeAEHMM YKa3aTeNs MbllW NaHeNb PackpblBaeTca:

UHTepHeT HUHTepHet

Peskim paio Pesun pafo)

MpoTaK MpoTo

IP-aap IP-aa1]
@ Macks NogCe @ MOHUTORKHT Macka nogcy
i LUk Na yMonYaH £52 MnuTim L1k MO yMOTHEH
= MNepsiHeit O T+ HacTpoiku NepBU-HBIA D
BTOpM4HEIR D BTOpKM4HEIR D

U3 pexkuma «MIUTKM» B pexknm «HacTponKm» nepexos BO3MOMKEH TaKKe Yepes CCbiNKy «1odpobHee» B

Ha3BaHWWU NNNUTKWN.

16
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3.4 NpumeHeHne KOHPUrypaLuum u oTMeHa U3SMeHeHUM!

3.4.1 NpumeHeHue KOHOUTypauum

Mo HaXKaTuio Ha KHONKY «MpUMeHUTb» NPOUCXOAUT COXpaHeHue KoHdurypauum Bo flash-namarb
YCTPOWCTBA U NPUMEHeHMe HOBbIX HacTpoeK. Bce HAacTPOMKM BCTynaloT B cuny 6e3 nepesarpyskm
ycTpoiicTBa.

KHonKa «lpuMmeHUTb» B MeHK ObICTPOro KOHOUIYpPUPOBaHMA M B MEHIO PACLUMPEHHbIX HACTPOEK

COOTBETCTBEHHO MMeeT BUA,: N .

B WEB-uHTepdelice peannsoBaHa BU3yaNbHAA MHAMKALMA TEKYLLErO COCTOSHMA MpPoLecca NpMMeHeHus
HacTpoek, Tabsaumua 5.

Tabnunuya 5 — Bu3yanbHasa MHAMKAUMUA TEKYLLETO COCTOAHMA NPOLLECCa NPUMEHEHNS HAaCTPOEK

BHelwHuii BUg, OnucaHmne cocToAHUA

Mocne HaxaTuAa Ha KHONKY «[TIpMMEeHUTb» MPOUCXOANUT MPOoLECcC NPUMEHEHUA U 3anncn

HacTpoek B MamATb ycTporcTBa. O6 aTom MHPopmMMpyeT 3HAYOK H B Ha3BaHUW BKNAAKMU
M Ha KHomMKe «[TIpuMeHnTb».

HacTpoMkM CeTH

O6 ycnewHOM COXPaHEHUU W MPUMEHEHUM HACTPOEK WMHPOPMUMPYET 3HaAYOK B

HacTpoikm ceTk &
Ha3BaHUW BKNAAKM.

. Ecnv 3HaveHue napameTpa 6bl10 YKa3aHO C OWWOKOM, TO MOCAE HaXKaTMA Ha KHOMKY
HacTpoiky ceTh @ «MpMMEHUTb» NOABMTCA COOTBETCTBYIOLLEe COObLIeHMe C YKasaHMeM MNPUUUHbLI, a B
Ha3BaHMM BKJaAKM OTOBPA3NTCA 3HAUOK hod,

3.4.2 OTmeHa U3MeHeHui

OTMeHa U3MeHeHUi1 NPOU3BOAUTCA TONIbKO 4,0 HaXKaTUA Ha KHOMKY «MpumeHUTb». B 3TOM cayuyae
OTpefaKTUpOBaHHble Ha CTpaHMUEe napameTpbl OOHOBATCA  TEKYLMMM  3HAUYEHUAMM,
3anMcaHHbIMM B MaMATU YCTpolcTBa. Mocne HaxKatuAa Ha KHomnKy «lMpumeHUTb» BO3BPaT K
npeAabiAyLWMM HacTpoiiKam byaeT HEBO3MOXKEH.

KHOMKa OTMEeHbl U3MEHEHUI B MEHIO BbICTPOro KOHOUIYPUPOBAHMA U B MEHIO PaCLUMPEHHbIX HAacTpoeK

x ® Otmena
COOTBEeTCTBEHHO MMeeT BUA,: 5
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3.5 MeHto 6bicTporo KOHPUrypuposaHma

B meHto 6bIcTpOro KOHGUIYpPUPOBaHMA OTOOPAXKAKOTCA OCHOBHbIE HAaCTPOMKM YCTPOMCTBA, PUCYHOK 6.

WHTepHeT nonpoGHee IP-renedonns noapoGHee
Pesnm padoTel | MapwpyTtuiatop v MHMa 1| Muema 2 SIP
MpoTokon | Static v

BrniounTe ¥
BHewHwi IP-agpec | 192.168.10.21
Homep | 001
Macka nogcetTn | 2552552550
AyreHTndbnKauma

LUnto3 no ymonyanun | 192.168.10.1
. ViMA none3oBaTens

MepBHYHBIR DNS | 192.168.10.1
MNapone

BTopuyHelil DNS -
v ®
.

IP-TteneBugeHue nogpoGHee Cucrema TS
BntounTs IPTV & JocTyn k Web yepes WAN
BKMOUNTE HTTP- & HTTP
npokek
HTTPS @

NopT HTTP | 1234

2 -
3 -

PucyHoK 6 — MeHto 6bicTporo KoHGUrypupoBaHusa

HaCTpOﬁKM pa3geneHbl No caeayrownm KaTeropmnam:

—  WHmepHem — 6bICTpasn HAacTPOWKa BbIXOAa B CeTb MHTEPHET;

— IP-meneghoHus — BbicTpasn HACTpolKa TenepoHuu;

— IP-menegudeHue — KOHOUIYpUpPOBaHUE YCTPOMCTBA ANA NOAAEPHKKN GYyHKUMI IPTV;
— Cucmema — HacTpolka goctyna K WEB-uHtepdeicy yepes WAN-nopr.

3.5.1 UHTepHeT

[nsa poctyna K cetv UHTepHeT HeOb6XOAMMO YCTaHOBUTb OCHOBHbIE HACTPOWKK B pasgene «MHTepHeT».
[ns yKasaHWA LONOAHWUTE/NbHbIX NAapPamMeTPOB NeperanTe B PEXUM PacLUIMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«noapobHee».

—  Pextum pabomel — pexkum paboTbl YCTPOMUCTBA:

=  Mapwpymuzamop — mexay LAN- n WAN-uHTepdpeincom ycTaHaABIMBAETCA pPEXUM
mapLupyTtusatopa (LAN nsonmposaH ot WAN);

=  Mocm — mexagy WAN u LAN-nHTepdencom ycTaHaBAMBAETCA PEXUM MOCTa: AaHHble
nepegatotcs npospayHo u3 LAN 8 WAN 1 obpatHo.
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— [lpomokon — BbIGOpP NPOTOKOMA, MO KOTOpOMy OyAeT ocywecTBAATbcA nogkntoveHve WAN-
nHTepdelica ycTponcTBa K ceTn npoBangepa:

= Static — pexum paboTbl, Npu KoTopom IP-agpec u Bce Heobxoaumble napameTpbl Ha WAN-
nHTepdelic HasHavatoTca ctatuyecku. Mpu Boibope Tnna «Static» gns pegakTposaHus byayt
OOCTYMHbI Cieyowme napameTpbl:

- BHewHul IP-adpec — yctaHoBKa IP-agpeca WAN-nHTepdeinca ycTponcTea B cetu
nposaiiaepa;

- Macka nodcemu — macKa BHELLHEM NoAceTH;

- L3 no ymon4aHuro — agpec, Ha KOTOPbIA OTNPaBAAETCA NAKeT, ecu g5 Hero
He Hall4eH MapLlwpyT B Tabaunue mapLpyTusaumm;

- [epsuyHbili DNS, BmopuyHbili DNS — appeca cepBepOB [AOMEHHbIX MMEH
(ucnonb3ytoTcs ana onpegeneHus IP-agpeca ycTpoicTBa Mo ero AOMEHHOMY
UMeHWN). [JaHHbIe NO/IA MOXKHO HEe 3aMN0J/IHATb, EC/IM B HUX HET HEOBXOAUMOCTU.

=  DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noaceTtu, agpec DNS-cepsepa, wnto3

Mo YMOIYAHUIO U ApYyrvMe napameTpbl, Heobxoanmble ansa paboTobl B ceTH, byayT NoayYeHbl OT
DHCP-cepBepa aBTOMATUYECKMU.
MopneprkMBaemble onumu:

e 1 - macka cety;

e 3 —agpec ceTeBOro W/K3a NO YMOJYaHWIO;

e 6-—aapec DNS-cepsepa;

e 12— ceTeBOE UMA YCTPOMNCTBA;

e 28— WKMpPOKOBeELLATE/IbHbIN afpec ceTy;

e 33 - cTaTUYecKne mapLupyThbl;

e 42 —appec NTP-cepsepa;

e 43 —cneundpunyHas nHbopmaumna NnpomsBoaUTENS;

e 60— anbrepHatmBHbIK Vendor ID;

e 66-—aapec TFTP cepsepa;

e 67 —wuma daiina NO (ana 3arpysku no TFTP c cepsepa 13 onumm 66)

e 121 — 6ecKnaccoBble CTaTUYECKME MapLLPYThI.
B DHCP-3anpoce B onumm 60 yCcTpONCTBO nNepesaeT caeaylowyto UHbOpmauuto
npoussoguTensa B dopmare:

[VENDOR:npoussoautenb][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcua] [SN:cepuiiHbIii
Homep][WAN:MAC-  agpec  uHTepdeiica  WAN][LAN:MAC- agpec  wuHTepdeliica
LAN][VERSION:Bepcua nporpammHoro obecnevyeHus]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

= PPPOE — pexum paboTbl, npu Kotopom Ha WAN-uHTepdeince nogHmumaetca PPP-ceccua. Mpu
Bblbope «PPPOE» ANnA pefaKTMPOBaHUA CTaHYT AOCTYMHbI CleayiolMe napameTpbi:

- Wma nonbzosamesnd — nma Noab3oBaTena ana asTopmusaunm Ha PPP-cepsepe;

- [laposab — naponb gna asTopusaumm Ha PPP-cepsepe;

- Service-Name — vms ycnyrm — 3HadeHue Tera Service-Name B coobuieHuun PADI
Ans MHuuManusaumm PPPoE-coeamMHeHua (MCNonb3oBaHMe AaHHOW ONuuM He
ABNseTcs 06A3aTeNIbHbIM, 3TOT NapaMeTp HacTPaMBaeTCs TO/IbKO No TpeboBaHMUIO
nposaiaepa);

- Bmopoli docmyn — TN JOCTYNa K IOKa/bHbIM CETEBbIM PECYPCAM.
Mo»KHo BbIbpaTb 2 BapuaHTa:
DHCP — npnHamunyeckuin goctyn, Koraa IP-agpec 1 Bce HeobxoamMmble napameTpbl
nosy4vatotca no npotokony DHCP;
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Static — cTaTUYeCcKMiA — B 3TOM C/ly4ae Heobxoaumble gns AOCTyna napameTpbl
HY¥KHO YyKa3aTb Bpy4YHyto: IP-adpec, Macka nodcemu, DNS-cepsep, LLintos3.

PPTP — pe)um, Npu KOTOPOM BbIXOA, B MIHTEpPHET OCyLLecTBAAETCA 4Yepes CrneunanbHbli
KaHan, TyHHenAb, ucnonabdya npotokon PPTP. Mpwu Bbibope «PPTP» pnsa pefakTMpOBaHUA
CTaHyT ,LI,OCTyrIHbI cepyowme napameTpbl:
PPTP-Cepsep — aapec cepsepa PPTP (momeHHoe uma unu IP-agpec B dopmate
IPv4);
- WmsAa none3osamesna — nma Nonb3oBaTena gna asTopusaumm Ha PPTP-cepsepe;
- [lapone —naponb gna astopmsaumm Ha PPTP-cepsepe;
- Bmopoli docmyn — TN AOCTyNa K JIOKa/bHbIA ceTeBbIM pecypcam u PPTP-
cepsepy.
Mo>KHo BblbpaTh 2 BapuaHTa:
DHCP — pnHamunyeckuit goctyn, Koraa IP-aapec n Bce HeobxoamMmble napameTpbl
nony4atorca no npotokony DHCP;
Static — cTaTUYeCcKuiA, B 3TOM Cnyyae Heobxogumble ana goctyna kK PPTP-cepsepy
napameTpbl 3a4al0TCA BPYUHYIO:
-IP-adpec — Npu CTaTUYECKOM AOCTYMe C 3TOro aApeca OCyLWecTBASETCA AOCTYN A0
PPTP-cepBepa;
-Macka nodcemu — nNpw CTaTU4ECKOM A0CTyNe Macka NoaceTy;
-DNS-cepgep — npwu cTatuyeckom pgoctyne cepsep DNS, ucnonbayembit B
JIOKanbHoOM ceTu;
-llino3 — npu cTaTMYECKOM AO0CTyne w3 ans aoctyna K PPTP-cepsepy (ecam
Heobxoaum).

L2TP — pexum, npu KOTOPOM BbIXxod B VHTEPHET OCyLecTBAAETCA 4Yepe3 crneumanbHbIn
KaHa/f, TyHHenb, Mcnonb3ya npoTtokon L2TP. Mpwu Bbibope «L2TP» Ana pepakTMpoBaHMA
CTaHyT AOCTyI'IHbI cnepyrowme napameTpsbl:
L2TP-Cepsep — agpec cepsepa L2TP (aomeHHoe umsa uam IP-agpec B popmare
IPv4);
- WmaA nonsv3osamesnsa — nMA NONb30BaTeNA AN1A aBTopm3aumn Ha L2TP-cepsepe;
- [laponab — naponb ana astopusaumm Ha L2TP-cepsepe;
- Bmopoii docmyn — TMRn pocTyna K JIOKa/bHblA ceTeBbiM pecypcam u L2TP-
cepsepy.
Mo»Ho BbIOpaTb 2 BapuaHTa:
DHCP — pnHamunyeckuit goctyn, Koraa IP-aapec n Bce HeobxoaMmble NnapameTpbl
nony4atorca no npotokony DHCP;
Static — cTaTUYecKkunin, B 3TOM ciy4vae Heobxoammble ansa goctyna K L2TP-cepsepy
napameTpbl 3a4at0TCA BPYUHYIO:
-IP-adpec — npu CTaTUYECKOM AOCTYNe C 3TOro aApeca OCyLecTBASETCA AOCTYN A0
PPTP-cepBepa;
-Macka nodcemu — nNpw CTaTUYECKOM A0CTyNe Macka NoaceTy;
-DNS-cepgep — npwu cTatuyeckom pgoctyne cepsep DNS, ucnonblyembit B
JIOKaNbHOWM ceTu;
-LLiao3 — Npu cTaTUYECcKOM AOCTyne W3 Ans goctyna K L2TP-cepsepy (ecam
Heobxogum).

Mpotokonbl PPTP u L2TP ucnonb3ytoTcA oA CO34aHMA 3aLMLLEHHOrO KaHana CBA3MU
yepes Internet mexay KOMMbIOTEPOM YAa/JIEHHOTO NO/Ib30BATENSA W YACTHOW CETbHO €ero
opraHusaumn. PPTP n L2TP ocHoBbIBalOTCA Ha npoToKkone Point-to-Point Protocol (PPP) u
ABNAIOTCA ero pacwumpeHnamn. [laHHble BepxHUX YypoBHeit Mmogenn OS| cHauvana
WMHKancyaupytotcs B PPP, a 3atem B PPTP unu L2TP gns TyHHeNbHOM nepepayn yepes Cetu
obuwero goctyna. ®yHKUMOHaNbHbIE BO3MOXKHOCTM PPTP mn L2TP pasnunuHbl. L2TP mokeT
MCMNONb30BaTbCA He To/NbKO B IP-ceTax, cnyebHble cOObWEHUA ANA CO34aHUA TYHHens u
nepecbisIKM N0 HEMY AAHHbIX MCNONb3YIOT OAMHAKOBLIN popmaT n NpoToKonbl. PPTP moxkeT
NPUMEHATBCA TONbKO B IP-ceTax, U eMy HeobxoauMmo oTaenbHoe coeguHeHwe TCP ans
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CO342aHMA N MUCMNONb30BaHMA TyHHenA. L2TP nosepx IPSec! npegnaraet 6osblue YpPOBHEWN
6esonacHocTM, Yem PPTP, M MMeeT BbICOKYIO CTerneHb 3aliMLEHHOCTU BaMKHbIX A/A
OpraHM3aLnmn JaHHbIX.

OcobeHHocT L2TP penatoT ero o4vyeHb NEPCAEKTUBHLIM MPOTOKONOM AAA MOCTPOEHMA
BMPTYaNbHbIX CETEMN.

Ana BCTyn/1€HnA B CUNy HOBOWM KOH(bMI'ypaLI,MVI N 3aHeCeHnA HaCTpPOEK B 3HEProHe3aBUCMMYKO NMaMATb

HaXKMUTE KHOMKY . [119 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY

YT06bl NMOAKNIOYUTL YCTPOMCTBO K CETM npoBaigepa, HeobXoAMMO YTOYHUTbL Yy onepatopa ceTeBble
HACTPOMKKU. Mpn UCNONb30BaHMKN CTAaTUYECKMX HACTPOEK B Nose «MpoTOKON» HYXKHO BblbpaTb 3HaYeHMe «Staticy,
3ano/iHUTb nonsa «BHewHun IP-agpec», «Macka noacetu», «lnto3 no ymonyaHuto», «lepBuyHbIt DNS» u©
«BTopuuHbIA DNS» npenocTtaBneHHbIMU MPOBANAEPOM COOTBETCTBYHOWMMM 3HAYeHUAMK. Ecam ycTpolictea B
CeTM npoBaigepa NOAyyaroT ceTeBble HACTPOMKM no npoTokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoTokon» BblIbEpUTE COOTBETCTBYHOLIMIA MPOTOKOA WM BOCMOb3YATECH WMHCTPYKLMAMM NpoBangepa Ans
NONHOW N NPaBUNbHOM HAaCTPOMKM YCTPOMCTBA.

3.5.2 IP-tenedoHun

Ona pabotbl IP-TenedoHnM HeobxoAMmO YCTaHOBUTb HACTPOMKM B pasgene «IP-tenepoHus». Ona
YKa3aHuA [OOMO/HUTE/IbHbIX MapameTpoB MNepengute B PEeXMM pPacClUMPEeHHbIX HACTPOEK, HayKaB CCblIKY
«noopobHee».

Bo BknagKax «JluHus 1», «J/IMHMA 2»  BbINOJIHAKTCA OCHOBHbIE HACTPOMKU TenedoHHbIX MOPTOB
ycTpoiictBa «Phonel», «Phone2» cooTBeTcTBeHHO:

—  Bkaw4ume — npu ycTaHoBIEHHOM dare AaHHasA IMHUA aKTUBHA;

— Homep — aboHEHTCKMI HOMEp, 3aKpPEen/IeHHbIN 3a TenedOHHOM AMHUNEN;

—  Wmsa nonvzosamena — ma Nonb3oBaTena gas ayteHTuduKaumm Ha SIP-cepsepe;
— [aposab —naponb Ana ayteHTMdUKaumm Ha SIP-cepsepe.

Bo BK/1lagKe «SIP» BbINOMHAKOTCA OCHOBHbIE HAaCTPOMKK Ana SIP-npoKcu cepeepa:

— SIP-npokcu cepsep — ceTteBoit agpec SIP-cepBepa — YyCTPOWCTBA, OCYLLECTBAAIOLLEIO KOHTPOJIb
[ocTyna Bcex aboHeHTOB K TenedpoHHOM ceTu npoBangepa. MoXHO yKasaTb Kak IP-agpec, Tak u
OOMEHHoe UMA (4Yepes ABOETOYME MOXKHO 3afaTb anbTepHatusHbli UDP-nopt SIP-cepsepa, no
ymonuaHuio 5060);

— Peaucmpauyua — npu ycTaHOBAEHHOM diare paspelleHa perucrpauma aboHeHTCKMX NMOPTOB Ha
cepBepe perucrpayumu;

— Cepsep peaucmpayuu — CETEBOW aapec yCTPOMCTBA, HA KOTOPOM OCYLLECTBASIETCA perncrpauuns
BCcex aboHeHTOB TesiePpOHHOM CETU C LLeNblo NpefoCcTaBAeHNA UM MpaBa N0JIb30BaATbCA YC/yramu
cBA3N (4Yepe3 ABOETOUME MOMKHO YKas3aTb asibTePHATMBHLIM NOPT cepBepa perncrpauuu, no
ymonuyaHumio 5060). MoxHO yKasaTb Kak IP-agpec, Tak U gomeHHoe umA. O6bIMHO cepBep
pernctpaunmn pusnyeckn coBmellieH c SIP-npoKkcu cepsepom (OHM MMEIOT 04MHAKOBbIN aapec);

— SIP domain — pomeH, B KOTOPOM HaxoAMTcA YCTPOMCTBO (3aN0oIHATb NpU HEOH6X0AMMOCTH).

Ana BCTyn/1eHnA B CUNy HOBOWM KOHd)MI'ypaLI,MM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYKO MaMATb

Ha*XMuUte KHOMKY . Ona oTmeHbl M3MEHEHUIN HaxKmnTe KHOMKY

1 o
B TekyLueit Bepcum nporpammHoro obecneyeHus IPSec He noaaepxuBaeTcs.
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3.5.3 IP-tenesnageHue

Ona pabotbl dyHKUMKM IPTV HYXKHO BbINOAIHUTL OCHOBHblE HAacTPOMKKN B pasgene «IP-tenesuaeHue». Ana
YKa3aHuA [OOMNOJIHUTE/IbHbIX MapameTpoB Mepenaute B PEKMM PacCLUMPEHHbIX HACTPOEeK, HaxaB CCbUIKY
«nodpobHeey.

—  Bkaw4vume IPTV — npu ycTaHoBNEeHHOM dnare paspelleHa TpaHcnAauma curHanos IP-tenesngeHuns
¢ WAN-uHTepoeiica TAU-2M.IP (M3 ceTn npoBaiaepa) Ha yCcTPOWMCTBA, NOAKNOYEHHble K LAN-
nHTepdelicy;

—  Brawvumoe HTTP-npoKcu — npun ycTaHoBAeHHOM ¢nare ncnonb3osatb HTTP-npokcu. HTTP-npoKcu
ocyuwiectsnseT npeobpasoBaHme UDP-notoka B notok HTTP, 4To NO3BOAIAET Y/AYYLWMWUTb KayecTBo
TPAHCANPYEMOTO U306paXKEHMA MPU NJIOXOM KauecTBE KaHasla CBA3W B IOKA/IbHOWM CETH.

— Topm HTTP — Homep nopta HTTP-npoKcK, ¢ KoToporo 6yaeT ocylwecTBAATbCA TPaHC/MPOBaHUe
BMAEO-NOTOKA. Mcnonb3ayiiTe 3TOT NOPT ANA MNOAKAOYEHMA K TPAHCAMPYEMbIM YCTPOMUCTBOM
noTtokam IPTV.

Hanpumep, ecan yctpoiicteo umeet Ha LAN-uHTepdelice agpec 192.168.0.1, pans nopTa NpPOKCU-CcepBepa
BblbpaHO 3HayeHue 2345, n HeobxoaMMO BOCMpPOM3BECTU KaHan 227.50.50.100, TpaHcaupytowminca Ha UDP-
nopt 1234 - ana nporpammebl VLC aapec NOTOKa HY»XHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTynneHus B CUAY HOBOM KOHOUIypaLMM U 3aHECEHWA HAacTPOEK B SHEProHe3aBMCMMY0 NamATb

Ha*XmMunte KHOMKyY . Ona oTmeHbl N3MEHEHUN HaXKmuTe KHOMKY

3.5.4 Cucrema

B pasgene «Cuctema» BbINOAHAETCA HAcTpoika goctyna K WEB-koHburypaTopy yctpoicrea. [ns
YKa3aHMA [OMONHUTE/IbHbIX MapamMeTpoB MNeperauTe B PEXMM pPaCLIMPEHHbIX HACTPOEeK, HaXKaB CCbIIKY
«rnodpobHee».

JDoctyn K WEB yepe3s WAN:

— HTTP — npwu ycTaHoBAeHHOM ¢dnare paspelleHo nogkatoveHme K WEB-KoHbUrypaTopy ycTpoiicTsa
yepe3 WAN-nopTt no npotokony HTTP (Hebe3onacHoe NoakoUYEHUE);

— HTTPS — npwu yctaHoBAeHHOM d¢nare paspeweHo noakntodeHne K WEB-KoHUrypatopy
ycTporicTea yepe3 WAN-nopT no npoTokosy HTTPS (6e3onacHoe nogkntoyeHue).

V Mo ymonuaHuio goctyn K Web-uHtepdeiicy yctpoiictea paspeLueH TonbKo yepes LAN-uHTepdeiic.

[na BCTynneHus B CUAY HOBOW KOHOUTypauum UM 3aHECeHWUA HACTPOEeK B SHEProHe3aBMCMMYI0 NamaTb

Ha*XMute KHOMKy . Ona otmeHbl N3MEHEHUI HaXXmuTe KHOMKY
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3.6 PaclumpeHHble HAaCTPOMKM.

[nsa nepexosa B PEXUM PACLUMPEHHbIX HACTPOEK YCTPOMCTBA HAXKMUTE CCbINIKY «100pobHee» B Ha3BaHWUU
Nto60oM NANTKM MK HA NaHeNun caeBa Bbibepute NyHKT «HaCcTponKmn».,

3.6.1 OcHoBHble 3nemeHTbl WEB-uHTEepdeiica

Ha pucyHKe 7 npepctaBneHbl anemeHTbl HaBuraumm WEB-koHUrypaTopa B pexkmMme pacliMpeHHbIX

HacTpoek.

»
IP-tenedonnA  IP-TeneengeHne  Cuctema )

HTepHeT HacTpoitka MAC-agpecos DHCP-cepeep JlokaneHeid DNS NAT u npoGpoc nopTos CeTeBsoi akpan PuneTp MAC MapwpyTusauus OuHamuyeckuii DNS Sl—!r..’_.j

Hactpoiika MAC-agpeca WAN

2 000 "Mpednpuamue “Snmerc”, 2011 — 2016

-2M_IP 1 admin

".
),

MNepeonpegenits MAC

MAC -

Bepcus lee Jf.13.0.119
Bepcus seb-unmepgh Boa: 1.13.69

PucyHoK 7 — dnemeHTbl Hasuraunun Web-koHdurypatopa

OKHO No/1b30BaTeNbCKOro MHTepdelica pasgeneHo Ha ceMb obnacTeit:

s w

MmA nonb3oBaTens, noA KOTOpbIM 6bin OCYLWECTBIEH BXO4 B CUCTEMY, a TaKXKe KHOMKa
3aBeplueHuns ceaHca paboTbl B WEB-nHTepdelice (8bix00) Nog AaHHbIM NO/b30BaTENEM.

BKNaakM MeHo rpynnupytoT BKNAAKM noameHto no Kateropuam: Cetb, IP-renedoHusn, IP-
TenesngeHue, Cucrema.

BKN1agKM MOAMEHIO CYKAT ANS YIPABAEHWA NOJIEM HacTPOeK.

MaHenb cmeHbl pexknma WEB-KoHburypaTtopa (onucaHue B pasgene 3.3).

Mone HacTpoeK ycTpoincTBa, KoTopoe BasupyeTca Ha Bbibope Nnonb3oBaTens, npegHasHayeHo g
NPOCMOTPA HAaCTPOEK YCTPOMCTBA U BBOAA KOHOUTYPALMOHHBIX AaHHbIX.

KHonku ynpasneHusa KoHdurypaunei, nogpobHas nHbopmaumsa npmseaeHa B pasaene 3.4.

MpumeHUMb — NPUMEHUTb U COXPAHWUTb TEKYLLYIO KOHUTYpPaLUIo B SHEProHe3aBUCMMYIo NamMATb
YCTPOICTBa;
OmmeHa — OTMeHa U3MeHeHWI (BO3MOKHA TOIbKO 0 HAXKaTUA Ha KHOMKY «[TpumeHums»).

NHbOopMaumoHHOe nose, B KOTOPOM OTOOparKaeTcsa Bepcusa nporpaMmHoro obecneyeHus, sepcus
WEB-nHTepdeiica.
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3.6.2 MeH1o «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHPUIYPUPOBAHUE CETEBbIX HAaCTPOEK YCTPOMCTBA.

3.6.2.1 NogmeHto «AHTEpHET»

B noameHto «MIHTepHET» BbINOIHAETCA KOHPUTYpUpoBaHMe BHELWHeN ceTu (no npotokonam PPPoE, DHCP,
PPTP, L2TP, cTaTU4eCKK, B pexmme mapLLpyTU3aTopa U MOCTa) U 0KabHOM CeTu.

OBLKMe HACTPORKK

1A xocTa
BHellHAA ceTe
Nogknioyenue K FIHTEpHET MposogHee nogrnioyelne -«
CKOpOCTB W OyNNekc Auto v

HacTponkn nogknovyeHna

Pesxumn padoThl MapwpyTuzatop v
MpoTokon Static N
Brewkui IP-agpec yoTpoiicTea
Macka nogeceTu
LLinK= NO YMONYaHnK
MNepanutsii DNS
BTopHuHbii DNS
Pazmep MTU 1500

McnonezoBaTe VLAN BO BHEWHEN
CETH

OTKMOYWTE TREHCIALMI AGPECOE
CTNRABHTENA

NokaneHaA ceTw

IP-agpec ycTpoicTEa 192.168.1.2
Macka nogceTu 255.255.255.
Hactpoika IPSec
BrnmounTs Cosmecmuan paboms mpaHcnAyuY S0pECos OMNPESUMENR U IPSEC HESOIMONHE
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Obuwue HacmpoUKu

Mmsa xocma — ceTeBoe MMA YCTPOMCTBA.
BHewHssa cemb

— [lodknwoveHue K MHmepHem — cnocob NOAKAOYEHUA YCTPOMUCTBA K BHELLHEN CeTH:

= [Ipo8oOHOe NooKaAYeHue — NOAKAOYEHNE K CeTU MHTepHeT ocylecTBAAeTca TOMbKO Mo
Ethernet-kabento yuepes nopt WAN;

= 3G/4G USB-modem — noakaodeHue K cetm WHTepHeT ocyulecTsasetca 4depes
6ecnposoaHon USB-mogem 3G/4G (yepes ceTb MOBMAbHOM CBA3M), NOAKIOYEHHbIN K USB-
NnopTy yCTPOMCTBA.

CKopocmeb u OynseKc — YyCTaHOBKa CKOPOCTU Nepeaayn AaHHbIX U pexuma paboTbl gynnekca Ha Ethernet-nopty
WAN aboHeHTCKoro Lwat3a:

=  Auto — aBTOMAaTU4YECKOE COr/lacoBaHNE CKOPOCTU U AynJ/eKca;

= 1000 Full — noaaepxunsaetca ckopoctb 1000 M6UT/c ¢ AYNNEKCHBIM PEXKUMOM;

= 100 Half — noaaepxunsaetca ckopocTb 100 M6uUT/c ¢ nonyaynaeKcHbIN pexnmom;
= 100 Full - noaaep»unBaetca ckopoctb 100 M6UT/c ¢ AyNAEKCHbIM PEXUMOM;

= 10 Half — nopaep»mneaetca ckopoctb 10 M6UT/C ¢ NoAyAynIeKCHbIM PEXUMOM;

= 10 Full - noppepsknsaetca ckopocTb 10 M6UT/c ¢ AYNIEKCHbIM PEXUMOM.

Hacmpoliku nodknroueHus

Mpu Bblbope cnocoba noakaoyeHus «MpoBogHoe nogKAOveHUe» 6yayT AOCTYMHbI Ccaeadylolime
HaCTPOWKM NOAKAIOUYEHUA:

Pexcum pabomesi — pexxnm paboTbl yCTPOICTBA:

»  Mapwpymuszamop — mexgy LAN- n WAN-uHTepdencammn ycTaHaABAMBAETCA PEXUM
MapupyTnsatopa (LAN nsonmposaH ot WAN);

=  Mocm — mexagy WAN un LAN-uHTepdeiicamm yCcTaHaB/AMBAETCA PEXMM MOCTA: AaHHble
nepegatotca npospayHo us LAN B WAN 1 06paTHO — PpaKTMYECKH yCTponcTBO paboTaeT B
pexxume KOMMyTaToPpa.

Mpu BblibOope pexunma paboTbl «Mapwpymuszamop» 6yayT [OCTYMHbI CAeAyloWne HaCTPOMKM
NOAKAYEHUA:

— [lpomokon — BbIGOP MPOTOKONA, MO KOTOpOMY OyaeT ocylecTBaatTbca noaxatoveHme WAN-
nHTepdelica yCTPONCTBA K CeTU NpeaocTaBAeHMA yCayr npoBanaepa:

= Static — perkum paboTbl, Npu KOTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdelic HazHa4valTCA cTaTnyecku. Mpu Boibope TMna «Staticy gnA penakTMpPOBAHMA
CTaHYT AOCTYMHbI Caegytowme napameTpbi:

- BHewHul IP-adpec ycmpolicme — ycTaHoBKa IP-agpeca WAN-uHTepdeiica
YCTPOWCTBA B CETU NPOBanaepa;

- Macka nodcemu — macka BHELIHeW NOACETH;

- La3 no ymon4aHuo — agpec, Ha KOTOpbl OTNPABAAETCA NAKeT, ecn AN1A Hero
He HakaeH MapLlpyT B Tabauue mapLipyT1saumu;

- lepsuyHbili DNS, BmopuyHbili DNS — appeca cepBepOB AOMEHHbIX MMEH
(ucnonb3ytotcs ana onpepeneHus IP-agpeca ycTpoiMcTBa Mo ero AOMEHHOMY
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MMeHu).  [aHHble NOAA MOMHO OCTaBUTb MYCTbIMW, €CAU B HUX HeT
HeobxoaMMmoCTH.

=  DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noaceTu, agpec DNS-cepsepa, wnto3
no YMONYAHMIO U ApYyrue napameTpbl, Heobxoaumble ana paboTol B ceTH, OyayT NONyYeEHbI OT
DHCP-cepBepa aBTOMATUYECKMU.
MopaepknBaemble onumu:

1 — macka ceTu;

3 —agpec ceTeBOro W3a No yMoA4YaHuo;

6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPOMCTBA;

28 — WMpOoKoBeLaTeIbHbIN agpec ceTu;

33 - cTaTn4eckMe mapLupyThbl;

42 —appec NTP-cepsepa;

43 — cneunduryHas MHbopmaLMa NPOU3BOAUTENS;
60 — anbTepHaTmBHbIM Vendor ID;

66 —agpec TFTP-cepBepa;

67 — uma daiina MO (ana 3arpysku no TFTP ¢ cepsepa U3 onuuu 66);
121 — 6ecknaccoBble CTaTUYECKME MAPLLPYTHI.

Ona npOTOKona DHCP nmeeTca BO3MOXHOCTb 3a4aTb HeobxoaMmoe 3HaveHne onuuu 60.

AnbmepHamusHsili Vendor ID (onuua 60) — npu ycTaHoBneHHom dnare
ycTpolictBo nepenaér B DHCP-coobuweHuax B onuum 60 (Vendor class ID)
3HayeHue w3 nona Vendor ID (onyua 60). Mpu nyctom none onuua 60 B
coobueHunsax npotokona DHCP He nepepaércs.

Ecnun dnar AnemepHamueHesili Vendor ID (onyus 60) He ycTaHoBAeH — B onumu 60
nepefaeTca 3HaYeHUe No YMOHaHUIO, KOTOPOE UMeeT cneaytowmii dopmar:
[VENDOR:npounssoauTens][DEVICE:Tun ycTtpoictea][HW:annapaTHaa Bepcus]
[SN:cepuiiHbii Homep][WAN:MAC-agpec wuHTepdeiica WAN][LAN:MAC-agpec
nHtepderica LAN][VERSION:Bepcusa nporpamMmHoro obecneyeHus]

Mpumep:

[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

= [lepsuyHbili DNS, BmopuuHeili DNS — |P-agpeca DNS-cepsepoB — ecnu agpeca DNS-
CepBEpPOB He HA3HAYalTCA aBTOMATMYECKM no npotokony DHCP, npu HeobxoammocTtu
3aflaiiTe WX BpPYYHyl0. Aapeca, 3afaHHble BpPy4YHylo, OyayT MMeTb NpUOpUTET Hag,
agpecamu DNS-cepsepos, noanydyeHHbIMKU No npoTtokoay DHCP.

= PPPOE — pexum paboTbl, npn KoTopom Ha WAN-uHTepoeiice nogHumaetca PPP-ceccus.
Mpwu BbIbOpe «PPPOE» gna peaakTMPOBaHUA CTaHYT AOCTYMNHbI Cheayowme napameTpbl:

Uma none3zoseamersna — nMA NONb30BaTeNA ANA asTopmusauunm Ha PPP-cepsepe;
lMaponas — naponb oA aBTopU3auuuy;

MTU — MaKcuManbHbld pasmep 610Ka AaHHbIX, NepesaBaemMblX MO CETU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nmsa ycnyrm — 3HadyeHue Tara Service-Name B coobuieHnn PADI
(none He 0bA3aTeNbHO A4 3aN0ONHEHUS);

Bmopoli docmyn — Tvn foCTyna K IOKa/bHbIM CETEBbIM PeCYpPCaM.

MoKHo BblbpaTh 2 BapuaHTa:

DHCP — guHamun4yeckuin goctyn, Koraa IP-agpec u Bce Heobxoanmble NapameTpbl
nony4atorca no npotokony DHCP;

Static — ctaTuyecknin — B 3aTOM cnydae Heobxoammble AAA AOCTYNa NapameTpsbl
334at0TCA BPYYHYIO:

IP-adpec, Macka nodcemu, DNS-cepsep, LLinto3;
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Ucnonezosame emopoli 0docmyn 015 VolP — onuus AOCTyNHa, ecan ana cepsuca
IP-TenepoHMM He HaAcTpoeH BblaeneHHbI UuHTepdelic (yctaHoBneH dnar
«Ucnonvzoeams Hacmpolku Internet»). Mpun cHaTom dnare (N0 ymondyaHuio)
cepsuc IP-tenedoHnn mcnonbsyetr ana cesoen paboTbl MHTepdeiic PPP, npwu
yCTaHOB/IeHHOM — UHTepdelic BToporo aoctyna (IPoE);

AnnapamHoe ycKopeHue mpagukd — B 3aBUCMMOCTU OT BbIOpPaHHOro 3Ha4yeHun
OOCTUTaeTcs yBesIMYeHne MpPOnyCKHOW CrnocobHOCTM YCTPONCTBa Npu nepegade
TpaduKa PPP (npwm Bbibope PPP) unu IPoE (npu Bbibope Ethernet).

PPTP — pexunm, Npu KOTOPOM Bbixo4 B MNHTEpPHET OCyLLEeCTBASIETCA Yyepes crnewunasbHbli

KaHan, TYHHeNb, ucnonb3ysa npotokona PPTP. Mpu Bbibope «PPTP» pgna penakTMpoBaHUSA

CTaHYT 4,

OCTYMHbI Cnegyowme napameTpbi:
PPTP-Cepsep — IP-agpec cepsepa PPTP;

Uma none3zosamernsa — nMA Nonb3oBaTensa gna astopmsaumm Ha PPTP-cepsepe;
lMaponb — naponb anAa asTopusaummn Ha PPTP-cepsepe;

MTU — MaKcumasnbHbi pasmep 6/10Ka [OaHHbIX, nepegaBaemMblX MO CETU
(pekomeHayemoe 3HaueHue — 1462);

Bmopoli docmyn — Tun [OCTyna K JIOKa/bHbIA ceTeBbiM pecypcam u PPTP-
cepsepy.

Mo*KHo BbibpaTb 2 BapuaHTa:

DHCP — pnHammyeckuin goctyn, Koraa IP-agpec 1 Bce Heobxoammble napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTUYecKuiA, B 3TOM Cydae Heobxogumble ana goctyna K PPTP-cepBepy
napameTpbl 3a4at0TCA BPYUHY!O:

IP-adpec — npu cTaTUYECKOM A0CTyrne C 3TOro aZpeca OCyLLecTBAseTca A4OCTyn A0
PPTP-cepBepa;

Macka nodcemu — npu CTaTUYECKOM [0OCTyNe Macka noaceTu;

DNS-cepsep — npu cTaTudyeckom pgoctyne cepsep DNS, wucnonbsyembin B
JIOKaNbHOM ceTu;

LUno3 — npu cTaTMYeCcKOM AO0CTyne wa3 Ans goctyna K PPTP-cepsepy (ecam
Heobxoaum).

Ucnone3zosames emopoli docmyn 015 VolP — onuns AOCTyNHa, ecan ana cepsuca
IP-TenedoHUN He HacTpPoeH BblAENEeHHbIM WHTepdelc (ycTaHosneH dnar
«Mcnonv3zoeams Hacmpoliku Internet»). Mpu cHAaTom ¢nare (No ymonyaHuio)
cepsuc IP-tenedoHnn mcnonbsyetT ana cesoei paboTbl MHTepdeiic PPP, npwu
ycTaHoBNeHHOM — uHTepdeliic BToporo goctyna (IPoE).

AnnapaTHoe yckopeHue TpaduKa paboTaeT ToNbKo ana nHtepdeiica sBToporo aoctyna (IPoE).

= 12TP -

peXum, nNpu KOTopom Bbixoq, B UHTepHeT ocywiectBndeTca vyepes Cl'leLl,Mc’:l/'IbeIﬁ

KaHan, TyHHe b, ucnosb3ya npotokon L2TP. Mpu Bbibope «L2TP» ana penakTMpoBaHUsA

CTaHyT 4

OCTYMHbI CheayoLlme napameTpbl:

L2TP-cepsep — IP-agpec cepsepa L2TP;

Uma nonv3osamesnsa — nma NoNb3oBaTena Ana asTopmsaumm Ha L2TP-cepsepe;
lMaposab — naponb ana astopusaunm Ha L2TP-cepsepe;

MTU — MaKCMMasbHbIM pasmep O710Ka AaHHbIX, NepegaBaemblXx MO CeTU
(pekomeHayemoe 3HauyeHue — 1462);

Bmopoli docmyn — TN [OCTyNa K JIOKanbHbIA ceTeBbiM pecypcam u L2TP-
cepsepy.

MoKHO BblOpaTb 2 BapuaHTa:

DHCP — npnHamunyeckuin goctyn, Koraa IP-agpec 1 Bce HeobxoamMmble napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTUYeCcKM, B 3TOM c/lydae Heobxoammsblie Ana aocTyna K L2TP-cepBepy
napameTpbl 3a4al0TCA BPYYHYIO:
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- IP-adpec — npw CTaTMYECKOM AOCTyrne C 3TOro afpeca OCyL,ecTBAAeTCA AOCTyN A0
PPTP-cepBepa;

- Macka nodcemu — Npu CTaTUHECKOM AOCTyNe Macka noaceTu;

- DNS-cepsep — npwu ctatmyeckom goctyne cepsep DNS, ucnonbsyembliii B
JIOKaNbHOM ceTu;

- Llaw3 — Npu cTaTMYECKOM A0CTyne W3 Ana aoctyna K L2TP-cepsepy (ecam
Heobxoamm);

- Ucnonezoeams esmopoti docmyn 011 VolP — onuma A0CTynHa, ecan ana cepsuca
IP-TenedoHMM He HACTpoeH BblAeNeHHbI WHTepdelic (ycTaHoBAeH ¢nar
«Wcnons3osame Hacmpoliku Internet»). Mpu cHaTom dnare (N0 ymondYaHuio)
cepsuc IP-tenedoHnn mucnonbsyetr anAa ceoen pabotbl uMHTepdenc PPP, npwu
yCTaHOBNEHHOM — UHTepdelic BToporo aocTyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKo Ana nHtepdeica sBToporo goctyna (IPoE).

Mpotokonbl PPTP u L2TP ucnonbsytotca oA Co34aHMA 3aLMLLEHHOrO KaHana CBA3M
yepes Internet mexay KOMNbIOTEPOM YyAaNEHHOro MOJIb30BAaTENA M YACTHOM CeTbl €ero
opraHusaumn. PPTP n L2TP ocHoBbiBatoTcA Ha npoToKose Point-to-Point Protocol (PPP) m
ABNAIOTCA ero pacwupeHuamu. [aHHble BepxHUX yposHer mogenn OSIl  cHavana
MHKancynaupytoTca B PPP, a 3atem B PPTP uaun L2TP ana TyHHeNbHOW nepegayvn yepes cetn
obuwero goctyna. ®yHKUMOHaNbHbIe BO3MOXKHOCTM PPTP n L2TP pasnunuHbl. L2TP moxkeT
MCMNO/Ib30BaTbCA He TONbKO B IP-ceTax, cay)KebHble COOOWEHUA ANA CO34aHWUA TYHHens u
nepecbIIKM N0 HEMY AaHHbIX UCNOAbL3YIOT OAMHAKOBbLIM GpopmaT M NpoToKoabl. PPTP moxkeT
NPUMEHATLCA TOMbKO B IP-ceTaAx, U emy Heobxoammo oTaenbHoe coeauHeHne TCP gns
CO3JaHMA U MCMONb30BaHWA TyHHenA. L2TP nosepx IPSec' mpepnaraer 6onblue yposHeii
6e3onacHoctn, yem PPTP, M rapaHTUpOBaTb BbICOKYIO CTeneHb 6e30MacHOCTb BaXKHbIX A/1A
OpraHM3aLumM AaHHbIX.

OcobeHHocTM L2TP penatoT ero o4vyeHb NEPCNEKTUBHbIM MPOTOKOIOM A1 MOCTPOEHUSA
BUPTYa/IbHbIX CETEN.

Ucnonsvzosams VLAN 80 sHewHeli cemu — Npu ycTaHOB/AEHHOM ¢are UCNONb30BaTb ANA BbIXOAa
8 UHTepHeT naeHtndukatop VLAN, ykasaHHbIn B none «VLAN ID».

= VLAN ID — naeHtudurkaTtop VLAN, ncnonbayemblit 4na AaHHOM yCayru;
= 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBAnMBaeMmMbii

Ha ucxodsawme ¢ JaHHoro uHtepdelica IP-naketbl. MpuHUMaeT 3HauyeHns ot 0 (HU3WKUiA
npuopuTeT) Ao 7 (HaMBbICLLIMIA NPUOPUTET).
VLAN — supmyanbHas AoKansbHas cems. MNpeacrasnseT coboi rpynny XocToB, 06beANHEHHbIX
B OOHY CeTb, HEe3aBUCMMO OT WX GU3MYECKOrOo MeCTOHAXOXKAeHUA. YCTPOWCTBa,
CrpynnupoBaHHble B OAHY BUPTyanbHyto ceTb VLAN, MMeKT 04MHAKOBbIA MAeHTUDUKATOP
VLAN-ID.

OMKAI0YUMb MPAHCAAYU aopeco8 omnpasumesnsa — MNPU YCTaHOBNEHHOM dnare OTKAYeHa
noameHa ajpeca WCTOYHMKA OTNPaBMTENA NaKeTa W3 JIOKasbHOW noAacetTn (OTKAlYeHue
masquerading ).

Mpu BbIBOpE pexnma paboTbl «Mocm» 6yayT AOCTYNHbI CAeaytoWmMe HacTPOMKM NOAKNIOYEHNA:

Mpomokon — BbIGOP NPOTOKO/MA, MO KOTOPOMY OyaeT OocywecTBAATbCA nogkntoveHne WAN-
nMHTepdelica yCTPOMCTBA K CETU NPeaoCTaBAeHNs yCayr NpoBangepa:

1 o
B Tekyuieit Bepcun nporpammHoro obecneyerun IPSec He nogaepxunsaercs.
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= Static — perkum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
UHTepdelic HasHavyaloTCA cTaTnyecku. Mpu Bbibope TMna «Static» Ana peaakTMpoBaHUA
CTaHYT AOCTYNHbI Chegytowme napameTpbi:

IP-a0pec — yctaHoBKka |IP-agpeca WAN-uHTepdeilica ycTpoicTBa B CeTU
nposaiiaepa;

MacKka nodcemu — macKa BHELIHeN NoaceTy;

LUnto3 no ymonyaHuto — agpec, Ha KOTopblii OTNPABASETCA NaKeT, ecan ANa Hero
He Hall4eH MapLlwpyT B Tabaunue mapLipyTusaumm;

MepsuyHblli DNS, Bmopu4Hsili DNS — apgpeca cepBepoB AOMEHHbIX WMEH
(ucnonb3ytoTcs ana onpegeneHus |P-agpeca ycTpoicTBa Mo ero AOMEHHOMY
UMEHM). [aHHble NOoNA MOMKHO OCTaBUTb MNYCTbIMM, €CANM B HUX HeT
HeobxoaMmocCTH.

=  DHCP — pexkum paboTbl, Nnpu KoTopom IP-agpec, macka noacetun, agpec DNS-cepBepa,
LW/I03 MO YMOJIYAHUIO U ApYyrvMe napameTpbl, Heobxogumbie Ans paboTbl B ceTun, byayTt
NoJly4yeHbl OT

AnbmepHamusHsbili Vendor ID (onuyua 60) — npu ycTaHoBAeHHOM dnare
ycTpoiictBo nepenaét B DHCP-coobuieHuax B onuum 60 (Vendor class ID)
3HayeHue u3 nona Vendor ID (onyua 60). Mpu nyctom none onuus 60 B
coobueHunsax npotokona DHCP He nepeaaércs.

Ecnun dnar AnemepHamusHsili Vendor ID (onyus 60) He ycTaHoBAEH — B onuumn 60
nepeaaeTca 3Ha4YeHUe No yMol4aHUIo, KOTOPOE UMEET creaytolwmii dopmar:
[VENDOR:npoussoauTenb][DEVICE:Tun ycTtpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbin Homep][WAN:MAC-agpec wuHtepdeiica WAN][LAN:MAC-aapec
nHTepdelica LAN][VERSION:Bepcua nporpammHoro obecnevyeHus]

Mpumep:

[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

MepsuyHblli DNS, BmopuyHbeili DNS — IP-agpeca DNS-cepBepoB — ecnu aapeca
DNS-cepBepoB He Ha3HayatoTCcA aBTOmMaTuyeckn no npotokony DHCP, npwu
HeobXo04MMOCTM 3a4alTe UX BPYUHYHo. ALpeca, 3a4aHHble BPYUHYLo, ByayT nmeTb
npuoputeT Hag agpecamu DNS-cepsepos, noanyyeHHbIMKU No npoTokoay DHCP.

Mpu BbIGOpE cnocoba noaxaoyeHns «3G/4G USB-mogem» ana HaCTPOMKK ByayT AOCTYyMNHbI cheayowme

nonaA:

HaeTpoliki nogxnioveHna

MOBUNEHEIR NpoBafRgep  © CrainiHk v

rA NonNe30BaTENA maobile

Mapone  internet

HOMEp AO3BOHE #7777

A0NONHUTENEHEIE NApaMETRE

MHALMANAZ LM
T 1492
ANA 38M0NHERUR HCIMPOEK # M0 yMom4aHu

PEXOMEHO0BRAREML NPOBEITEN0M
SHEDEHUAML HEXMLIME KHOMKY

MobunbHelli nposalidep — uma NpoBainaepa, NnpeaocTasaaoLLero Aoctyn K cetn 3G/4G. M3 cnucka
Bbl MoKeTe Bbl6paTb OAHOMO U3 WECTU MODOWU/bHbLIX ONEpPaTopoB (HACTPOMKM KaXKAOrO M3 HUX
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Y

XPAHATCA B MaMATU YCTPOWMCTBA), NPUCYTCTBYIOWMX HA Tepputopumn Poccuiickoit Pepepaumu:
MeradoH, BunaitH, MTC, CkannumHk, Tene2, Yota. HaxkaB Ha KHOMKy «[lo ymon4aHuio»
NPOM30MAET 3aN0IHEHME HACTPOEK NOAKAIOYEHMA NapaMeTpamm BbibpaHHOro npoBangepa. Ecam
HACTPOMKM NpoBainaepa B Bawem pernoHe oTiM4aoTcA OT NPEeSIOKEHHbIX, OTPEeSAKTUPYITE UX B
COOTBETCTBMM C HEOBXOANMbBIMU 3HAYEHNAMM.

Ecnun Bawero npoBangepa HeT B CNUCKe — BblbepuTe 3Ha4YeHne «[lpyroin» 1 3anofHnTe BCe NOMA B
COOTBETCTBMM C HAaCTpOMKamu Bawero nposaliaepa;

lpomoKon — none AOCTYNHO TONbKO MpWU Bblbope 3HayeHuA «[pyroit» u3 cnmcka MobUAbHbIX
npoBanaepos. B 6onblIMHCTBE c/yd4aeB MobubHbIe onepaTopbl UCNOAb3YHT NpoTokosa PPPoE
ONA [OCTyna K CBOE CeTu, 0AHAKo gnsa paboTbl ¢ MOAEMaMM HEKOTOPbLIX MPOBANAEPOB MOMXKET
notpeboBaTbcA Bbi6Op NnpoTokona DHCP;

mAa nonezosamenAa — WMA NOAb30BaTeNnAa pna MAeHTUOUKaUMM NpU  NOOKAOYEHUM K
6ecnpoBoaHON ceTy;

Maposne — naponb gna aeHTUOUKALUKU NPU NOAKAOHEHUN K BECNPOBOAHOM CETH;

Homep 003680Ha — HOMepP A03BOHA A/1A NOAKAOYEHMA K BecnpoBoaHOM ceTu (Mpumep: *99***14);
JononHumenosHsle napamemps — NapameTpbl AAa NOAKNIOYEHUA K CETU MOOBUABbHOW CBA3M
(npumep: AT+CGDCONT=L1,IP,internet — ana MeradoH); B A4aHHOW CTPOKe HeNb3A MCNONb30BaTb
KaBbIYKH;

MTU — MaKkcuMasnbHbI pasmep 610Ka AaHHbIX, NepeaBaemMblX MO CeTU, PeKoMeHayemoe
3HayeHne — 1492,

KHonka «[lo ymon4yaHuro» npeagHasHayeHa 4014 3aNoJ/IHEHUA HACTPOEK npoaaﬁp,epa 3apaHee
npegycraHoBneHHbIMU 3Ha4Ye€HUAMU, XPaAHUMbIMKU B MNaMATU yCTpOﬁCTBa, TeM cambim M36aBnan
nosb3oBaTena ot HEO6XOAMMOCTM NUCKaTb 3TU HaCTpOVIKM B MHTepHeTe.

JlokanbHasa cems:

IP-adpec ycmpolicmea — IP-agpec yCcTpoicTBa B JIOKa/IbHOM CeTH;
Macka nodcemu — macKa NoACETU B JIOKa/IbHOM CETU.

MNpu n3meHeHUn agpeca I0Ka/IbHOW NOACETU NPOUCXOAUT aBTOMATUUECKAA CMEeHa nyna
agpecos noKanbHoro DHCP-cepsepa (Cetb — DHCP-cepBep).

Hacmpolika IPSec:

B AaHHOM pasgene ocyLecTBASETCA HACcTpoiKa wudpoBaHMa no TexHonormm IPSec (IP Security).

IPSec — 310 Habop NpPOTOKO/I0B Ana obecneyeHus 3alMTbl AaHHbIX, NepesaBaeMbiX MO MeKCeTeBOMY
npoTokony |P, No3BoAAloWMIA OCYLLECTBAATbL MOATBEPKAEHME MNOAJMHHOCTA (ayTeHTUOMKAUMIO), NPOBEPKY
LEeNoCTHOCTM n/unn wudposaHue IP-nakeToB. IPSec Takke BKAOYaeT B ceba NPOTOKO/bl ANA 3aLMULLEHHOTO
obMeHa Ktouyamu B ceTn UHTepHeT.

B Tekywel BepcuM nNporpaMmHoro obecrieyeHusa nocpeAcTBOm IPSec MOMKHO OCyLLEeCTBAATbL TOJIbKO
[0CTyN K MHTepdeiicam ynpasneHus yctponctsom (Web, Telnet, SSH).
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Hactpoika IPSec
BrnwouuTe

MHTepteic Ethernet bt
Nokanexbin IP-agpec
AfpPEC NOKANEHOR NORCETUH
Macka nokaneHoW NoGCETH
Afpec yAaneHHol NogCeETH
Macka yganeHHol NogeeTH
¥O0aneHHbIW W03

Pesmm NAT-T Off w
ATPECCHEHBIA PEHUM

Tun ugeHTrgurkaTopa address w

MgeHTudmrarop

Pasa 1
3apaHes 2a0aHHbIl KoY
ANTopHTM 3YTEHTHRHKALMH md5 w
Anroputi wWHposadua dez w
Ipynna Andgm-Xennmana 1 bt
Bpema #uzHu daszol 1, cex 25400
daza 2
ANropuTM ayTEHTHRMEALHK hmac_mdSs w
ANropuTM WHiiposaHus des hd
pynna Audidu-Xennmana 1 w

Bpema #uzHu thasel 2, cek 3500

BKaouume — paspeLunTb UCMNO/Ib30BaHWeE NpoToKkona IPSec ana wnoposaHMa AaHHbIX;
UHmepdghelic — HaCTpoOMKa MMeeT cuay TONbKO Npu Bbibope ansa MHTepHeTa npoToKosios PPPOE,
PPTP unu L2TP n onpegensaeT, aas AocTyna no Kakomy nHtepdeicy ncnonbsosatb IPSec: Ethernet
(nHTepdeitc BToporo goctyna) uam PPP (nHTepdeiic nepsoro goctyna). Mpu Bbibope NpoToKoN0B
DHCP wnun Static B ycnyre akTMBeH TONbKO oAuH MHTepdelic (Ethernet), no KoTopomy BO3MOXKeH
[0CTYN TOAbKO nocpeactsom IPSec;

JlokanweHbIl IP-a0pec — aapec ycTpoicTea ansa paboTtbl no npoTokony IPSec;

Adpec nokanbHol nodcemu coBmecTHo ¢ Mackol noKanbHOU nodcemu onNpeaenatoT N0KabHYIO
noaceTb ANA CO34aHMNA TONOOMNIA CETb-CETb MU CETb-TOYKA;

Adpec ydaneHHol nodcemu coBmecTHO ¢ Mackol ydaneHHOU nodcemu onpepenatoT agpec
YOANEeHHOW NoAceTU oA CBA3M C MCNONb30BaHMEM LWndpoBaHUA no npotokony IPSec. Ecamn macka
nmeeT 3HauveHme 255.255.255.255 — cBA3b OCyLLEeCTBAAETCA C eAUMHCTBEHHbIM XOocToM. Macka,
oTAn4yHas ot 255.255.255.255, nosBonseT 3adaTb UeAyl noAcetb. Takum obpasom,
dYHKUMOHaNbHble BO3MOHOCTM YCTPOMCTBA MO3BOAAKT OpraHvM3oBaTb 4 TOMONOMMM ceTu C
ncnonb3oBaHWem WndposaHuA Tpaduka No NpoTokoay IPSec: TOUKA-TOYKA, CETb-TOYKA, TOYKa-
CeTb, CeTb-CeTb;

Y0aneHHsIl w3 — W3, Yepes KOToPbIi OCYLLECTBAAETCA AOCTYN K YAaleHHON NoAceTH;
Pexcum NAT-T — Bbibop pexkuma NAT-T. NAT-T (NAT Traversal) nikancynupyet Tpaduk IPSec u
ofHoBpeMeHHO co3aaeT naketbl UDP, KoTopble ycTpoictBo NAT KoppeKTHO nepecbliaet. Onas
atoro NAT-T nomeluaet foONOAHUTENbHbIN 3arosioBok UDP nepeg naketom IPSec, 4tobbl OH BO
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Bcel ceTn obpabatbiBasica Kak 0bbluHbIM NakeT UDP, n xocT nonyyatens He NpoBOAMA HUKAKUX
NPOBEPOK LEeNOCTHOCTU. llocne nocTynneHma naketa K MeCTy HasHayeHua 3aronosok UDP
YOANAETCA, U NAKeT AAHHbIX NPOAOJIKAET CBOM Aa/ibHEMLININ NYTb KaK MHKANCY/IMPOBAHHbLIA NaKeT
IPSec. C nomouwbto TexHnKn NAT-T BO3MOXKHO YCTaHOBAEHUE CBA3M MeXxay KameHTamu IPSec B
3aLLMLLEHHDBIX CETAX U 0bLWeaoCTyNHbIMM XocTamu IPSec yepes merKkceTeBble 3KPaHbl. PeXxumbl
paboTbl NAT-T:

— On — pexum NAT-T akTMBMpyeTca TONbKO Npu obHapyxeHun NAT Ha Nyt K XOCTy

Ha3Ha4yeHwus;
—  Force — B ntobom cnyyae ncnonb3osatb NAT-T;
—  Off — He ncnonbsosatb NAT-T npu yCTaHOB/IEHUN COEAMNHEHUA.

JocTynHbl cneayroume HacTpolikn NAT-T:

— UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLLECTBAAETCA MHKancynauuma
coobuieHnit IPSec. Mo ymonyaHuio 4500.

— WHmepsan omnpasku nakemos NAT-T keepalive, cek — WHTepBaA OTNPaBKK
nepuoaMyeckmx coobLLeHni ana noaaepaHua akTuBHoro coctosiHna UDP-coeanHeHun
Ha yCTponcTBe, BbiNoaHsAOWero GyHkummn NAT.

— AepeccusHblli pexwum — pexum paboTbl Ha ¢ase 1, korga obmeH Bcen Heobxogmmon
nHbopmaumen ocylecTBaseTca TpeMa HewundpoBaHHbIMM NakeTamn. B cTaHgapTHOM perkmme
(main mode) 06MeH ocyLecTBAAETCA WECTbIO HelWMPOBAHHBIMKU NAKeTaMu;

— Tun udeHmugukamopa — TUN naeHTUdUKaTopa yctpoiictea: address, fqdn, keyed, user_fqdn,
asnldn;

—  UdeHmugpukamop — naeHTUPMKaTOpP YCTPOMCTBA, MCMONb3YEMbIN ANA NAEHTUOMKAUMKM Ha dase 1
(3anonHATL Npu HeobxoammocTtu). Popmat naeHTUPUKATOPa 3aBUCUT OT TUNA.

®a3za 1. Ha nepsom 3Tane (dase) ABa y3na «A0roBapmBaloTCA» O MeToAe UAeHTUPUKALUK, anropuTme
wudposaHus, xaw anroputme u rpynne Diffie Hellman. OHu Takxke ngentuunumpytot gpyr gpyra. Ana ¢asel 1
UMELOTCA eyl me HaCTPOMKMU:

— 3apaHee 3000HHbIl K04 — CEKPETHDBIN KHOY, UCMO/Ib3YEeMbI B anroputme ayTeHTUGUKALUM Ha
¢dase 1. Mpeacranset coboi cTpoKy oT 8 Ao 63 CMMBOOB;
— Anzopumm aymeHmugukayuu — BblIbop 04HOIO0 U3 CMCKA aaAropuTmoB ayTeHTUdMKaumm: MDS5,

SHAZ;

— Anzopumm wugposaHus — BblIbOp OAHOro M3 chnucka anroputmoBs wudposaHus: DES, 3DES,
Blowfish;

— Tpynna Qugdu-XenamaHa — Bbibop rpynnel Diffie-Hellman;

— Bpems wusHU ¢a3el 1, cek — Bpems, MO WCTEYEHUM KOTOPOro Yy3nam Heobxoaumo

nepenaeHTMoONUMPOBaTL APYr Apyra U CPaBHUTb NOAUTUKY (gpyroe HaseaHue IKE SA lifetime). Mo
ymoiyaHuio 24 vyaca (86400 cekyHa).

®asza 2. Ha BTOpOM 3Tane reHepupytoTcs AaHHbIe K/KYEN, y3bl «40roBapusaloTca» o6 UCnosib3yemon
NoNUTUKE. DTOT PEXKMM, TaK¥Ke HasbiBaeMbli BbicTpbIM pexkumom (quick mode), oTanyaetcsa oT nepsoli ¢asbl
TEM, YTO MOXKET YCTaHOBUTbLCA TO/IbKO MOC/Ie MepPBOro 3Tana, Koraa BCe NakeTbl BTOPOW ¢asbl wWndpytoTcs.

— Anzopumm aymeHmughukayuu — BbI6op 04HOr0 M3 CNMCKA aNropuTmoBs ayTeHTudukauymm: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

— Anzopumm wugposaHus — BblIbOp ogHOro M3 cnucka anroputmoB wudposaHus: DES, 3DES,
Blowfish;

— Tpynna Quggu-XenamaHa — Bbib6op rpynnbl Diffie-Hellman;

—  Bpems »usHU ¢asel 2, cek — BpPeMs, Yepe3 KOTOpoe NPOUCXOAUT CMeHa Kato4va wudposaHuA
AaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonuaHuio 60 muHyT (3600 cekyHa).
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[Nna BCTyNAeHUs B CUly HOBOW KOHOUIypauuuM M 3aHeCeHMs HACTPOEeK B SHEProHe3aBWCHMMYD NamAaTb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».

/’ DaHHaa peanusauma IPSec paboTtaeT TO/NbKO NPM OTKAOYEHHOW TPAHCAAUMU appecoB
oTnpasuTens, Tak Kak IP-agpec knneHTa yyactsyet B ¢opmuposaHum wudpa.

3.6.2.2 NoameHto «HacTpoitka MAC-agpecoB»

B nogmeHto «Hactporika MAC-agpecos» MoxKHO M3meHntTb MAC-agpec WAN-uHTepdelica ycTpoicraa.

HacTpowka MAC-agpeca WAN

MNepeonpeaenits MAC

&
MAC v
i HacTpoitka MAC-agpeca Ha uHTepdelice "IP-TenedoHng”
MAC -

HacTpoika MAC-agpeca Ha uHTepdeiice "VLAN ynpasneHusa”

MAC -

— lepeonpedenums MAC — npu yctaHoBneHHOM dnare ucnonbsyetca MAC-agpec us nons MAC Ha
uHTepdelice UHTepHeT.

Mpn HaxaTMu Ha KHOMKy BblnNagatowero meHto B none «MAC» so3moxHo 3anucatb MAC-agpec
KOMNbtoTepa, C KoToporo Bbl nogKkatoveHbl K WEB-KoHOUrypaTopy. 3Ta yHKUMS ByaeT nonesHa, ecam Ha cetu
Bawwero MIHTepHeT-npoBaligepa ncnosb3yetca npueaska no MAC-agpecy. B stom cnydae, ecam Bam Heobxoanmo
ncnosnb3oBaTb ycTpoicTtBo TAU-2M.IP B KayecTBe mapwpyTtusatopa, Ha WAN-uHTepdeiic ycTponcTea
HeobxoaAnmo HasHaunMTb MAC-aapec Bawero KomnbloTepa (KOTopbli paHee Bbl1 NOAKAOYEH K ceTu UHTepHeT).

Ona nepeonpeaenenna MAC Ha uHtepoeiice «IP-tenedpoHma» nan «VLAN ynpasieHUs» BOCNONb3YyNTECH
pasgenammn «Hactpoiika MAC-agpeca Ha uHTepdelice "IP-menegoHus"» nnn «Hactpoika MAC-aapeca Ha
nHtepdelice "VLAN ynpasaeHus"».

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypauuuM M 3aHECeHMs HACTPOEK B SHEProHe3aBUMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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3.6.2.3 NogmeHio «DHCP-cepsep»

B nogmeHio «DHCP-cepBep» BbINOMHAOTCA HACTPOMKM nokanbHoro DHCP-cepBepa, ycTaHaBAMBaAlOTCS
CTaTU4YeCcKue NPUBA3KN afpecos.

Yctpoiicteo  TAU-2M.IP meeT  BO3MOXHOCTb  MOCPEACTBOM  MPOTOKO/MA  AMHAMMYECKOTo
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomaTnyecku HasHauyatb IP-agpeca u
Heobxoanmble gns BbiXxoAa B MHTepHeT napameTpbl KOMMblOTEPaAM, NOoAKAtoYeHHbIM K LAN-MHTepdeicy u
b6ecnposogHon Wi-Fi Touke goctyna. Ero ucnonb3oBaHWe No3BosAeT n3bexaTb orpaHUUYeHUI PyYHOM HaCTPOKM
npotokona TCP/IP. DHCP-cepBep AOCTyneH AN KOHUIypupoBaHUA, TOIbKO ecn cepsuc MHTepHET HacTpoeH B
pexnme mapLipytmsatopa.

HacTtpoliku DHCP-cepsepa

Brniouen ¥

C]

HavansHeiit IP-agpec | 192.166.1.2
KonnyecTso agpecos | 250

Cpok apeHael (8 MUHyTaX) | 720

CraTtuueckue NPWBA3KKW adpecoB

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

—  BKnwoveH — npu ycTaHoBNEeHHOM diare BKAOYNTb IoKanbHbii DHCP-cepBep;

— HayvanoHsili IP-adpec — HavyanbHbIN agpec nyna IP-agpecos;

—  Konuvyecmso adpecos — KOIMYECTBO aAPECOB B NY/E;

— Cpok apeHObl  — YCTAHOBKA MAKCMMANbHOTO BPEMEHM MCMO/b30BaHUA MOAKAOYEHHbBIM
ycTponcrteom IP-agpeca, HazHayeHHoro DHCP-cepBepom, MUHYTLI.

[na BCTynneHus B CUAY HOBOW KOHOUIypauum U 3aHECeHWUA HACcTPOEK B dHEProHe3aBMCMMYID NamATb
HaXXMUTE KHONKY «[TpumeHUmMb». N OTMEHbl U3BMEHEHWNIN HaXKMUTE KHOMKY «OMmMeHa».

/ Mpu nonbITKeE U3MEHUTb HaYaNbHbIW agpec Ha 3HaYeHUe U3 4PYroii NOACETU NO OTHOLUEHUIO K
nopacetn nHtepdeiica LAN — npoucxoaut aBTomatMyeckas yCTaHOBKa Ny/a Noj TeKylee
3HauyeHue agpeca N0KaNbHOI NnoaceTn.

CmamuyecKue rnpusasKu adpecos

[na nobaBneHnn HOBOW CTaTUYECKOMN NPUBA3KM HAXKMUTE KHOMKY «J06asums» 1 3anoNHMTE cneaytowme
nons:
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C030aTk CTATWYECKYK NPUBA3KY a4pecoB
mA
MAC-agpec o

IP-agpec

—  Umsa mekyweli cmamuyeckoli npusAasKu

— MAC-adpec — ycTaHOBKa ctatudeckoro MAC-agpeca. 3agaetca B ¢dopmate XX XX:XX:XX:XX:XX,
BO3MOXEH Bbl6OP agpeca NOAKNOUYEHHbIX YCTPOCTB M3 BCM/IbIBAOLWENO MEHIO;

— IP-a0pec — ycTaHOBKa cTtaTtMyecKkoro IP-agpeca ana ykasaHHoro MAC-agpeca.

KoHdurypuposaHume cTaTUYecKMX NPUBA3OK NonesHo, ecan Bam Heobxogumo, 4Tobbl onpegeneHHomy
KOMMbloTepy, noakntoueHHomy K LAN-nHTepdeiicy ycTponcTBa, Bcerga HasHadasica onpeaeneHHbii IP-agpec.

Haxkmute KHonNKky «flpumeHume» ana BHeceHuAa IP-aapeca B CNMCOK ctaTnyeckmx IP-agpecos gna DHCP-
cepsepa. 1719 OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

[na yoaneHua agpeca M3 cnucka Heo6XoAMMO YCTaHOBWUTL Giar HaNpPOTUB COOTBETCTBYHOLWLEN 3anNuUCh U
HaaTb Ha KHOMKY «Yoaaume».

3.6.2.4 NogmeHI0 «J1oKanbHblA DNS»

B nogmeHio «J1oKanbHblt DNS» npounssogutca KoHdUrypmnpoBaHue nokanbHoro DNS-cepBepa ycTpoiicTea
nytem gobasneHua B 6asy nap IP-agpec — AOMEHHOEe UMs.

JNlokanbHbIn DNS nossonfeT w3y noayumtb IP-agpec B3aMMOLENCTBYIOLLErO YCTPOWCTBA NO €ro
AOMeHHOMY UMeHU. B cnyvae oTcyTcTBuA cepsepa DNS B cermeHTe ceTn, KOTOPOMY NPUHAZNENKUT LWAK03, HO Npu
HeobxoAMMOCTM MapLUpyTM3aLMK NO CeTeBbIM MMeHaM NMBO MCNob30BaHUA B KavyecTse aapeca SIP-cepsepa
€ro CEeTeBOro MMEeHW, MOXKHO MCMONb30BaTb «JIoKanbHbIA DNS». Mpu 3TOM HEOBXOAMMO 3HATb YCTAaHOBAEHHbIE

COOTBETCTBUA MEXKAY MMEHAMM Y310B (AoMmeHamK) n ux IP-agpecamum.

MmeHa yanos

OomeHHoe MMA IP-agpec

®

testru 182.168.12.12

Hacmpolika y3n08

Ona pobaBneHns agpeca B CMWCOK HEObXOAMMO HaxaTb KHOMKy «/Jobasume» n B OKHe «Co30ameb
coomeemcmeaue» 3anoNHUTb CAeaytoLlme Nona:
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CosgaTtk cooTBETCTEUE

JoMeHHOE UMA local

IP-agpec | 127.0.0.1

—  [omeHHoe umsa — uMa y3na;
— IP-adpec — IP-agpec y3na.

Haxmute KHONKy «flpumeHUMb» ana cosgaHuAa cootseTcTema IP-agpec — gomeHHoe nma. 1A oTMmeHbl
U3MEHEHUN HaXXMUTE KHOMKy «OmmeHa». [Ona ypaneHus 3anmcu M3 cnmcka Heobxoaumo yCTaHOBWUTb dnar
HaMNpPOTMB COOTBETCTBYIOLLEN 3aNNCU M HaXKaTb Ha KHOMKY «Yoaaume».

3.6.2.5 NogmeHio «NAT 1 npobpoc nopToB»

B nogmeHio «NAT 1 npobpoc NopToB» BbINOMHAETCA HACTpPOliKa npobpoca noptos (ports forwarding) ns
WAN-uHTepdeica B LAN-uHTepdeiic. MogmeHto gOCTYMHO, TONbKO €CAN CePBUC MHTEPHET HAaCTPOEH B pexnme
MapLpyTusaTtopa.

NAT — (Network Address Translation) pexum TpaHCAAUMKM CeTeBbIX aApecoB — MO3BOAAET
npeobpasosbiBath |IP-agpeca u cetesble nopTtbl IP-nakeToB. Mpobpoc ceTeBbix MOPTOB HeobxoAuMm, Koraa
TCP/UDP-coeamHeHWe ¢ NoKanbHbIM (NoaKAoYeHHbIM K LAN-MHTepdeiicy) KoMnNbloTEPOM YyCTaHaBAMBAETCA U3
BHeLWHeN ceTu. [JaHHOe MEeHIO HACTPOEK NO3BONAET 3a4aTb NPaBUAA, paspeLlaolne NPOXoXKAeHUe NakeToB U3
BHELIHEN CETU HA YKas3aHHbIA afpec B J/IOKA/IbHOW CeTM, TEM CaMbiM A€Nas BO3MOMHbIM YCTaHOBAEHME
coegmHeHun. Mpobpoc NopToB rnaBHbIM 0bpaszom HeobxoaMm NpU UCNONb30BaHUM torrent- U p2p-CEPBUCOB.
[na aToro B HacTpoiKax torrent- nan p2p-KAMeHTa HyXHO MOCMOTPETb MUCnoib3yemble um TCP/UDP-nopThl U
3a4aTb AN 3TUX NOPTOB COOTBETCTBYHOLLME NpaBuaa npobpoca Ha IP-agpec Bawero komnbloTepa.

HacTtpoiiku NAT

BKNounTe NAT ¥

Mpaeuna NAT

[GENE] LAN IP NopTel LAN NpoTokon WAN IP NopTtel WAN

test 192 168.2.100 30000 TCP He yKasaH 30000

Hacmpolika npasuna NAT

Ons nobasneHns HoBoro npasmaa NAT HaxKMUTE KHOMKY «/Jobagumb» 1 B OTKpbiBLIEMCA OKHe «Co3aaTb
HOBOE NPaBMIO» 3aN0AHUTE CeayloLLmne Nona:
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CospaTb HOoBOE npasuno
MmA
IP-aapec HasHa4eHWA NakeTos LAN
MopTel HasHa4eHA LAN
MpoTokon TCP v
IP-agpec MCTOYHKKA NakeTos WAN

MopTel HAZHAYEHNA WAN

—  UWmA —Ha3BaHue npasuna (I'IOHE obsAsaTenbHO ana 3aI'IOl'IHEHVIFI);

— IP-adpec HasHauyeHusa nakemos LAN — IP-agpec XoCTa B JIOKa/JIbHOW CeTW, Ha KOTOpPbIA
OCyLLeCTBAAETCA TPAHCAALMA NAaKEeTOB, NoNajatowmx noa JaHHOE NPaBuo;
—  Mopmobi HasHayeHus LAN — 3HadeHua TCP/UDP-nopToB nosydaTtens, Ha KoTopble 6yayT

TPaHCAMPOBATLCA NaKeTbl B /IOKaNbHYIO CeTb (AonyckaeTca yKasbiBaTb AM60 OAMHOYHBIN MOPT,

nmbo Yepes “-“ agnanasoH NopTos);

— [lpomokon — BbIbOP NPOTOKONA NaKeTa, Monagawolero nog AaHHoe npasuao: TCP, UDP,
TCP/UDP;

— IP-adpec ucmovyHuka nakemoe WAN — IP-agpec oTnpaBUTENA MNaKeTa BO BHELWIHEM cetw,

nonazatoLero noa AaHHOE NpaBuIo;

—  Mopmobi HasHayeHus WAN — 3HayeHma TCP/UDP-nopToB nosiydatensa naketa BO BHELIHEN ceTw,
NPy KOTOPbIX MaKeT nonagaeT noj AaHHOe NPaBuao (AoMNycKaeTca yKasbiBaTb MO0 OAMHOYHBIN
nopt, "nMbo Yepes “-“ AnanasoH NopTos).

Mpasuno npobpoca NoptoB paboTaeT creaytowmm obpasom. Y nakeTta, npuxogauwero Ha agpec WAN-
nHTepdelica ycTpoiicTBa NO NPOTOKOAY «[1lpomoKoa» Ha NopT M3 AmanasoHa «lopmer WAN» n nmetowero
agpec WCToYHUKa «lP-adpec WAN» (ecnu 3TO napameTp OCTaBUTb MNyCTbIM — aApec MCTOYHWMKA He
aHA/IM3NPYETCA), OCYLLECTBASETCA MOAMEHA agpeca W MopTa HasHAYeHUM Ha 3HaAYeHWUA COOTBETCTBEHHO U3
nonew «IP-adpec LAN» n «Topmer LAN».

Haxmute KHONKy «llpumeHume» ana nobasneHNa HOBOro Npaswna. A OTMEHbl U3MEHEHUIN HaXXmuTe
KHOMKY «OmmeHa».

[na ypaneHus npasuna us cnucka HeobxogMmMo YCTaHOBUTL Gaar HaNnPOTUB COOTBETCTBYIOLWWEN 3aMnCK 1
Ha)KaTb Ha KHOMKY «Y4anuTby.

3.6.2.6 NogmeHto «CeTeBOM IKPAH»

B nogmeHio «Cemesoli 3KpaH» YCTaHaBNMBAKOTCA NpaBuia MPOXOXKAEHUA BXOAALLEro, UCXOAALLEro M
TPaH3UTHOro Tpaduka. UmeeTcs BO3IMOKHOCTb OFPaHNYMBaTb NPOXOXKAeHWe TpaduKa pasHOro TMna (BXoAALMNMA,
UCXOAALLMIA, TPaH3UTHbIA) B 3aBUCMMOCTM OT MNPOTOKOANa, IP-agpecoB MCTOYHMKA M HasHadyeHua, TCP/UDP-
NopTOB MCTOYHMKA W HasHauyeHus (ansa coobuieHunit npotokonos TCP uan UDP), Tuna coobuieHuns ICMP (ans
coobuieHnit npotokona ICMP).
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MpaBuna gna exogAwero Tpaduka

WUms MpoTokon Anpec oTnpaeuTens MopTel oTnpaEuTens MopTel Neny4atens DOeWcteme

®

MpaBuna ona ucxopdawero Tpaduka

WUms MpoTokon MopTekl oTNpaEuTens Agpec nonyyarens MopTel nonyyatens DOewcteve

Mpaeuna gna TpaH3UTHOro Tpadmka

Wms MpoToken — Aapec oTNpaBuTens MopTel oTNpaEuTens Anpec nonyyarens MopTel Neny4aTens DOedcTeue

Hacmpolika npasun cemego2o 3KpaHa

Ona pnobaeneHnsa HOBOro NpaBuMna Ha)KMUTe KHOMKy «Jobasumb» W B OTKpbiBemcA oKHe «Co3aaTb

HOBOE NpaBunaio» 3anN0NIHUTE Caieaytoune nona.

OoBasuTe npaeunno
Mma
Tun Tpaduka Broaswmi v
MpoTokon TCP v
Adpec oTnpasuTena
MopTel oTnpasuTena 0
MopTbl nony4aTena 0

DeiicTene MponycTHTL v

—  WmA — Ha3BaHue Npasuna;
— Tun mpaguxka — BblbOp TMNA TpaduKa, Ha KOTOPbIA PaACNPOCTPAHAETCA AeACTBME [AAHHOrO
npasuna:

= Bxo0Awuli — BXOAALWMIA Ha YCTPOMCTBO TpaduK (nonydyatenem aBAseTCA HeNocpeacTBEHHO
OAVH U3 CceTeBbIX UHTepdelicoB ycTpoiicTea). Mpu BbibOpe AaHHOro TMna Tpaduka gns
pefakTMpPOBaHMA CTaHYT AOCTYMNHbI Cieaytolme nons:
Adpec omnpasumens — 3aAaeT HauyanbHbIN IP-agpec oTnpasuTens. Yepes cumson
"/" MOXHO YKasaTb MacKky noacetM B dopmaTax XXX.XXX.XXX.XXX WAM XX,
Hanpumep, 192.168.16.0/24 nan 192.168.16.0/255.255.255.0, 4TobbI BbIAENUTD
Cpasy Uenblii AManasoH aapecoB (3anMcb Macku B Buae /24 cooTBeTcTByeT
3anucK /255.255.255.0);

= Ucxodawuli — nucxoaawmin ¢ yctpoiictea Tpaduk (TpaduK, reHepupyemblii NOKabHO
YCTPOWMCTBOM C OZHOro M3 ceTeBbiX UHTepdeiicos). MNpu BbIbOpe AaHHOro TMna Tpadpuka
AN1A PefaKTUPOBAHMA CTaHYT AOCTYMHbI CAeaytowue nons:

- Adpec nonyyamena — 3apaet |IP-agpec nonyyatena. Yepes cumson "/" MoKHO
yKasaTb Macky noacetm B GopmaTax XXX.XXX.XXX.XXX WAM XX, Hanpumep,
192.168.18.0/24 van 192.168.18.0/255.255.255.0, 4Tobbl BbIAENUTL CPA3Y LEbIN
AnanasoH agpecos;

= TpaH3uMHbIG — TPaH3UTHbIN TpaduK (TpaduMK, NPOXOAAWMIA MeXAy ABYMA CETeBbIMU
WHTepdencamm, Korga oTNpPaBUTENEM U MOJyYaTeNem ABAAIOTCA BHELHWE YCTPOMCTBA).
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Mpu BbibOpe gaHHOro TMNa TpaduKa ANA pesakTUPOBAHUA CTAHYT AOCTYMHbI creayowme
nons:

- Adpec omnpasumens — 3apaeT IP-agpec otnpasuTens. Yepes cumeon "/" MOXHO
YKa3aTb MacCKy noAacetm B PopmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.16.0/24 nan 192.168.16.0/255.255.255.0, utobbl BblAENUTL CPasy LENbIn
[ManasoH agpecos;

- Adpec nonydyamensa — 3apaet IP-agpec nonydatensa. Yepes cumson "/" MOXHO
YKa3aTb MacKy noAacetm B PopmaTax XXX.XXX.XXX.XXX WU XX, Hanpumep,
192.168.18.0/24 nan 192.168.18.0/255.255.255.0, utobbl BblAEAUTL CPasy LENbIn
[ManasoH aapecos;

— [lpomokos — NPOTOKOA MaKeTa, Ha KOTOPbIM PAacnpoCTPaHAETCA AeNCTBME AaHHOro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto60lA.
— [Melicmsue — pelicTeune, coBepliaemoe Hag nakeTamu (0T6pPoCUTb/NponycTuTh).

Mpw BbI6Ope npoTtokonos TCP, UDP, TCP/UDP ana peaaktMpoBaHus ByayT AOCTYMHbI HACTPOMKMN:

— [TMopmebl omnpasumens — CIUCOK NMOPTOB OTMPABUTENA, NAKeTbl KOTOporo byayT nmonajatb Mnoj
AaHHOe MpaBWO (AONyCcKaeTca yKasbiBaTb MBO OAMHOYHBIM NOpT, MMbO yYepes “-“ gmanasoH
nopTtos);

— [Tlopmebl nonyyamens — CAMCOK MOPTOB MOJIyYaTesNsi, NakeTbl KOTOporo OyayT nonagaTtb Moj
AaHHOe npaBwuao (OonycKaeTca ykasbiBaTb NGO OAMHOYHbLIM NOpPT, Mb6o 4yepes “-“ aAmanasoH
nopros).

Mpu BbIbOpe npoTokoa ICMP gns peaaktMpoBaHMa ByayT AOCTYMNHbI HACTPOMUKU:

— Tun coobujeHus — MOXHO co34aTb NPaBU/IO TOJILKO AnA onpedeneHHoro tuna ICMP-coobuieHun
nbo ans BCex.

Haxmunte KHoOMKy «lMpumeHnTb» AnA fobasneHMA HOBOro npasuna. [nAa OTMEHbl USMEHEHUI HaxKmuTe

KHOMKY «OTmeHa». [na yaaneHusa 3anucM M3 CNMCKa HeobXxoAumo  ycTaHoBUTb ¢naar  HanpoTus
COOTBETCTBYIOLLEN 3aMMUCK U HaXKaTb Ha KHOMKY «YAanuTb».

3.6.2.7 NogmeHo «Punbtp MAC»

B noameHto «®Punnbtp MAC» BbINONHAOTCA HAaCTPOIiKa duabTpaunm goctyna no MAC-agpecy KaneHTa.

[ocTyn K yCTpORACTBY

Pesum dunbTpa NpoBOJHON CETH OTkNHYHTE T

-3

—  Pexvm dunbTpa — onpeaenset oauH U3 TpeX aNropuTMmoBs paboTbl GUAbTPa B 3aBUCUMOCTHU OT
MAC-agpeca KaneHra:

= Omkmaoyume — dunbTpauma no MAC-agpecam OTKAOYEHA — BCEM K/IMEHTAM paspeLleHo
NMOAK/MYATLCA K TOUKE [OCTYNa;

= YépHobIl cnUCOK — B AaHHOM pexume paboTbl punbTpa KnneHtam, MAC-agpeca KOTopbIxX
yKasaHbl B «Cnucke MAC-agpecoB», 3anpellLeHO MNOAKAKYATbCA K TOYKe n[0CTyna.
AboHeHTam, MAC-agpeca KOTOPbIX He YKa3aHbl B CMMCKE, NOAKNOYEHME pa3peLleHo;
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=  Fenblli cNUCOK — B AaHHOM pexume pabotbl dpunbTpa KaneHtam, MAC-agpeca KOTopbIxX
yKasaHbl B «Cnmncke MAC-agpecoB», paspelleHO NOAKAKYATBCA K TOYKe A0CTyna.
AboHeHTam, MAC-agpeca KOTOPbIX B CMIMCKE HE YKa3aHbl, NOAK/IOYEHME 3anpeLLEHO.

Cnucok MAC-adpecoe
B cnncok moXHO BHectM fo Tpuauatm MAC-agpecoB KAMEHTOB, AOCTYN KOTOPbIM K YCTPOMCTBY
perynmpyeTca HaCcTponKol pexuma euabtpa.

[na nobaBneHns HOBOTO KNMEHTA B CMUCOK HaXKMUTe KHOMKY «Jobasums» 1 BBeauTe ero MAC-agpec.

Ona BCTynneHWa B CUAY HOBOW KOHPUIypauuum M 3aHECEHMS HAacTPOEeK B SHEProHe3aBUCMMYIO NMamATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl U3MEHEHUI HAXKMUTE KHONKY «OmmeHa».

3.6.2.8 MNogmeHio « MapwpyTusauma»

B nogmeHto «MapLipyT13aLmsa» HacTPaMBatOTCA CTaTUYECKME MapLUPYTbl YCTPOMCTBA.

MapLlpyTuzayus
Hma Anpec HasHa4YeHWA Macka nogcetn Linkos
@
route1 192.168.23.0 255.265.265.0 192.168.0.254

[na nobasiieHns HOBOTO MapLLPyTa HaXKMUTE Ha KHOMKY «[106aBMTb» U 3aM0ONHUTE cneaylolime nons:

Oo6aBuTe MapLpyT
Mma
A,D,pel:, HA3Ha4YeHNA
Macka nogceTn

LLnto3

—  Wm#A — Ha3BaHWe MaplupyTa, UCMO/b3yeTcsA ANA yaobCTBa BOCMPUATUAA YeSI0BEKOM. [lone MOXKHO

OCTaBUTb NYCTbIM;
— Adpec Ha3HaueHus — IP-agpec XxocTa WMAW NOACETM Ha3HAYeHWA, OO0 KOTOpbIX Heobxoaumo

YCTaHOBUTb MapLUpYT;
— Macka nodcemu — macka nogcetu. s XocTa mMacka NOACETM YCTaHAB/MBAETCA B 3HauyeHue

255.255.255.255, gna noacetn — B 3aBUCMMOCTU OT €€ pasmepa;
— L3 —IP-agpec Wnto3a, Yepes KOTOPbIN OCYLLEeCTBAAETCS BbIXOA HA «AOpec Ha3Ha4YeHUs».

[na BCTynneHus B CUY HOBOWM KOHOUIYpaUMW U 3aHECEHUA HACTPOEK B SHEProHe3aBUCUMYHD MaMATb
HaXXMUTe KHONKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWUI HaXKMUTE KHOMKY «OmMeHa».
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3.6.2.9 NogmeHio «AnHamunueckuit DNS»
B nogmeHto « AnHammueckmnit DNS» BbINONHAETCA HAaCTPOMKA COOTBETCTBYHOLLENO CEPBMUCA.

JAuHamuyveckuli DNS (D-DNS) nossonseT nHpopmaumm Ha DNS-cepBepe 06HOBAATLCA B peasibHOM BpeMeHMU
n (No XenaHuto) B aBTOMATUYECKOM perkume. MNpumeHseTcs Ans HasHaYeHUA NOCTOAHHOIO AOMEHHOTO UMEHMU
YCTPOMCTBY (KOMMbIOTEPY, POYTEPY) C ANHAMUYECKUM IP-aapecom.

OuHamunueckuii DNS yacto npMmeHseTca B I0Ka/IbHbIX CETAX, FAe KAneHTbl nony4yatoT IP-agpec no DHCP, a
NMOTOM PEerncTpUpyoT CBOM MMeHa Ha JokanbHoMm DNS-cepsepe.

OuHamuueckuin DNS

BrniounTe D-DNS &

C]

Mposaiaep D-DNS dyndns.org v

VIMA None30BaTENA

Napone

ToMeHHoe uMa 0
ToMeHHoe uMa 1
TIOMEHHOE 1MA 2
TIOMEHHOE UMA 3
TIOMEHHOE UMA 4
TIOMEHHOE UMA &
TOMEHHOE UMA 6
TIOMEHHOE 1MA 7
TOMEHHOE UMA &

TOMEHHOE 1MA O

+ [PUMEHHTE %® OTMEHA

—  Bkawvumes D-DNS — npw yctaHoBneHHomM dnare cepuc D-DNS aKkTMBEH U gns pesakTUMPOBaHUSA
OOCTYMNHbI CeaytoLine HaCTPOMKK:

— [posalidep D-DNS — HasBaHue nposangepa D-DNS — Bbibepute ogHOro nposaigepa M3 Cnucka
OOCTYNMHbIX;

—  Wmsa nonvzosamensa — Ma NoNb30BaTeNA g5 A0CTyNa K y4eTHoM 3anucu cepenca D-DNS;

— [aposnb — naponb gnsa AOCTyNa K yyeTHoM 3anucu cepsuca D-DNS;

—  [MdomeHHoe umsa (0..9) — MOMKHO 3aperucTpupoBaTb A0 AECATM AOMEHHbIX MMEH YCTPOKCTBa
(0bbluHO TpebyeTca nvwb oaHo). O6HoBneHWe uHbopmauum 06 IP-agpece ycTpolicTBa Ha
cepBepe NpoBalgepa NPoMCXoauT nepmoanyeckm yepes 60 cekyHA.

Ona BCTyNAeHUs B CUJIy HOBOW KOHOUIypauuu M 3aHEeCeHUs HACTPOEK B SHEProHEe3aBUCUMYIO MaMATb
HaXXMUTe KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAaXKMUTE KHOMKY « OmMeHa».
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3.6.2.10 NoameHto «SNMP»

MporpammHoe obecneyeHne TAU-2M.IP no3BosseT NpoBoAUTb MOHUTOPUHT COCTOAHMSA YCTPOWCTBA M ero
KOHdUrypuposaHue, ucnonbaya npotokon SNMP. B nogmeHio «SNMP» BbINOMHAIOTCA HACTPOMKU NapameTpoB
SNMP-areHTa. YcTpolicTBO NoaaeprKMBaeT npoTokonbl Bepcnii SNMPv1, SNMPv2c.

HacTpoiika SNMP

BrniyuTe SNMP

®

Maponk Ha YTenne | public
Mapone Ha sankce | private
Anpec AnA npréma Tpanos vi
Azpec Ana npuéma Tpanos v2
Anpec AnA npuéma coobieHui Inform
CUCTEMHOE UMS YCTPOiCTBa RG-2400

KOHTaKTHaA nHopmMauwa | Contact
npou3BOANTENA

MecTononoxeHne yeTpoitcTea | Russia

Mapons B Tpanax | frap

—  Brawvume SNMP — npu ycTaHoBAeHHOM dnare paspeLleHo NCnonb3oBaHKe npoTokoa SNMP;

— [laponb Ha ymeHue — Napo/ib Ha YTeHMe NapameTpoB (0benpuHaTbIl: public);

— Maponb Ha 3anuce —Naposib Ha 3aNMCb NAapameTpoB (06LLEeNPUHATLIN: private);

— Adpec 0ns npuéma mpanoe vl — IP-agpec UM JOMeHHOe MMA NpUEeMHUKa coobueHnit SNMPv1-
trap B popmarte HOST [COMMUNITY [PORT]];

— Adpec 014 npuéma mpanos v2 — IP-agpec unm goOMeHHoe MMs NpUemMHnKa coobuieHuii SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

— Adpec 0nsa npuéma coobweHuli Inform — IP-agpec unn gOMeHHoe UMS NMPUEMHMKA COObLLEHUI
Inform B dpopmate HOST [COMMUNITY [PORT]];

— CucmemHoe uma ycmpolicmea — UMA YCTPOWNCTBa;

—  KoHmakmHaa uHgopmayus npouzsooumesns — KOHTAKTHasA WHpopmauma npoussoautens
YCTPOICTBA;

— MecmonosnoxceHue ycmpolicmea — UHPOpMaLLMA O MECTONONOXKEHUN YCTPOCTBA;

— Maponb 8 mpanax — Naposb, CoaepKaMinca B Tpanax (no ymonyaxuto: trap).

B Tekywel Bepcum nporpammHoro obecrnedeHua no npoTokosy SNMP  ummeeTcs BO3MOXKHOCTb
KOHUrypupoBaTb OTAE/bHblEe NapameTpbl yCcTpolcTBa: obuime HacTpolku SIP, HacTpoiku SIP-npodunels,
HaCcTPOMKM FXS-nopTa, HaCTPOMKM rpynn Bbi30Ba, HAaCTPOMKM KoaoB ynpasneHna [ABO c TenedpoHHOro annapara,
HacTponkn SNMP, HaCTPOMKM CUCTEMHOTO XKYypHana.

Hu)Ke npuBeaeH CNMCOK OOBEKTOB, NOAAEPMKMBAEMbIX A5 UTEHUA U KOHPUIYpMpOBaHMA NOCpencTBOM
npotokona SNMP:

— Enterprise.1.3.1 — o6wwme HacTpoiku SIP-npodpunei;

— Enterprise.1.3.2.1 — HacTpoliku SIP-npodunei;

— Enterprise.1.1.2.1 — HacTpolikK FXS-nopTa;

— Enterprise.1.4.1.1 — HacTpoOIKM rpynn Bbi30Ba;

— Enterprise.1.5 — koabl aktuBaumm BO c TenedoHHOro annapara;
— Enterprise.2.1 — HacTpoikn SNMP;

— Enterprise.3.1 — HaCTPONKM CUCTEMHOTO KypHana.

roe Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHTnduKaTop yCcTpomncTaa.

[NA 3anMcu HacTpoeK B 3HEProHe3aBUCUMYIO MaMATb HaXKMUTE KHOMKY «flpumeHume». Ona OTMEHbI
N3MEHEHWUI HaXKMUTE KHONKY «OmmeHa».
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3.6.3 MeHto «IP-tenedpoHua»

B meHo «IP-tenedoHus» BbinonHAOTCA HacTpolkn VolP (Voice over IP): HacTpoiKka npoTtokona SIP,
KOHOUrypauma nHtepoencos FXS, ycTaHOBKA KOAEKOB, NaHa HYMepaL M1, METOAO0B Nepesaym dakca u moaema.

3.6.3.1 NogmeHIo «HacTpoitku ceTn»

B nogmeHto «HacTpolikm cetu» MmeeTca BO3MOMKHOCTb 334aTb COOCTBEHHbIe CeTeBble HACTPOMKM AnA
ycnyrun VolP.

CeTeBkle HacTpoikK IP-TeneoHuK

lcnonesosaTe HAacTpoikw Internst

IMenonssosate WLAN

WLAN ID 10
o
202.1P 0 M
NpoTokon DHCP v

AneTepHaTHEHBIW VYendor ID (onuwa &
80}

“endor ID (onuns 60}
NepsudHblin DNS

BropuyHoid DHS

HacTtpoiika IPSec

BrnQynTE

—  WUcnonszosame Hacmpoliku Internet — npu ycTaHoBAEHHOM d1are UCNO/Ib30BaTb HACTPOMKK CETH,
YCTaHOBJIeHHble B MeHl «Cemb» -> «MHmMepHem», WHaye — HACTPOMKM, YCTAaHOB/IEHHblE B
TEKYLLEM MEHIO;

—  MUcnonesosame VLAN' — npu yctaHoeneHHom dnare cepsuc IP-tenedoHnn byaet ucnonb3osaTb
Ans ceoen paboTbl BblaeneHHbIN MHTepdelic B oTaenbHol VLAN, HOMep KOTOPOW yKasaH B none
«VLAN ID» .

= 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAMBaeMbiit
Ha ucxoadAwme ¢ AaHHoro nHtepdeiica IP-nakeTbl. MpuHUMaeT 3HavyeHnsa ot 0 (HM3LWKK
npuopuTeT) Ao 7 (HauBbICWLIMIA NpUoPUTET).

— [Mpomokon — BbIBOp NPOTOKONA Ha3HauYeHUA aapeca Ha nHTepdelic ycayrn VolP:

= Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoamMmble HacTpolikn Ha WAN-
uHTepdelic HasHayvaeTca BpyyHyto. Mpu Bbibope TMNa «Staticy anAa pepakTMposaHWA
CTaHYT AOCTYMHbI CneayoLwpe napameTpbl:

1 o o
B Bepcuu MO 1.9.1 paspellaeTca 3a4aBaTb UHANBUAYANbHbIE CeTeBble HACTPOMKKM ycnyrm VolP TonbKo B BbigeneHHon VLAN.
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IP-adpec —ycTaHoBKa IP-agpeca uHTepdelica ycayrm VolP;

Macka nodcemu — macka noacetu nHtepdemnca ycayru VolP;

LUnro3 no ymonyaHuro — IP-agpec aepontHoro wntosa nHtepdeica ycayrm VolP;
MepsuuHeblii DNS, Bmopu4Hebili DNS — IP-agpeca DNS-cepBepoB, HE0b6XxoAMMbIxX
ana pabotol ycnyru VolP.

DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noacetn, agpeca DNS-cepsepoBs u
ApyrMe napameTpbl, Heobxoaumble pas paboTbl ycayru (Hanpumep, CcTaTUYecKkue
mapuwpyTbl Ao SIP-cepBepa, cepsepa perucTpaumm), 6yayt noaydeHol ot DHCP-cepsepa
aBTomaTtuyecku. Ecan ot nposanaepa He yaaértca nonydntb agpeca DNS-cepsepos, Bbl
MOXKEeTe Ha3HauuTb UX BPy4YHyto B nonax «flepguyHelii DNS» n «BmopuyHbili DNS».
Afpeca, 3agaHHble BpPy4YHylo, byayT MmeTb npuoputeT Hag agpecamu DNS-cepsepos,
nosy4eHHbiMmn no npotokony DHCP.

Ons npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb Heobxoanumoe 3HayeHune onumm 60.

AnomepHamusHsili Vendor ID (onyus 60) — npu ycTaHOBAEHHOM dnare
ycTpolictBo nepenaér B DHCP-coobuweHuax B onuum 60 (Vendor class ID)
3HayeHue w3 nona Vendor ID (onyua 60). Mpu nyctom none onuua 60 B
coobueHunsax npotokona DHCP He nepepaércs.

Ecnun dnar AnemepHamueHeili Vendor ID (onyus 60) He ycTaHoBAeH — B onumu 60
nepenaeTcs 3Ha4YeHue Nno yMo4aHUIo, KOTOpoe MMEET crieaytowmin popmart:
[VENDOR:npoussoauTens][DEVICE:Tun ycTtpoiictea][HW:annapaTtHaa Bepcus]
[SN:cepwuiinbii Homep][WAN:MAC-agpec uHTepdeiica WAN][LAN:MAC-agpec
nHtepderica LAN][VERSION:Bepcusa nporpamMmHoro obecrneyeHus])

Mpumep:

[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:DO0][LAN:02:20:80:a8:f9:4b][VERSION:#1.12.0]

Hacmpolika IPSec:

B AaHHOM pasgene ocyLwecTBASETCA HAacTPoMKa WwudpoBaHua no TexHonormuu IPSec (IP Security).

IPSec — aTo0 Habop NPOTOKONOB ANA obecneyeHWs 3almUTbl AaHHbIX, NepefaBaemMblX N0 MEXCETEBOMY
npotokony |P, Mo3BONAOWMI OCYWECTBAATL NOATBEPXKAEHUE NOAAMHHOCTU (ayTEHTUPUKALMIO), MPOBEPKY
LenocTHocTM n/unn wudposaHue IP-naketos. IPSec Takke BKAOYaeT B ceba NPOTOKO/bI AN 3aLUMULLEHHOIO
obmeHa Kntoyamm B cet MHTepHeT.

B Tekywel BepcuM nporpammHoro obecneyeHus nocpenctBom IPSec MOXHO OCyLW,ecTBAATb TOJIbKO
[0CTyn K MHTepdeiicam ynpasneHus yctpoinctsom (Web, Telnet, SSH).

MNoapobHoe onucaHune HacTpoek IPSec npuseaeHo B pasgene 3.6.2.1.

[na BCTynneHus B CUAY HOBOW KOHOUIypauum M 3aHECEeHWUA HACTPOEeK B 3SHEProHe3aBUCUMYD NaMATb
HaXXMUTE KHONKY «[TpumeHUmMob». ns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».
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3.6.3.2 MoameHto «HacTpoiika AIMHUIA»

B nogmeHto «Hacmpolika AuHuli» BbINONHAOTCA HACTPOMKK TenedboHHbIX NnopToB Phonel, Phone2.

Cnuncok TenedoHHbIX NMHWIA

NuHua  Cratyc Homep TenedoHa
&

1 Brrtoued 001
2 BiioueH 002
o

WmA nonezoBatens

NornH

SIP nopt
5060

5060

Mpodmnne
1st profile

15t profile

Ana PeAaKTUPOBAHUA HACTPOEK HaXXMUTE IeBOM KHOMKOM MbILM MO CCbl/IKe C HOMEpPOMm HaCTpaMBaEMOﬁ
JIMHUN N B OTKPbIBLUEMCA OKHE «Pe,ﬂ,aKTVIDOBaTb JIMHUKO» 3aN0JIHUTE chegyrwme nona:

BrnunTE
MNpodnne

Homep TenedioHa
ImA nonezcEaTEnA

cnone20BaTE aNbTEPHATHEHBIN
HOMED

SIP nopT
KaTeropua aboHeHTa
AyTeHTHWIMKALKWA

IImMA nens3oBaTens

MNapone

Hactpoiika [IBO
Pesxm ucnonssosadun flash
PesiM NEpEnaYM BriZoEa
NpAmoi Homep
OxMganue BolzoBa

Bbigaya HOMEPA Bbi3biBaOWero
afoHeHTa NpH oXHOaHWN BhiZ0Ea

OcTanoska Hadopa npu #
[opAYaniTEennas NMHNS

BesycnoBHAan nepeagpecauma
Nepeagpecauna No 3@HATOCTH
Nepeagpecauma No HEOTBETY

He GecnokonTe

PaspelwnTs NepexeaT BoLIS0BA HA NOPT

CLIR

Pepaktupoeate NuHMKD 1: HACTpOliKa aKKayHTa

1st profile

0o

5080

He ncnonezoBaTe

Attended caltransfer

KomMBnHnpoBEaHHbIR

Brikn

Ab6oHeHmckuli wno3 TAU-2M.IP
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HaCTpOI;’II{Ei CbL’IBH"-IECKL’IX napameTpoB
Bhigaya HoMEDE BbiZblBAOWETD Off -
TarimayT Halopa nepeoi LApLI, © 0
TanumayT "3auaTo”, ¢ 120
TaWmayT BnizoBa aloHeHTa, © 0

M1HUMANEHOE BREMA 0OHAPYHEHNA 200
oThoA, Mc

MuHUManeHoe BpeMA oOHapyYEHHA 100
flagh, mc

YouneHnue Ha npueme, 0.1dB -70

Yecunexue Ha nepegaue, 0.1dB 0

ONUTENEHOCTE HMNYNECE UWGIPEl, MC 100
MUHHMANEHBIA MEXUWTBpOBOR 200
WHTEPEBAN, MC
MNepenoncoBka

Hacmpolika akkayHma

Bkatovyume — npu yctaHOBAEHHOM dnare nopT akTUBEH;

Mpogpune — BbIGOP SIP-Nnpoduna ns nepeyHsa goctynHbix. Hactpoika npodwuneit npomssoguTca B
MeHto «IP-menegoHua» -> «llpogpunu».

Homep menegpoHa — abOHEHTCKUIA HOMEP, 3aKPEN/IEHHbIN 3a TeNlePOHHbIM NOPTOM;

Mmsa nonv3osamens — UMA NOJIb30BaTeNs, COMOCTaB/eHHOe C nopTom (oTobparkaetcs B noJse
Display-Name 3arosioBka From B ucxogawmx coobuieHunsx SIP);

Ucnone3zosames anemepHAMuU8BHbIli HoMep — NPWU yCTaHOBMEHHOM dsiare B 3aronoBok «From»
coobueHnit SIP, oTnpaBasembix ¢ A4aHHOTO NopTa, byAeT NoACTaBAATLCA a/IbTEPHATUBHbLIA HOMEpP
(8 yacTHOCTM, 4TOBbI MacCKMpOBaTb CBOWN peanbHbli HoMep OT cuctembl AOH Bbi3biBaEMOro
aboHeHTa);

Modcmaesname 3a20n1080k 8 Contact — anbTepPHATUBHbLIA HOMEpP, MPUCBOEHHbLIN TenepoOHHOMY
nopty, OyneT 3amMeHeH Ha yKas3aHHblM Homep B 3arososke Contact coobuweHusa SIP. JaHHas
HACTPOMKa MCMNOMb3yeTcA TONbKO A5 MOPTOB, HAaXOAALMXCA B rpynre Bbi30OBa;

SIP nopm — UDP-nopt ana npuéma Bxoaawmx coobuieHmit SIP Ha AaHHbIA aKKayHT, a TakXe and
oTnpaBKkM ucxoasauwmx SIP-coobuieHnit ¢ AaHHOrO akKayHTa. MpuHUMaeT 3HadyeHus 1-65535 (no
ymosiyaHuio 5060);

Kamezopus aboHeHma — KaTeropus BbI3biBatowero aboHeHTa (calling party category) —
MCMNO/Ib3yeTca A4 nepefayn B 3aroioBke «From» ncxoaaumx coobLLeHN; nocneaHnit Npu 3Tom
nepeaaetca B popmate Tel-URI (cm. RFC3966);

Uma none3osamena u napons 0014 aymeHMugukayuu — WMA NOAb30BaTeNns W Napob,
ucrnosbsyemble Ans ayteHTUdMKaunmn aboHeHTa Ha SIP-cepsepe (1 cepBepe perncrpaumm);
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Hacmpolika [1BO

Pexcum ucnonezosarus flash — pexkmum ncnonbsoBaHma GyHKLMK flash (KopoTkuit oT6oi):

=  Transmit flash — nepepava flash B KaHan (oAHMM M3 MeTOA0B, HAaCTPOEHHbIX BO BKAaAKe
«MNpodunn» B napametpe Mepedaya Flash);

= Attended calltransfer — flash o6pabaTtbiBaeTca N0KanbHO YCTPOMCTBOM (Nepesaya Bbi30Ba
OCYLLECTBNAETCA NOC/E YCTAaHOB/EHUA COeAMHEHUA C TpeTbUM aboHeHTom). MoapobHoe
onucaHue aaroputma pabotbl «Attended calltransfer» cmoTtpute B pasgene 4.1 MNepenaya
BbI30B3;

= Unattended calltransfer — flash obpabaTbiBaeTcs noKasbHO YCTPOMCTBOM (nepegaua
Bbl30Ba OCYLUECTBAAETCA MO OKOHYaHWt0 Habopa Homepa TpeTbero aboHeHTa).
MogpobHoe onucaHne anroputma pabotbl «Unattended calltransfer» cmotpute B
pasgene 4.1 [Nepenaya BbI30Ba;

= local calltransfer — nepenaya Bbl30Ba BHYTPU YycTpolicTBa, 6e3 oTnpaBKM COObLLEHMS
REFER. MoapobHoe onucaHue anroputma pabotbl «Local calltransfer» cmotpute B
pasgene 4.1 [Nepegaya Bbi3oBa.

Pexum nepedaqu 6613080 — HACTPOMKA AOCTyNHa TonbKo ans Attended calltransfer u Local
calltransfer n oTBeYaeT 3a peXKMM aKTUBALMKN YCAYTM Nepesayn Bbi3oBa:

=  KomBWHMPOBaHHbIN — Nnepeaaya BbI30Ba aKTUBMPYETCA Mo 0THOI0 1 No HaxaTuio R 4;
* Flash+4 —nepegayva Bbi30Ba aKTUBMpPYETCA Nocae Haxatusa R 4;
= [lo oTboto — Nepeaaya BbI30BA aKTUBUPYETCA nocsie oTbos.

lMpamoli Homep — npy noabeme TPYOKM TenedoHa cpasy OCYLLECTBAAETCA BbI30B Ha YKa3aHHbIN
HoMep;

OxcudaHue 8b13084a — NPWU YCTaHOBNEHHOM dare paspelleHa ycayra «OxcudaHue ebi308a» (ycnyra
OOCTYMHa B pexume ncnonbsoBaHuna GpyHkumu flash — call transfer);

Bblaaya Homepa BbI3biBatloWEro aboHeHTa NpU 0XUAAHWUM BbI30Ba — NPU YCTaHOBNEHHOM dnare
NPOUCXoauT Bblaaya Homepa aboHeHTa ANs YCAYTU OXKUAAHUA BbI30OBa;

OcmaHoska Habopa npu # — Npu ycTaHoBAeHHOM dnare Mcnonb3oBaTb KHOMKY ‘#' Ha TenedboHHOM
annaparte ANsA OKOH4YaHWA Habopa, uHaye ‘H#’, HabpaHHan ¢ TenepoHHOro annapara, UCMNO/ib3yeTca
KaK 4acTb HOMepa;

lopauas/mennaa AuHUA — NpW ycTaHOBAeHHOM dnare paspelleHa ycayra «2opayad/mennas
AUHUA». Ycnyra no3BonsieT aBTOMaTUYECKM YCTaHOBUTb UCXosdlllee COoeAMHEeHWe Npu noabéme
Tpybkn TenedoHa 6e3 Habopa Homepa C 3aZlaHHOM 3aeprKKoM (B ceKyHAaax). Mpu ycTaHOBAEHHOM
dnare 3anonHUTe cneaytowme nons:

=  Homep ycayau "eopayas/mennaa aAuHUA" — Homep TenedoHa, C KoTopbim Byaet
YCTaHaB/AMBATLCA COEAMHEHME Yepe3 Bpems, paBHoe «TaMmayTy 3afepykKu», nocne
noaHATUA TpybKu TenedoHa (B NnaHe Hymepauum mcnonbayemoro SIP-npoduna AonKeH
6bITb NPedUKC Ha aHHOE HanpaBaeHue);

=  Talimaym 3a0epxKu, ¢ — NUHTEPBaN BPeMeHM, Yepe3 KOTopbl ByaeT ycTaHaBAMBATbCA
coeauHeHue ¢ BCTPeYHbIM abOHEHTOM, B CEKyHAaAX;

be3ycnosHas nepeadpecayus — Npu yctaHoBneHHoM dnare paspeweHa ycayra CFU (Call Forward
Unconditional) — Bce Bxogsalume BbI30Bbl NepeHanpPaBAAOTCA Ha YKasaHHbIA Homep 6e3ycnoBHoM
nepeagpecaumn. Npu yctaHoBAEHHOM diare 3anoHUTE caeaylolme Nona:

=  Homep be3ycnosHoli nepeadpecayuu — HOMEP, HAa KOTOPbIV MepeHanpasBAAlTCA Bce
BXOZALLME BbI30BbI, MPU BKAOUYEHHOW ycnyrn «besycnosHas nepeagpecauusa» (B naaHe
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Hymepaumm ucnonbsyemoro SIP-npoduna pgonkeH 6biTb nNpeduKc Ha AaHHoe
HanpaB/ieHue);

— [lepeadpecayua no 3aHamMocmu — Npu ycTaHoB/ieHHOM dnare paspeweHa ycnyra CFB (Call
Forward at Busy) — nepeagpecauna Bbi30Ba Npu 3aHATOCTM abOHEHTA Ha YKa3aHHbIA Homep. Mpwn
ycTaHoBAeHHOM dJiare 3aMo/iHUTe cnegytowme nona:

= Homep nepeadpecayuu Mo 3aHAMOCMU — HOMEP, Ha KOTOPbIM MNepeHanpaBAAlOTCA
BXOZSLLME BbI30Bbl NPU 3aHATOCTM aboHEHTa, NPWU BKAOYEHHOM ycayre «Mepeagpecauums
Mo 3aHATOCTM» (B N1aHe HyMepaLmMmn ncnoab3yemoro SIP-npoduns gonkeH 6biTb NpeduKc
Ha AaHHOe HanpaB/ieHue);

— [lepeadpecayus no Heomeemy — nNpwu ycTaHOBAEHHOM dnare paspeweHa ycnyra CFNA (Call
Forward at No Answer) — nepeagpecauma Bbl30oBa Npu HeoTBeTe aboHeHTa. Mpu ycTaHOBAEHHOM
dnare 3anonHuTe cnegyowme noas:

= Homep nepeadpecayuu o Heomeemy — HOMEP, Ha KOTOpPbIA MNepeHanpaBAAloTCA
BXOZALLME BbI30BbI MPU HeoTBeTe abOHEHTa NPU BKAtOYEHHOM ycayre «Mepeaapecaums no
HeoTBeTy» (B N/JaHe Hymepauuun ucnonbsyemoro SIP-npoduna gonKeH 6bITb NpedrKe Ha
AaHHOe HanpaBs/ieHue);

= Talimaym Heomeema, C — WHTepBan BPEMEHM, Yepe3 KOTopbii OyaeT nponsBoamnTbCA
nepeagpecaums Bbi30Ba B C/ly4ae HeoTBeTa abOHEHTa, B CEKYHAAX;

— He becriokoums — Npu ycTaHOBNEHHOM are ycTaHaB/IMBAETCA BPEMEHHbIN 3anpeT Bxoasalei
cBasu (ycnyra DND — Don’t Disturb).

Mpy BKAOYEHUW OLHOBPEMEHHO HECKONIbKUX YCAYr NpUoOpUTET chegylowmn (B nopagke
CHUKEHMA):

- CFU;

- DND;

- CFB, CFNA.

— Paspewumbs nepexeam 6613080 HA NOpPM — NPU BK/AKOYEHHOM ONUWUM paspelleH nepexsaT
BXOZALLMX Ha MOPT Bbl30BOB (nNepexBaT paspelwaeTcs TOMbKO B MNpegenax OAHOM rpynmbl
nepexsarta 1 Npu yCI0BUU MCNOAb30BaHMA NopTamu ogHoro SIP-npoduns);

—  CLIR — orpaHuyeHune naeHTMPUKaLmm Homepa Bbi3blBatoLw,ero aboHeHTa

=  Bbikn —yncyra CLIR oTKAlO4eHa;

= SIP:From — B 3aronoBke From coobuweHnii npotokona SIP 6yaeT nepepaBaTbCs
Anonymous sip:anonymous@unknown.host

= SIP:From u SIP:Contact — 8 3a2zos108Kax From u Contact coobuweHuii npotokona SIP 6yaet
nepeaasaTbcsi Anonymous sip:anonymous@unknown.host

Hacmpolika ¢husuyeckux napamempos

— Bouidaya Homepa 8bi3blearowe2o0 — BblbepuTe pPeMM OonpeaesnieHna HOMEepa Bbi3blBalOLWErO
aboHeHTa (Caller ID). Ons paboTbl Caller ID HeobxoaMmo, UTObbI TenedoHHbI annapaT aboHeHTa
noAAepKnBan yCTaHOBAEHHbIA MeTo4;

=  Off — onpeaeneHve Homepa BbI3bIBAOLLEr0 aDOHEHTA BbIK/JIOYEHO;
= FSK Bell 202, FSK V.23 — onpepeneHve HOmMepa WM MMEHM Bbi3blBalollero aboHeHTa
metogom FSK (no cranpapty Bell202, wam ITU-T V.23). Bbligadya HOmMepa B JIMHUIO
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OCYLLECTBNAETCA MeXAy NepBbiM U BTOPbIM CUTHA/IOM NOCLINKU Bbl30Ba MOTOKOM AaHHbIX
C YaCTOTHOM Moaynauuen;

— Talimaym Habopa nepeoli yugpsl, ¢ — TANMep OXMAaHMA Habopa nepsBoi undpbl Homepa. Mpwu
oTCcyTCTBMM Habopa B TeyeHMe YCTAHOB/JEHHOrO BpemMeHM, aboHeHTy OyaeT BblAaH CUrHan
«3aHATO» U NpeKpaLLeH npuem Habopa Homepa;

— Talimaym «3aHAmMo», ¢ — TalMep BblAa4Yn aOOHEHTY CUrHana «3aHATO». EcnM no ucrteveHuu
YCTAHOB/IEHHOTO TaMMayTa abOHEHT He NOMOXKMUT TPybKy TenedoHa — B AMHWUIO OyaeT BblaaH
CUrHan OWKNBKK;

— Talimaym 8bi308a aboHeHmMa, ¢ — 3aMNyCKaeTcA MNpW NOCTYNIEHUN BXOAAWErO BbI30Ba M
onpeaenseT MakCMmasbHOe Bpems OTBeTa Ha Bbi30B. [10 MCTEYEeHUU YCTAaHOBIEHHOIO TalMmayTa
yOaneHHomy aboHeHTy ByaeT oTnpaBaeH CUrHaa 3aHATOCTMU.

—  MuHumaneHoe 8pemMs He3aHAMocmu abOHEeHMCKO20 KOMIAeKmd, MC — MUHUMAJIbHOe Bpems
obHapyeHua otbos, B muaancekyHgax. OQHOBPEMEHHO C 3TUM, AaHHbIA NapameTp ABAseTcA
MaKCMMaslbHbIM BpEMEHEM AeTEKTUPOBaHMA KopoTKoro oTbos (flash).

—  MuHumansHoe spemsa flash — muHUManbHoe Bpems obHapyKeHus KopoTkoro oTbos, (80-1000)
MC;

—  YcuneHue Ha npuem, 0.1dB — ycuneHune curHana Ha npmém (curHan, KotTopbli BblAaeTcs B TPYOKy
TenedoHa), eamHnua usmepenma — 0,1 ab;

—  YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepefadvy (CMrHana, NocTynalowero B
MUKPOdOH TenedboHHOM TPYOKK), eanHuua nsmepenus — 0,1 ab;

—  JdnumenbHocme uMnynbca Yugpsl, MC — HACTPOMKa Heobxoauma MpU UMMYIbCHOM peXxume
Habopa Homepa, (10-150) mc;

—  MuHumaneHeil mexcyugpposoli uHmepsasn — HaCTPOMKA HeobXoaAMMa NPU UMMYIbCHOM peXnme
Habopa Homepa, (150-20000) mc;

— [epenonocoska — Npu BKAOYEHHOM ONUMU NMPU UCXOAALLEM Bbi30BE MPOUCXOAMUT U3MEHEHUE
NONAPHOCTN HAMPAXKEHUA NUTAHMA B IMHWMM CPa3y Nocsie OTBETa Bbl3biBaeMoro aboHeHTa. Mocne
oT60A NONAPHOCTb HaNPAXEHWA NUTAHWA BO3BPALLAETCA B WMCXOAHOe 3HadyeHue. Onuuma
HeobxoamMma [AnAa paboTbl TakCcoOHA (M3MEHeHMe MOAAPHOCTU HAMNPAXKEHMA MUTaHMA
CUTHaNU3NPYeT O Hayase NAAaTHOro MHTEpPBaaa BPEMEHH).

[na BCTYNAEHMA B CUIY HOBOW KOHOUrypaumu M 3aHECeHMsA HACTPOEK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl U3BMEHEHWNI HAXKMUTE KHOMKY « OmMeHa».
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3.6.3.3 NogmeHto «Mpodunn»

B noameHto «Mpoduan» BbINOAHAOTCA HAaCTPOMKKM SIP-npoduneir yctpoicTea. 3a Kaxabim SIP-npodunem
MOXHO Ha3HauuUTb cobcTBeHHble aapeca SIP-cepBepa M cepBepa perncrpalmu, rofocoBble KOAEKM U KOLEKMU
¢daKkca/mogema, MHAMBUAYANbHBIN NAaH HYMepauuu U gpyrue napameTtpbl. Heob6xoAMMOCTb MCMONb30BaHUA
pa3Hbix SIP-npodunein Bo3HMKAET, KOraa pasHble aboHEeHTCKMe nopTbl paboTatoT Yepes pasHble HanpaBAeHuUA
cBA3K (pasHble SIP-cepBepbl). Mpu 3TOM 33 KaxKAablM aBOHEHTCKMM NOPTOM MOXKET HbITb 3aKpenieH ToNbKO OAUH
SIP-npodunb (HacTpoiKa B meHto «IP-menegoHua» -> «Hacmpolika AuHUG»).

Crnucok npodounen SIP

Hmna JL -~ SIP-npoKcK Cepeep SIP- Pexnm
1] npoduna cCepBep PETHCTRALWIA ooMeH Outbound
P 1=t profile 1,2 Off

Off

2nd profie
3rd profile Off
off

4th profile

Sth profile Off
Obwwre HacTpoikn Npodunei SIP
Mcnonezoeare STUN

TpaHcnopT UDP (npegnoyTuTeneHo), T( *

[Nna pepakTMpoBaHMA HACTPOEK NPOdUAA HaKMUTE NeBOM KHOMKOM MbIWKM NO CCblJIKE HAacTPaMBaemoro
npodwuns. B oTKpbiBLEMCA OKHe «PeaakTMpoBaTth NPodub:» 3aNoNHUTE CAeaytowme Nons:
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PefakTMpoBaTe Npoduns: MNapameTpsl SIP

[ 5]

Coctae npodwns Mk 1
Hius npoduans 1=t profilke
Pexonw wononezoeares SIP-npokce Hanning

SIP-npokck cepesp

FermCTpalFER

LapESp perMCTRSL M
WaTon EoETOONR OLEOESOND CEOES0S wite
WETOO, KOHTPOMA SCCHOERDND DEPESRa Inwite

Mepiod BEOHTRONA OCHOEROND CEPESPE,

Pezepedbie SIP-npokck

MyGnwarsit aopec
WMenonezoeate SIP Dis
Baizoe 3boxexTs BD Ringing

WPHPWENERDS EPEWVR CECOHN, T 20
Bpewn ceccum, © B0

MpoESpATE TONEED WME NONEIDESTENA B

RURI

Mepeoseste |F-30p2c E 3370n0EES

Csl-ID
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TpeXcTOPOHHAR KOHDEFEHLHA

HacTponka IMS

Pesiw |MS Boikmower "
Miwa yomyme "Yospeasee eszoes” | calhold
WMuws yomyre "Owmrpasee eszoes” | callwaiting
Yoy g

Wi yomyme Tlepensus EnEoEa"

MnaH HyMepaLuK

HacTpoiiea nnass syw

HaETpDI:H{El ronocoBelx KOOEKOB

hree-party-conference

hot-line-service

explicit-cal-transfar
e 510, L3D (=

o

Kopex 1 3.711a -
Kopex 2 G.7T11u .
Kopex 3 G.729 -

el I
Bpewn nagemizayse G.711 il r
Bpews naremrzayer 5.729 20 .
Bpews napemizayun 3.723 0 .
Bpewn prcnepous, wo 3z
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mxuTTEp-Oydep

WMprpWwane 3R 3302083, WE 40

Magoywane <38 33080%Es, WC 130
DPOT HEMELNEHHOTD YIANEHKR NALETOE, 500

TaeTop onmwrzayre Gydeps 7

Hogsx daecs 2 G.T11u
Hogsx daccs 3 Baikniouwes

MpwrmeaTe nepexog & T.38

OononHUTENEHBIE NapaMETbRI

Micnones0EaTE SMONOLEENEHRE !

Wcnonezoeate RTCP

lapamempeoi SIP

— Cocmas npogunaa — cNUCOK abOHEHTCKMX MOPTOB, KOTOPbIM Ha3HayeH npodunb, none He

peaakTMpyemoe;

—  WmA npogunsa — Nonb3oBaTeNIbCKOE MMA HACTPAaMBAEMOro NPOPUNS;

—  Pexcum ucnonb3zosaHusA S/P-I'IpOKCU — B HUCNadaouwem CNUCKe MOXHO Bbl6paTb peXmnm pa60TbI C

SIP-cepsepom:

=  He ucrionb3zosame;

= Parking — pexxnum pesepBupoBaHua SIP-proxy 6e3 KoHTpons ocHoBHOro SIP-proxy;
= Homing — pexknm pesepsnpoBaHua SIP-proxy ¢ KOHTPOsIEM OCHOBHOTO SIP-proxy.

LLnto3 mosKeT paboTaTb ¢ O4HMM OCHOBHbIM M MAaKCMMYM YETbIpbMA pe3epBHbIMMK SIP-proxy.
Mpun paboTe ToNbKO C 0OCHOBHbIM SIP-proxy, pexxumsbl Parking 1 Homing Huuyem apyr ot apyra
He oT/AuyatoTca. B 3Tom cnyvae npu oTKase ocHoBHoro SIP-proxy noTpebyeTtca ero

BOCCTaHOB/N1EHWE ONA obecneyeHus pa6OTOCI'IOCO6HOCTM.

Ab6oHeHmckuli wno3 TAU-2M.IP
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Mpu Hannumm pesepBHbIX SIP-proxy paboTa B perkumax Parking n Homing ocyuwecteasetcs

cnegytowmm obpasom. Mpu coBepLUEHNM UCXOAALLEro BbI30BA LW/03 OTNPABASET cooblieHne

INVITE Ha agpec ocHoBHOro SIP-proxy mam npu nonbiTKe peructpaumMm — coobuieHune

REGISTER. B cnyyae ecam no uctevyeHum sBpemeHwn Invite total timeout ot ocHoBHoro SIP-

NPOKCK He npuxoanT oTeeT nbo npuxoaut oteeT 408 nam 503 — w3 otnpasaseT INVITE

(nMbo REGISTER) Ha agpec nepsoro pesepBHOro SIP-npoKcu. Ecin OH TOXKe He AO0CTyneH,

3anpoc nepenpasnseTca Ha caeaylowmii pesepBHbI SIP-npoken 1 T.4. Kak To/bKo

OOCTYNHbIM pe3epBHbIn SIP-npokcK byaeT HallaeH, NPOU30OMAET NepeperucTpaLma Ha Hem.

[anee, B 3aBMCMMOCTM OT BbIBPaHHOIO peXknma pe3epBMpOBaHUSA, AENCTBUA Caeaylowme:

1 B pexxume parking HeT KOHTPOAA OCHOBHOTIO SIP-proxy 1 W03 NnpoaoaKaeT paboTtaTtb C
pe3sepBHbIM SIP-MpoOKcK, Aarke ec/iM OCHOBHOM BoOcCTaHoBseH. [Npu noTepe cBA3M C
Tekywmm SIP-npokcn ByaeT NpoaosKeH onpoc nocieaylowmx pesepsHbIX SIP-npokcu
NnoO ONMCAaHHOMY Bbilwe anaroputmy. Mpu He[OCTYNHOCTM nocneaHero pesepsHoro SIP-
NPOKCK ONPOC NPOAO/IKUTCA MO KPYry, HAYMHAA C OCHOBHOTO.

2 B pexume homing goctynHo Tpu BMAA KOHTposaa ocHoBHoro SIP-proxy: nmocpeactsom
nepuoamMyeckon nepedaunm Ha ero agpec coobuweHuit OPTIONS, nocpeactsom
nepuoamMyeckon nepegaum Ha ero agpec coobuweHuit REGISTER nmbo nocpegcteom
nepegaun 3anpoca INVITE npu cosepweHnn ucxogawero Bbizosa. 3anpoc INVITE
CHayana nepepaeTca Ha OCHOBHOM SIP-nMpoKcu, a 3aTem, B C/lydae ero HeZoCTYMHOCTH,
Ha TEKYLLMN pe3epBHbIN U T.4. He3aBUCMMO OT BMAA KOHTPOJIA, ecin 0BHapyKeHo, YTo
OCHOBHOM SIP-proxy BOCCTaHOBMCA — MPOUCXOAMUT nepeperncrpaumna Ha Hem. LUnwos
HauuHaeT paboTaTb C OCHOBHbIM SIP-npoKcu.

SIP-npokcu cepsep — ceteBol agpec SIP-cepBepa — yCTPOMCTBA, OCYLLECTBAAIOLWErN0 KOHTPO/b
AocTtyna Bcex aboHeHTOB K TenedoHHOM ceTn nposalgepa. MoXKHO yKasaTb Kak IP-aapec, Tak u
AOMEHHOE UMs (4epes gBoeToume MoXKHO 3aaaTb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);
Peaucmpayus — npu yctaHoBAeHHOM ¢nare perncTtpMpoBaTtb NOPTbl, UCMOAb3YHOLWMNE AAHHbIN
npoduab, Ha cepBepe perucTpaumm;

Cepsep peaucmpayuu — CeTeBOW agpec YCTPOWMCTBa, HAa KOTOPOM OCYLLECTB/AETCA perucrpauma
Bcex aboHeHTOB TenedOHHOM CETU C LeNblo NPeAoCTaBNeHUA UM NpaBa MOAb30BaTbCA YCAyramu
cBA3M (4Yepes ABoeTouMe MOXKHO yKaszaTb UDP-nopT cepBepa perucrpaumun, no ymoadaHuto 5060).
MoHO yKasaTb KaK IP-agpec, Tak n gomeHHoe umaA. O6bIMHO cepBep pernctpaumm Gusmyecku
coBmeLleH ¢ SIP-NpoKcu cepBepom (OHM MMEIOT 04MHAKOoBbIE aapeca);

MemoO KoHmMpona 0CHOBHO20 cepsepa — BbIBOp MeToAa KOHTPOJIA AOCTYNHOCTU OCHOBHOro SIP-
cepsepa B pexxmme Homing:

= Jnvite — KOHTPO/Ib NOCPEACTBOM Nepeaaym Ha ero agpec 3anpoca INVITE npu cosepieHmnn
NCXOAALLEro BbI30BA;

= Register — KOHTPO/b NOCPEACTBOM NEPUOLMYECKON Nepesaym Ha ero agpec coobLeHni
REGISTER;

= Options — KOHTPO/b NOCPEACTBOM MEPUOLMYECKON Nepesaydm Ha ero aapec coobLieHni
OPTIONS;

lMepuod KOHMpPoAas OCHOBHO20 cepeepd — WHTepPBa/a OTNPaBKM NEpUOAMYECKUX COoobLLeHUI B
CeKyHZaXx C Le/blo NPOBepPKM AOCTYNHOCTM OCHOBHOTO SIP-cepBepa.

Pe3epeHbie SIP-npokcu

Ona pobasneHus pesepBHOro SIP-NpPoKcKM HaxKMuUTe KHOMKY «J06aBuTb» M BbIMOAHUTE Cheaytowme

HACTPOMKM:

SIP-npoKcu cepsep — ceTeBoi aapec pesepBHoro SIP-cepsepa. MoHO yKasaTb KaK IP-agpec, Tak u
AOMeHHoe umsa (Yepes aBoeToume MoKHoO 3aaatb UDP-nopT SIP-cepBepa, no ymonyaHuio 5060);
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Cepsep peaucmpayuu — ceTeBON agpec pe3epBHOro cepeepa pernctpauum (depes ggoetouue
MOXHO yKasaTb UDP-nopT, no ymonuyaHuto 5060). MoHO yKasaTb KaK IP-agpec, Tak U JoMeHHOe
umsa. Ecam yctaHosneH nar nepeg nonem Cepsepa pecucmpayuu, TO BKAKOYEHA PerncTpauma Ha
pe3epBHOM cepBepe.

Onsa yaaneHua pesepsHoro SIP-nNpoKcu yctaHoBuTe $nar HanpoTWB 3a4aHHOr0 afpeca U HaXKMUTe KHOMKY

«Yaanutb»

SIP domain — pomeH, B KOTOPOM Haxo4MTcA YCTPOMUCTBO (3aN0/IHATL NpU HEOH6X0ANMMOCTH);
MpumeHumos SIP Domain 019 peaucmpayuu — Npy ycTaHoBAeHHOM ¢dnare npumeHuTb SIP Domain
ans pernctpaunu (SIP-gomeH byaet noacrtaBaaTbea B Request-Line 3anpocos Register);
Pexcum Outbound — pexkum Outbound:
= BblK/AOYeH — MapLIPYyTU3NPOBATb BbI30BbI COMNACHO N1aHa HYMepauumu;
= Qutbound — ana paboTbl UcxogAawen cBA3M HeobxogMm MNiaH Hymepauuu, O4HaKO Bce
Bbl30Bbl OyayT MapLlpyTusnpoBaTbca udepe3 SIP-cepBep; B C/ly4ae OTCYTCTBUSA
pernctpaunn aboHEeHTY BblAAaeTcA OTBET CTaHUMW, YTOObl MOXHO OblIO OCYLLECTBAATb
ynpasneHue aboHeHTCKMM cepBucom (ynpasneHue BO);
=  Qutbound c ebidayell «3aHIMoO» — aAns paboTbl UCXoAsLWEN CBA3M Heobxoaum naaH
HyYMepauMun, OAHAKO BCe BbI30Bbl byAyT MapLIpyTU3npoBaTtbcaca yepes SIP-cepsep; npu
OTCYTCTBUM PErncTpalmm BOCMO/b30BaTbCA TenedoHnelr byaetr HEBO3IMOXKHO: B TPYOKy
BbIAAETCA CUTHaN OLIMOKM.
lMepuod spemeHuU nepepeaucmpayuu — BpeMsa, B Te4eHNEe KOTOPOro AeNCTBUTE/IbHA PerncTpaums
aboHeHTCKOro nopta Ha SIP-cepBepe. MNepeperncTpaumnsa NnopTa OCyLLECTBNAETCA B CPeHEM Yepes
2/3 yKkasaHHOro nepuoaa;
WUHmepean nosmopa peaucmpayuu — TNPOMEXYTOK BpPEMEHW  MeXAy  MNOMbITKAMMU
3aperucTpupoBaTtbes Ha SIP-cepsepe B c/iydae HeycrnewHon perncrpaumu;
lyb6auyHsIli adpec — AaHHbIM NapamMeTp UCMOJIb3yeTcA B KayecTBe BHELWHero aapeca ycTpolicTBea
npu pabote 3a NAT (3a wno3om). B KauyectBe nyb6AMYHOro agpeca NPOMNUCbIBAeTcA agpec
BHewHero (WAN) nHtepdeica wao3a (NAT), 3a KoTopbiMm ycTaHoBneH TAU-2M.IP. Mpu 3Tom Ha
camom wno3e (NAT) Heobxoammo caenatb npobpoc cootsBetcTBylowmx SIP- M RTP-nopTos,
NCNO/Ib3yeMbIX YCTPOMCTBOM;
Ucnonezosams SIP Display Name npu peaucmpayuu — npu ycTaHOBAeHHOM ¢nare nepenasatb
nms nonbsosatens B none SIP Display Info coobuieHun Register;
Boidaua «KlB» npu nonyyeHuu 183 Progress — npu ycTaHoBNeHHOM ¢nare BblgaBaTb CUrHan
«KOHTpOIb NOCHISIKM BbI30Ba» Npu npueme coobuweHna «183 Progress» (6e3 BnoxkeHHoro SDP);

Bbi3oe aboHeHMa — nNpeABapuTeNbHbIA OTBET, KOTOPbIM OTMNPAaBAAETCA  YCTPOMCTBOM
BbI3blBaloOLEMY 060PYA0BAHUIO NPU BXOAALEM 3BOHKE:

= 180 Ringing — Bbi3biBatoweMy obopynoBaHUIO oTnpasadetca oteeT 180; nosyy4nB 31O
coobuieHne, Bbi3biBatowee 0b6opyA0BaHME AOMKHO BblAATb B IMHUIO SIOKA/IbHbIA CUTHaN
KMB;

= 183 Progress with SDP — Bbi3biBatowemy obopyaoBaHuio oTnpasasetca oteeT 183+SDP —
MCNONb3yeTca ANA NPOKAIYEHUA Pa3roBOPHOro TpaKTa A0 OTBeTa Bbi3biBaemoro. B
AaHHoOM cnydae TAU-2M.IP 6yaeT yaaneHo BbliAaBaTb Bbi3blBatoWemy aboOHEHTY CUrHan
KMB.

100rel — ncnonb3oBaHWe HageXHbIX NpeaBapuTenbHbix oTBeToB (RFC3262):

= Supported — noapepKKa UCNONb30BaHMA HAAEKHbIX NPeABAPUTE/bHBIX OTBETOB;

=  Required — TpeboBaHMe UCNO/b30BaTb HaZEXKHblE NPeABapUTE/IbHbIE OTBETLI;

®  BbiKat0o4YeH — He UCMOb30BaTb HAZEeXKHble NpeaBapuUTenbHble OTBEThI;

MpoTokonom SIP onpeaeneHo ABa TMNa OTBETOB Ha 3anpoC, MHULUUPYIOLWLMIA COeANHEeHME
(INVITE) — npeaBapuTeibHble M OKOHYaTeNbHble. OTBETbI Kacca 2xx, 3xX, 4XX, 5Xx 1 6xx ABnA0TCSA
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OKOHYaTe/IbHbIMUW U MepeaatoTca HafeXHo — C noATBepKaeHMeM ux coobuweHnem ACK. OTgeTbl
Knacca 1xx, 3a uckntovyeHuem oteeta 100 Trying, ABNAOTCA NpeAsapuTenbHbIMU U NepeaaroTca
HeHagexHo — 6e3 noaTeepkaeHua (RFC3261). 3TM oTBeTbl coaepykaT MHPOPMALMIO O TeKylLLel
cTagum obpaboTkm 3anpoca INVITE, Bcneacteme 4yero noTeps TakKMX OTBETOB HEXKenaTesibHa.
Ncnonb3oBaHWe HafeXHbIX NpeABapuUTe/ibHbIX OTBETOB TaKXKe NnpeaycMoTpeHO npoTtokosiom SIP
(RFC 3262) n onpepnensetca Hannunem Tera 100rel B MHULMUPYIOLLLEM 3aMNpoCce, B 3TOM C/y4ae
npeaBapuTenbHbie OTBETbl NOATBepPKAat0TCs coobueHmnem PRACK.

Paboma Hacmpoliku npu ucxodsuwel cea3u:

=  Supported — nepepaBatb B 3anpoce INVITE Ter supported: 100rel. B stom cnyyae
B3aMMOLENCTBYIOWMIA  WAO3 NO  CBOEMY YCMOTPEHUIO  MOXET  nepenasaTtb
npeaBapuTesibHble OTBETbI IMOO HAAEXHO, b0 HeT;

=  Required — nepepasaTb B 3anpoce INVITE Tern supported: 100rel v required: 100rel. B
3TOM C/lyYae B3aMMOZENCTBYIOLWMI W03 AOIKEH NepesaBaTh NpeaBapuTesibHble OTBETDI
HageHo. Ecnv B3aMMOLENCTBYIOWMI W03  He  NOALEPKMBAET  HaZeXHble
npegBapuTesibHble OTBETbl, TO OH AOJ/IKEH OTKAOHUTb 3anpoc coobuweHnem 420 ¢
YKasaHuemMm Henoaaepxumsaemoro Ttera unsupported: 100rel, B 3TomM cnyyae Oyaer
oTnpas/sieH NoBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

=  BbiKawoveH — He nepepasatb B 3anpoce INVITE Hu oanH u3 Teros supported: 100rel v
required: 100rel. B 3Tom cnyd4ae B3aMMOAENCTBYOWMI W03 byaeT nepeaasaTtb
npeaBapuUTenbHble OTBETbl HEHAAEXHO.

Paboma Hacmpoliku npu exodaweli ceasu:
=  Supported, Required — npun npueme B 3anpoce INVITE Tera supported: 100rel, nnbo Tera
required: 100rel, nepepasaTb NpeaBapuTenbHble OTBETbI HafAeXHo. Ecam Tera supported:
100rel B 3anpoce INVITE HeT, To nepeaaBaTb NpeABapUTE/IbHbIE OTBETbI HEHAAEKHO;
= BbiKkaoueH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTb 3anpoc
coobuweHnem 420 c yKasaHMeM HenoadepmMBaemoro Tera unsupported: 100rel. B
OCTaNbHbIX CAy4asax NepefaBaTb NpeaBapuUTe/IbHble OTBETbI HEHALEXKHO.

Paspewumes timer — npu ycTaHOBNEHHOM dare BK/AOYEHa Noageprkka pacwmnpenua timer (RFC
4028). Mocne ycTaHOBNEHWNA COeAUHEHMSA, ecin 0be CTOPOHbI NoAAePKUBAIOT timer, ogHa U3 HUX
nepuoanyeckn otnpasnseT 3anpocbl re-INVITE gna KoHTpona coeamHeHusa (ecam obe CTOPOHbI
nopgaeprkmeatotr metos UPDATE, anAa yero OoH [Jo/XKeH ObiTb yKasaH B 3aronoske Allow —
06HOBNEHNE CecCcuMM OCYLLEeCTBAAETCA MNOCPeACTBOM MepuoaMYecKon OTnpaBKM CoObLLeHui
UPDATE);
MuHumaneHoe epems ceccuu, C — MUHUMA/bHbIA WHTEpPBaAN NPOBEPKU paboTocnocobHOCTU
coeanHeHusa (ot 90 ao 1800 ¢, no ymonuanuio 120 c.);
Bpemsa ceccuu, ¢ — nepuofs BpeMeHUM B CEKyHAaX, MO WUCTEYEHWW KOTOPOro npousonaet
NPUHYAUTENbHOE 3aBEPLUEHUE CECCMM, B C/IyYae eCcn ceccua He byaeT BoBpemsa obHoBNeHa (OT
90 ao 80000 c., pekomeHayemoe 3HadeHue - 1800 ¢, 0 — Bpema ceccumn He orpaHUYeHo);
MepuoduyecKuii onpoc SIP-cepsepa — BbIboOp cnocoba onpoca SIP-cepsepa:

= OmkKnwoyeH — SIP-cepBep He onpalunBaeTcs;

=  Options — onpoc SIP-cepsepa npu nomolum coobuieHnit OPTIONS;

=  Notify — onpoc SIP-cepsepa npu nomowu coobuieHmnit NOTIFY;

= CLRF-onpoc SIP-cepsepa nyctbim UDP-nakeTom;
WHmepesan onpoca — nepuog BpeMeHU B CEKyHAaX, Yepe3 KOTOopbli BbinoaHAeTcA onpoc SIP-
cepBepa;
Obpabameisams 3a20s1080K Alert-Info — obpabaTbiBaTh 3aronoBok Alert-Info B 3anpoce INVITE
AN1A BblAayM Ha aBOHEHTCKUIM NOPT OTAIMYHOM OT CTaHAAPTHOM NOCbIKW BbI3OBA;
lposepamob mMonbKo umsa nonv3osamens 6 RURI — ecnn bnar ycTaHOBAEH, TO aHa/iM3MpyeTca
TO/NIbKO abOHEHTCKMI Homep (user), MpW COBMALEHUM KOTOPOro Bbi30B OyAeT HasHayeH Ha
aboHeHTCKMIi nopt. Ecan dnar cHAT, TO NpU NOCTYN/JeHUU BXOAALLErO BbI30Ba NPOU3BOAMTCA
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aHanus scex anemeHtoB URI (user, host u port — aboHeHTCKMI1 Homep, IP-aapec n UDP/TCP-noprT).
Mpu coBnageHun Bcex anemeHToB URI Bbi3oB 6yzeT HazHayeH Ha abOHEHTCKMIA NopT.

— [lepedasams IP-adpec 8 3az2on08ke Call-ID — ecnn dnar ycraHoBneH, To B 3arosioBke Call-ID npu
ncxoasLLei cBasmM UcnosibayeTca cobcTBeHHbIN IP-agpec ycTpoiicTBa B popmarte localid@host.

TpexcmopoHHSASA KOHpepeHyuUs

—  Pexcum — pexknm paboTbl TPEXCTOPOHHEN KoHdepeHUMN. BO3MOXKHO ABa peXnma:

= JIoKanbHaA — KoHbepeHuua cobupaeTcs /OKaNbHO YCTPOWCTBOM TMOC/E HaxKaTus
KoMmbuHaumu «flash+3»;

=  YOaneHHas (RFC4579) — koHdepeHuMa cobupaeTca Ha yAaneHHOM cepBepe, ANA 4Yero
nocne Haxkatma «flash+3» Ha cepBep oTnpaBnsetca coobuieHune Invite Ha Homep,
YKa3aHHbIN B nose «Cepsep KoHgpepeHyuu». B aTom cnyyae KoHdpepeHuma paboTaeT no
anroputmy, onmcaHHomy B RFC4579. MoapobHO AaHHbIM anropuTtm OMMCaAH B MYHKTE
4.3.2.

— Cepsep KOHgpepeHuyuu — B ODOLEM C/ly4yae afpec CepBepa, OCYLLECTBAAIOLLErO YCTaHOBEHUE
KOHdpepeHUUn no anroputmy, onmcaHHomy B RFC4579. Appec 3apaetca B ¢dopmate SIP-URI:
user@address:port. MO»HO yKa3aTb TO/IbKO NO/b30BaTeNbCKyto YacTb URI (user) — B aTom cnyvae
coobueHue Invite otnpaBuTcs Ha agpec SIP-npokcu.

Hacmpolka IMS

—  Paspewums ynpasneHue [BO c¢ IMS — paspelleHO ynpasieHWe HEeKOTOpPbIMU BUAAMMU YCAYr C
cepepa IMS (IP Multimedia Subsystem). B 3atom cnyyae BKAlOUYeHUEe ycayr «TPexcTOpoHHSAN
KoHdepeHuuMa» (paboTaeT ToNbKo No anroputmy RFC4579), «YaepkaHue BbizoBa», «OxungaHue
Bbi3oBa», «lopAYas NMHMA» (HE3aBUCMMO OT TOFO, BK/IOYEHbI OHM WUAU HET B KOHdurypaumm)
npousBoauT yaaneHHo cepeep IMS nocpeactsom otnpaBku coobueHuii Notify, B Tene KoTopbix
nepeaalroTca KOMaHabl Ha akTMBaumio/aeaktmsaumio ycnyr 8 dopmate XCAP (baktnyeckn — XML,
RFC4825);

= BbikatodveH — IMS He ncnonbsyertcs;

= be3 NOAMUCKM - paspelleHo ynpaBiaeHWe HEKOTOPbIMKU BMAaMK ycayr ¢ cepeepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME yCAyr  «TPEXCTOPOHHASA
KoHpepeHumMsa» (paboTaeT Tonbko no anroputmy RFCA579), «YaepskaHue Bbi30Ba»,
«OxuaaHue Bbi3oBa», «fopaYas AMHUA» (HE3aBUCMMO OT TOTO, BK/THOYEHbI OHW WU HET B
KOHOUrypaumm) npoms3BoanT yaaneHHo cepeep IMS nocpeacTBom oTNpaBKK COOBLLEHNIA
Notify, B Tene KoTopbix MepeaalroTcA KOMaHAObl Ha aKTMBaUMIO/4eaKTMBaUMIO YCayr B
dopmate XCAP (paktuueckm — XML, RFC4825). MNpu Takom BapmaHTe 3anpocbl SUBSCRIBE
nocne perucrtpaumMm aboHEHTOB LWAO30M He OTNPaBAAloTCsA, 06pabaTbiBatOTCA TONbKO
NOTIFY 3anpocbl, npuHATble OoT IMS, ¢ NOMOLWbIO KOTOPbIX MPOMUCXOAUT YyNnpas/aeHue
ycayramu;

— C noAnuckol - paspeLleHo ynpasaeHne HEKOTOPbIMKU Buaamm ycayr ¢ cepsepa IMS (IP Multimedia
Subsystem). B aTom cny4yae BKAtoYeHUe ycnyr «TpexcTOPOHHAR KoHdepeHuma» (paboTaeT To/bKO
no anroputmy RFC4579), «YpepaHue Bbi3oBa», «OxKuaaHue Bbi3oBa», «lopsayas AUHUAY
(He3aBMCMMO OT TOrO, BK/IKOYEHbI OHU MM HET B KOHUrypauumn) nponsBoauT yaaneHHO cepBep
IMS nocpeactBom oTnpaBku coobuweHuii Notify, B Tene KoTopbix nepenatotca KOMaHAbl Ha
aKktTueaumio/aeaktnsaumio ycayr 8 popmare XCAP (dpaktmueckn — XML, RFC4A825). Mpu Takom
BapwaHTe W03 oTtnpasaser 3anpocbkl SUBSCRIBE nocne peructpaumm aboHEHTOB M npwu
ycnewHon nognucke obpabatbiBaetr NOTIFY 3anpockl, npuHaTble oT IMS, ¢ NoOMOLbiO KOTOPbIX
NPOUCXOAUT ynpaBneHne ycayramu.Mmsa ycayeu “YoepxcaHue 6bi308a” — Ha3BaHWE 31eMEHTA
XML B Tene coobuieHus Notify, ucnonblyemoro  ansa nepegayu KOMaHAbl
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Mo

aKTUBaUMM/LeaKTMBaLMKN yCayrn «YaepKaHue Bbi3oBa». Hanpumep, ecim ums ycayru  umeet
3HayeHue «call-hold», To KomaHAa akTMBaLMK ByAET BbIrNALETb TaK:
<call-hold active="true"/>
a KOMaHZa AeaKTUBaLUuUK:
<call-hold active="false"/>
Umsa ycayeu "OmwcudaHue 8bi308a" — Ha3BaHue anemeHTa XML B Tene coobuweHus Notify,
MCMO/Ib3yeMoro Aaa nepeaayy KomaHabl aKTMBauun/geaktusaumm ycnyrm «OxuaaHue Bbi3oBay.
Hanpumep, ecanm uma ycnyrm  mmeeT 3HaveHume «call-waiting», To KomaHga akTMBauuu byaer
BbIMNALETb TAK:
<call-waiting active="true"/>
a KOMaHZa AeaKTUBaLUuK:
<call-waiting active="false"/>
Umsa ycayeu "TpexcmopoHHAS KoHgepeHuua" — HasBaHue anemeHTa XML B Tene coobuieHus
Notify, wucnonbayemoro ana nepefaun  KOMaHAbl  aKTMBAUWMW/OEaKTMBaUMKM  YCAYTU
«TpexcTopoHHAA KoHdepeHUuMa». Hanpumep, ecim UmMa ycayrm umeeT 3HavyeHue «three-party-
conference», To KomaHAa aKTUBaLWUK ByaeT BbIrNAAETb TaK:
< three-party-conference active="true"/>
a KOMaHZa AeaKTUBaLUMK:
< three-party-conference active="false"/>
Uma ycnyeu "Topsyaa nuHus" — HasBaHMe 3nemeHTa XML B Tene coobuweHua Notify,
MCMNOSIb3YyeMoro A/ nepefaynm KoMaHAbl akTMeaumm ycnyrn «lfopsavana AvHMA». B KomaHge
aKTMBaLMM NepesaroTcs Homep TenedoHa ropsyelrt MMHUM U TakmayT BbizoBa. Hanpumep, ecam
MMA YyCIyrM  MmeeT 3HadyeHue «hot-line-service» n HeobxoaMmo coBepluaTb BbI30B Ha HOMeEpP
30001 yepes 6 ceKyHA nocsie nogbema TPyoku TesiepoHa - KoMaHaa akTuBaumm byaeT BbirnAaaeTb
TakK:

<hot-line-service>

<addr>30001</addr>
<timeout>6</timeout>

</hot-line-service>
Ecnn KomaHaa akTMBaLMK He nosydeHa, yeayra «fopsayas AMHUA» byaeT BbIKAOYeHa.
Ums ycayau "lepedava evizosa" — Ha3BaHue snemeHTa XML B Tene coobuweHusa Notify,
MCMO/Ib3YyeMOoro Ans nepegadv KoMaHAbl akTUBauuu/OeakTmBaumm ycayrm «TpexcTOpOHHSAA
KoHdepeHuma». Hanpumep, ecnnm ums ycnyru umeeT 3HadveHue «call-transfer», To KomaHaa
aKTMBaUMKM ByAeT BbIrNsA4ETb Tak:

< call-transfer active="true"/>
a KOMaHZa AeaKTUBaLuuu:

< call-transfer active="false"/>

YMOJIYaHUIO eCn He Npulliia KOMaHAa Ha aKTBauuko — BCe Bblille nepedncaeHHble ycnyru

0eaKTUBMUPOBAHDLI.

[1naH Hymepauuu

MnaH HymepauuMu 3a3JaeTcad NpyM MOMOLLM PEeryaspHbIX BblpaxKeHUi B none «HacTpoika nnaHa

HyMmepauum».

Huke npuBOAMTCA CTPYKTYpa M GOPMAT PeryisapHbIX BblpaskeHWi, obecneymBalolimMx pas/ivyHble
BO3MOXHOCTM Habopa Homepa.
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CTpYKTYpa perynsapHOro BblpaykeHus:

Sxx, Lxx (),

roe

XX — NPOM3BOJIbHble 3HAYEHWs TailmepoB S u L;
() — rpaHULbl NNaHa HymepaLuuu.

— OcHoBoi ABnAlOTCA 0003HAYeHWA [NA  3anucKM  NocnefoBaTeNbHOCTM  HabpaHHbIX  uuodp.
MNocnepoBatesibHOCTb UMPP 3anNMCbiBAaeTCA C MOMOLLbIO HECKO/IbKMX 0603HauyeHuin: uudpsbl,
Habupaemble ¢ Knasuatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHue cumeona # B
AnannnaHe moxKeT 610KMpPoBaThb 3aBepLIeHne Habopa c NOMOLLbIO 3TOM KnaBuwu!

— MocnepoBatenbHOCTb UMOP, 3aKNOYEHHAA B KBagpaTHble CKOOKM, COOTBETCTBYET Atobomy M3
3aKNHOYEHHBIX B CKOOKM CMMBOY.

= [pumep: ([1239]) — cooTBeTcTBYET Nt060OM U3 UNDP 1, 2, 3 nan 9.

— Yepes TMpe MOXKeT ObiTb yKasaH AManasoH CUMMBOJIOB. Yalie BCEro MCMNonb3yeTcAa BHYTPU
KBapaTHbIX CKOOOK.

=  pumep 1: (1-5) - nobas undpa ot 1 Ao 5.
= Mpumep 2:([1-39]) - npumep 13 NpeablAyLLErO MYHKTa C MHOW GOPMOI 3anucu.

— Cumson X cooTBeTcTBYET Nt060M umdpe ot 0 Ao 9.

=  [pumep: (1XX) - ntoboi TpéxaHauHbIN HOMep, HauyMHatoWwuica Ha 1.

—  «.» - NOBTOpeHUe npeaplayuiero cumeona ot 0 4o 6ecKoOHeYHOCTU pas.
—  «+» - NOBTOpPEHWe Npeablayliero cumsona ot 1 4o 6eckoHeYHoCTH pas.
— {a,b} - noBTOpeHue NnpeabiayLLEro CMMBOA OT a A0 b pas;

— {a,} — noBTOpeHMe NpeaplayLLEro CUMBOJIa HE MeHbLLEe a pas;

— {,b} — noBTOpeHme npeablayLLeErOo CMMBOJIA He Bosblue b pas.

=  [pumep: (810X.) - mexxayHapoAHbI HOMep ¢ 0BbIM KoAnyecTBoM Lmdp.
HacTtpoitku, Bamatowme Ha 06paboTky gMannnaHa:

— Interdigit Long Timer (6ykea «L» e 3anucu nAaHa Hymepauuu) - BPEems OXWAaHWA BBOAA
cnegyowen umdpbl B TOM CAyyae, ecanm HeT wabnoHOB, NOAXOAALWMX NoA HabpaHHyo
KOMBWHaUMIo;

— Interdigit Short Timer (bykea «S» 6 3anucu naAQHa HyMepauyuu) - BPemMs OXuAaHua BBoAaA
cnegyowen undpbl, ecnam ¢ HabpaHHONM KOMOWHAUMEN NONHOCTbIO COBMafaeT XoTa 6bl OAWH
WwabnoH 1 Npu 3TOM MMeeTca ele XoTa bbl oANH WabnoH, A0 NOJHOrO COBMNAAEHMA C KOTOPbIM
HeobXxo04MMO OCyLLLECTBUTbL AOHAbop HoMmepa.

JononHuTenbHble BO3MOXKHOCTU:
1. 3ameHa HabpaHHOW nocneno0BaTeIbHOCTH
CunHTaKcuc: <argl:arg2>

[aHHasi BO3MOMKHOCTb MO3BOJIAET 3aMeHWTb HabpaHHYl MOCNefoBaTENbHOCTL Ha  Aobyto
nocnefo0BaTeNbHOCTb Habupaembix CMMBOJIOB. MpM 3TOM BTOPOM aprymeHT Ao0/KeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHnem, oba aprymeHTa MoryT 6bITb NyCTbIMM.

= [pumep: (<83812:> XXXXXX) - paHHaa 3anucb b6yaeT COOTBETCTBOBATb HabpaHHbIM
umdpam 83812, Ho 3Ta nocnenoBaTesIbHOCTb ByaeT onyweHa U He ByaeT nepesaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop
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an BbIXO4€ Ha MeXropon (B Od)MCHbIX CTaHUUAX - Ha ropo,u,) NMPUBbLIYHO CAbiWaTb OTBET CTAaHUWWN, YTO
MOXHO peann3oBaTb BCTaBKOW 3ansTon B HYXXHYIO NO3ULLUIO NOCNenoBaTe/ibHOCTU LI,VId)p.

= [lpumep: (8, 770) - npu Habope Homepa 8770 nocne uudpbl 8 6yaer BblaaH
HenpepbIBHbLIN TOH.

3. 3anpet Habopa Homepa.

ar

Ecim B KoHue wabsoHa Homepa A06aBUTb BOCKAMUATENbHbIM 3Hak ‘I, To Habop HOmepos,

COOTBETCTBYIOLLMX WabNOHY, byaeT 3a610KNMpOBaH.

= [pumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — BblpaxKeHuWe paspeluaeT Habop TO/NbKO
MEXKAYropoAHUX HOMEPOB M UCKIOYAET MeXAyHapoaHble BbI30BbI.

4, 3ameHa 3Ha4YeHu TanmepoB Habopa Homepa

3HayeHMA TaMMepoB MOTYT ObITb Ha3HayeHbl KaK AAA BCEro guannnaHa, Tak U Ana onpesenéHHoro
wabnoHa. bykea «S» oTeeuvaeT 3a ycTaHOBKY «Interdigit Short Timer», a «L» - 3a «Interdigit Long
Timer». 3Ha4eHWA TalMepoB MOXKET bObITb YKa3aHO A/1a BCeX WabsoHOB B AMannaaHe, eCnn 3HaYeHu
nepeyYncaeHbl 40 OTKPbIBAOLWENCA KPYr10M CKOBKM.

= [lpumep: S4 (8XXX.) nunn S4,L8 (XXX)
Ecnn 3T 3HaYeHUA yKa3aHbl TO/IbKO B OAHOW M3 NoCAeA0BaTeNbHOCTEN, TO AeACTBYIOT TONbKO ANA Heé.
TaKKe B 3TOM C/lydae He HaJo CTaBUTb ABOETOUME MEXKAY KNOUYOM M 3HaYeHMeM TalimayTa, 3HayeHue
MOXKET BbITb PacnonoXeHo B tobom mecTe WabnoHa.

= [lpumep: (S4 8XXX. | XXX) mnam ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO Nepeaaqy
Bbl30Ba Npu Habope TpexaHaYHOro Homepa, HaunHawweroca Ha 1,2, ..., 5.

5. Habop no npamomy agpecy (IP Dialing)

CumBoONn «@», NOCTaB/AEHHbIM Nocie HoOMepa, 03HaYaeT, YTo fAasnee OyAeT yKasaH agpec cepBepa, Ha
KOTOpbI ByAeT oTnpaB/ieH Bbi30B HAa HabpaHHbI Homep. PekomeHayeTtca ncnonb3osatb «/P Dialing»,
a TaKKe Npuém 1 nepenady BbI3oBOB 6e3 peructpaumm («Call Without Reg», «Answer Without Reg»).
3TO MOKeT NoOMOYb B C/ly4ae OTKa3a cepBepa.

Kpome Toro, popmat agpeca c IP Dialing morkeT 6bITb MCNO/b30BAH B HOMEpPaX, NpeAHa3HaYeHHbIX a1
nepeagpecalm 3BOHKOB.

= [Ipumep 1: ( 8 XXX XXXxxXX ) - 11-3HauHbIN HOMep, HauyMHatoWMiicA Ha 8.

= [pumep 2: ( 8 xxx XXXXXXX | <:8495> xxXXxxX ) - 11-3HauHbIA HOMep, HauMHalOLWMINCA Ha 8,
ecnv BBeAEH 7-MM 3HaYHbIN, TO A06aBUTL K Nepegasaemomy Homepy 8495.

=  pumep 3: (0[123] | 8 [2-9]xx [2-9]xxXXXX) - HABOP HOMEPOB IKCTPEHHBIX C/TYXKD, a TaK Ke
HEKOTOPOro CTpaHHOro Habopa MeXayropoaHUX HOMEPOB.

=  [pumep 4: (SO <:82125551234>) - 6bIcTpbIi HABOP YKa3aHHOIO HOMEpa, aHaNor PEXMMa
«Hotline» Ha apyrux wnto3ax.

= [pumep 5: (S5 <:1000> | xxxx) - AaHHbIA AManniaH No3BosAeT HabpaTb oboli Homep,
COCTOALWMMA U3 LMbpP, @ eCAN HUYEro He BBEAEHO B TeyeHWe 5 ceKyHA, Bbi3BaTb HOMep
1000 (monycTnm, 3To CeKpeTapsb).

= [pumep 6:  (*Sx*xxxx*x#t | * 2x* XXXXXXXXXXXH# | #xx# | [2-7]xxxxx | 8, [2-9]xxxxXXXXX | 8,
10x. | 1xx<:@10.110.60.51:5060>).

= [pumep 7: (1xx|0[1-9]|00[1-8]]*5x*xxxx*xt#|* 2x*xxxxxxxxxxx# | #xx# | [2-7]xxxxx |8, [2-
9IXXXXXXXXX | 8, 10x.).

MHorpa moskeT noTpeboBaTbCA COBEPLUATb 3BOHKM NIOKAJIbHO BHYTPW yCcTpoicTea. Mpu atom ecau IP-
afipec ycTpowcTBa He M3BECTEH WM MepuoSMYEcKU M3MeHseTcs, yA00HO MCno/ib30BaTb B KayecTse
agpeca cepsepa 3apesepBupoBaHHoe cnoBo «{local}», 4To O3Ha4yaeT OTNPaBKYy COOTBETCTBYIOLWEN
nocnenoBaTesIbHOCTU LUndp Ha cobCTBEHHbIN agpec yCTponcTaa.
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= [pumep: (123@{local}) — BbI30oB Ha Homep 123 6yaeT 0b6paboTaH NOKANbHO BHYTPU
yCTpolicTBa.

Hacmpolika 20s10c08bix KOOeKo8

CurHanbHbI NPOLLECCOP YCTPOMCTBA BbINOAHAET PYHKLUN KOANMPOBAHMA aHAI0OTOBOrO PevyeBoro Tpaduka,
JaHHbIX ¢aKca/mogema B LMbPOBbIE CUrHaANbI, a TakKe obpaTHoro AekoamposaHuA. LLA3 noagepkusaer
cnepytowpe ronocosble Kogeku: G.711A, G.711U, G.729, G723.1.

G.711 — npeactasnaet coboit UKM-KoguposaHue 6e3 ckaTusa pevyeBon MHbOpmauumn. [laHHbIN Koaek
[osixeH bbITb 0b6s3aTesibHO nogaeprkaH Bcemu npoussoauTenamm VolP-obopyaoBaHua. Kogekn G.711A um
G.711U oTaunyatoTca Apyr oT Apyra 3aKOHOM KOoAMpoBaHUA (A-3aKOH — /IMHeHOe KoaupoBaHue n U-3aKoH -
HenuHelHoe). KognposaHue no U-3akoHy npumeHsetcsa B CeBepHoli AmepuKe, no A-3akoHy — B EBpone.

G.723.1 — KoAgeK CO CxKaTMem peyesoi MHpopmMaLMK, NpeaycMaTpMBaET [Ba pesknma pabotbl: 6.3 K6ut/c
n 5.3 Kéut/c. Kogek G.723.1 nmeeT AeTeKTOp peyeBoi akTMBHOCTM M obecrneumBaeT reHepaumnio KompopTHOro
LWYMA Ha yAa/IeHHOM KOHLE B Nepmnoa MonvyaHus.

G.729 — TakXke ABNAAETCA KOAEKOM CO C)KaTMemM peyeBon MHPopmaumMm u obecneymBaeT CKOPOCTb
nepenayun 8 Kbut/c. AHanormuyHo KogeKky G.723.1, kogek G.729 noaaep>KMBaeT AeTEKTOP PeYeBOil aKTUBHOCTMU U
obecneuynBaeT reHepaumto KOMGOPTHOrO LWyMa.

— Kodek 1..4 — no3BonseT BblbpaTb KOAEKU M MOPALOK, B KOTOPOM OHM 6yayT MCNo/b30BaTbCA.
KofeK C HauBbICIUIMM MNPUOPMTETOM HYXKHO nponucaTb B none «Kogek 1». [na pabotbl
HeobX0AMMO YKa3aTb XOTA Obl OAWNH KOAEK:

= BbIK/tOYEH - KOAEK HE UCMOJIb3YeTCA.

= G.711a —wncnonb3oBatb Kogek G.711A;
"  @G.711u-—wncnonb3oBaTb Kogek G.711U;
= @G.723 —ucnonb3oBaTtb Kogek G.723.1;
= G.729 —ucnonb3oBaTtb Kogek G.729.

—  Bpemsa nakemu3ayuu — YNCNO MUASIMCEKYHA, peun B ogHOM RTP-nakeTe Ans COOTBETCTBYHOLLEIO
Koaeka (G.711, G.729, G.723).

— Bpemsa ducnepcuu, mc — napameTp, NO3BOAAIOWMIN BOPOTbCA C 3XOM, BbI3BaHHbIM AMcCNepcUei
pe4yeBOro curHana. 3HavyeHuA NnapameTpa USMEHAIOTCA B NpOMeXKyTKe oT 2 A0 128 mc.

NMPUMEYAHUE! Moryt ObiTb 33agaHbl anbTepHaTMBHble T[OJIOCOBble KOAEKM Ana  BblbpaHHOro
HanpasneHuA. [na KaAoro w3 HanpasleHUMA B NJlaHe HyMepauum ecTb BO3MOXHOCTb  3aJaHuA
npeAnoYTUTENIbHOTO KoAeKa ANA nepefayn peyun. Hactpoitka npom3BoanTca B naaHe Hymepauun. na Kaxaoro
HanpaB/ieHWA AONOJHUTE/IbHbIE HACTPOMKKN KOAEKOB YKa3blBatloTCA B KPYI/ibix CKOOKax nocse cnosa «codecs:».

Ecn Heo6X0AMMO MCNO/b30BaHME HECKOJ/IbKUX KOAEKOB, TO UX MEPEUYUCAAIOT Yepes CUMBOA «,». MOXKHO
YKa3blBaTb HECKO/IbKO NapamMeTpoB ANA HanpaBAeHuA. B Takom cayyae OHWM AO/KHbI BbiTb pasgeneHbl
cumBoaom «;» - (paraml:subparamil,subparam2;param2:subparami,subparam2). [donycTumble 3HayeHUn
cybnapameTpoBs subparamX: g711a, g711u, g729, g723.

JonycTmble 3HaYeHuMsa napameTpoB paraml n param2 — codecs u rfc2833 PT cooTBeTCTBEHHO.

Mpumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).
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ummep-6ygep

Oxuttep (jitter) — 3TO HepaBHOMEPHOCTb MEPUOLOB BPEMEHM, OTBEAEHHbIX Ha AOCTaBKYy NakeTa.
3azeprKKa B AOCTaBKe NaKeTa U AKUTTEP UCYMCNAETCA B MUIIMCEKYHAAX. BennumHa axutrepa umeet 6onblioe
3HauYeHue Npu nepegaye MHGOPMaLMM B peXKMME peasibHOro BpeMeHU (Hanpumep, roanoc Unm Buaeo).

B npoTokone RTP, KOToOpbIi eLie Ha3biBalOT «MPOTOKO/IOM NOTOKA nepeaatowent cpegpl» (media stream),
€cTb Nnosie AN METKM TOYHOro BpeMeHM nepeaadn oTHocuTeNbHO Bcero RTP-noToKa. MpuHMMatoLee ycTponcTeo
MCNONb3YeT 3TN BpeMEHHbIe METKU A5 BbIACHEHWUS TOrO, KOrAa CAeayeT 0XXuaaTtb nakeT, cobaoaeH n nopaaok
naketoB. Wcxoas wu3 3tol MHPoOpmauMM, NpUemHass CTOPOHA BbIACHAET, KaK cneayeT HacTpoOUTb CBOM
napameTpbl, YTOObl 3aMaCKMPOBaTb NOTEHLMA/IbHbIE CETEBbIE NPOBEMbI, TaKME KaK 3a4ePXKKU U AxuntTep. Ecam
OMOQEeMOEe BPeMA Ha [OCTaBKYy MNakeTa OT OTNPaBUTENA K MPUEMHUKY HA MNPOTAMXKEHMM BCero nepuoga
pasroBopa CTPOro paBHO ONpeAeseHHOMY 3Ha4YeHuo, Hanpumep 50 MC, MOXKHO YyTBEPKAaTb, YTO B TaKOW CETU
OXuUTTepa HeT. Ho 3ayacTyio nakeTbl 3a4epKMBaloTca B CETU, U BPEMEHHOW WHTEepPBaNn AOCTAaBKU MOXKeT
K0N1ebaTbCs B AOBOJIbHO 60/1bLIOM (C TOUKM 3peHusa TpaduKa, KPUTUUHOTO KO BPEMEHW) BPEMEHHOM AMana3oHe.
B cnyyae ecnv npuaorKeHne-npueMHUK Takoro 3ByKa uam snaeo byaeTt BOCNPOM3BOAUTL €ro B TOM BPEMEHHOM
nopsaKe, B KOTOPOM MPUXOAAT MaKeTbl, Mbl MOJYYMM 3aMETHOe yXyAlleHUA KayecTsa rosoca (uauM Buaeo).
Hanpumep, ecnm aTo KacaeTcs ronoca, To Mbl YC/IbILUIMM NPEepPbIBAHME B FOJIOCE U APYrMe NOMEXM.

YCTPOMCTBO MMEET cieAytolmMe HaCTPONKKN AxXUTTep-bydepa:

—  MuHUMQbHAA 300epPHCKa, MC — MUHUMaNbHOE OXUAAeMOe BPEMS 3a[EPKKN pacnpocTpaHeHus
IP-naKkeTa no ceTu;

—  MaKcumanbHas 3a0epHcKad, MC — MaKCMMa/ibHOE OXNAaeMoe BPEMS 3a4EePKKN pacnpoCcTpaHeHUs
IP-naKkeTa no ceTu;

— [lopoz HemedneHHO20 yOaseHUs NaKemos, MC — MaKCUMa/bHbIA NPOMEKYTOK BPEMEHWU, Yepes
KOTOpPbIA MPOUCXOAMT yAa/ieHNEe peyeBbliXx NaketoB U3 bydepa. 3HayeHWe AaHHOro napameTpa
60/1bllie UM PaBHO MaKCUMaJIbHOM 3a4€EPXKKe;

—  ®akmop onmumusauyuu 6ygepa — napameTp, MCMNOAb3YEMbIM ANA ONTMMM3aUUM pasmepa
OXKnTTep-6ydepa. PekomeHayeTca BbICTaBAATb €ro 3HavyeHue B 0.

lepedaya ghakca u modema

Mepegaya dbakca MOMKET OCYLLECTBAATLCA C MCNO/Ib30BaHMEM PeyeBoro Kogeka 711 nau cneumnanbHoOro
KodeKa ans nepenadun GakCUMUNbHBIX coobLeHnit T.38.

T.38 — cTaHAapT, onucbiBalOWMI Nepenady GakCMMUIbHbBIX COOBLLEHUI B peasibHOM BpemeHn yepes |IP-
ceTu. CUrHanbl U AaHHble, nepesaBaemble GpakCMMUIbHBIM annapaTom, KOAUPYIOTCA B NaKeTbl MpoTokosa T.38.
B dpopmupyemble NaKeTbl MOXKET BBOAUTLCA M3OLITOYHOCTb — AaHHbIE M3 NPeAblAyLWMX NaKeToB, YTO NO3BOAAET
OCYLLECTBAATL HAAEXKHYIO nepesayy $hakca no HecTabuabHbIM KaHaam.

— [epedaya modema — BbIBOP KoAeKa, KOTOpbIN ByAeT MCNoAb30BaTbCA A1 Nepeaaydn AaHHbIX Npu
AETeKTMPOBAHUU LIIHO30M CUTHANI0B MOLEMA:

= BbIK/IlOYEH — HE AETEKTMPOBATb CUTHA/bI MOAEMA;
= (G.711a VBD —ucnonb3osaTb Kogek G.711A B pexknme VBD;
= (G.711u VBD - ucnonb3oBatb kKogek G.711U B pexkume VBD.

B pexxkunme VBD (Voice band data) wnio3 BbiKAOYaeT AeTEKTOpP akTMBHOCTM peun (VAD), reHepaTop
KomdopTHOro wyma (CNG) 1 axokomneHcaTopbl, YTO HEOHXOANUMO NPU YCTAHOBAEHUM MOAEMHOIO COEANHEHNS.

/| Bbi6paHHbIi1 KoAeK AOMKEH BbITb TaKXKe aKTUBEH B CUCKE Pa3roBOPHbIX KOAEKOB.
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Kodek ¢pakca 1..3 — nosBonseT BbibpaTb KOAEKM M MOPALOK, B KOTOPOM OHM byayT
Mcnoab3oBaTbeA. KodeK C HauMBbICWIMM NPUOPUTETOM HYXKHO Nponucatb B nose «Kogek dakca 1».
[ns paboTbl HEO6X0ANMMO YKa3aTb X0TA Bbl 04MH KOAEK:

= BbIKAto4YeH — KOAEK He UCNO/b3YyeTcs.
=  @G.711a —wucnonb3oBaTtb Kogek G.711A;
"  @G.711u-—wncnonb3oBaTb Kogek G.711A;
= T.38 —ucnonb3osBatb NpoTokon T.38.

V Bce Koaeku ¢pakca fonxHbl 6biTb pasHbimu! Kpome 3toro npm Bbibope G.711a uaun

G.711u cOOTBETCTBYIOLWMNIA KOAEK A0NXKEH ObITb aKTUBEH B CMUCKE Pa3roBOPHbIX
KOA,EeKOB YCTPOMUCTBA.

lMpuHumame nepexod 6 T.38 — Npu ycTaHOBAEHHOM daare paspelleH BXoAalmi re-invite Ha T.38
OT BCTPEYHOrO LWANH033;

Pasmep uzbbimoyHocmu T.38 Redundancy — nobasneHne n3bbITo4HOCTM B NaKeTbl T.38, 3HaYeHue
COOTBETCTBYET KOIMYECTBY NpeablaylMx MaKkeToB, KoTopoe aybauvpyetcs B KaxKAOM HOBOM
nakete T.38. Takoh cnocob M36bITOYHOCTM MpeAHa3HAYeH B C/yvyae MNOTEPU MaAKETOB Mpu
nepegauve.

JononHumensHsle napamempbl

Mepedaya DTMF — cnocob nepeaaun curHanos DTMF:

= |nband — BHYTpMUNO/IOCHas Nepeaaya;

=  RFC2833 — cornacHo pekomeHaaumm RFC2833 B KayecTBe BbIAE/NIEHHOM Harpy3ku B
peyesbix nakeTtax RTP;

=  SIP info — nepenaya coobuieHuit no npotokony SIP B 3anpocax INFO.

Mepedaya Flash — cnocob nepenaun Flash:

= SIP info (Hookflash) — nepegaya coobuweHuiA Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitme flash nepepaetca B paclMpeHUn
Application/Hook Flash kak signal=hf;

= SIP info (DTMF Relay) — nepepadya coobweHWin Ha B3aMMOLEWNCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitme flash nepepaetca B paclwMpeHUn
Application/dtmf-relay kak signal=hf;

= SIP info (Broadsoft) — nepepadya COOOLWEHUI Ha B3aMMOLEWCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B paclIMpPeEHUN
Application/Broadsoft kak event flashhook;

= SIP info (SSCC) — nepepaya cooblueHNn Ha B3aUMOAENCTBYIOLLYIO CTOPOHY MO NPOTOKONY
SIP B 3anpocax INFO. Cobbitue flash nepepaetca B8 pacwmnpeHumn Application/sscc Kak
event flashhook.

V B TeKyuwieit Bepcuu NO nepeaaua Flash BoamoxHa TonbKo no npotokony SIP.

Tun Haepy3ku 0n14 nakemoe RFC2833 — Tun Harpysku Ana nepegaym naketos no RFC2833
(paspelueHHble 418 UCNO/Ib30BaHMA 3HaYeHusA — oT 96 o 127);

OO0uHaKosblli mun Hazpy3ku 044 Mpuéma u nepedayu — ONUMA UCNONb3YETCA NPU UCXOAALLEM
BbI30BE A/18 COr1acoOBaHUA TMUMa Harpysku cobbiTui, nepegasaembix no RFC2833 (DTMF u Flash).
Mpu ycTtaHoBneHHOM dnare nepegada M npuvem cobbituii no RFC2833 ocyuwectBaserca ¢
HarpysKoi 13 NPUHATOrO OT BCTPEYHOMN CTOPOHbI coobueHuns 2000k. Mpu cHATom dnare nepesaya
cobbiTMii no RFC2833 ocyulecTBaneTcs ¢ Harpyskon m3 npuHatoro 2000k, a npuém — c TMnom
Harpysku us cobctBeHHOM KoHdUrypauum (yKasbiBaeTcs B ucxoasallem Invite);
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—  MUcnonbzoeams 0b6Hapyx#eHUe MuuUuHbl — NPU YCTaHOBNEHHOM diare Ucnosab3oBaTb AETEKTOP
TULIMWHDI;

—  MUcnonszosams sxonodasneHue — Npu yCTaHOBAEHHOM dnare CNO/Ib30BaTb 3XONOAABAEHUE;

— MWUcnonsezosame RTCP — npwn ycTaHoB/MeHHOM ¢are Mcnosib3oBaTb NpoTtokon RTCP ana KoHTponA
3a pPa3roBOPHbIM KaHa0M:

®  UWHmepesan nepedayu — MHTepBan nepeaaun naketos RTCP, cek;

= [lepuod npuema — nepuog npnéma coobueHmsa RTCP nsmepserca B e4MHULAX MHTEepBana
nepegayun; eciM no UCTeYeHUU nepuosa NpUEMA OT BCTPEYHOW CTOPOHbI He byaet
noay4yeHo HM ogHoro RTCP-naketa — TAU-2M.IP pa3pbiBaeT coeanHeHue.

O6uwme HacTpoiku npodpuneit SIP

—  MUcnonbzoeams STUN — npu ycTaHoBNAeHHOM ¢nare mucnonbsyetca npoTtokon STUN (Session
Traversal Utilities for NAT) ana onpeaeneHua ny6anyYHOro agpeca yCcTpoicTea (BHeWHero agpeca
NAT). PekomeHayeTca UCMO/1b30BaTb AaHHbIK NPOTOKOA Npu paboTe ycTponcTea Yepes NAT;

— Adpec STUN-cepsepa — IP-agpec nnu apomeHHoe umsa cepsepa STUN, yepes ABOETOUYME MOMKHO
BBECTM a/IbTEPHATUBHbIN NOPT cepBepa (No ymonyaruto 3478);

— WHmepsan onpoca STUN-cepsepa, cek — WHTepBan, No UCTEYEHWU KOTOPOro OTNpaBaaeTcA
3anpoc Ha cepsep STUN. Yem meHblle uUHTEepBan onpoca, TeMm Bbille CKOPOCTb peakuumn Ha
n3MeHeHue nybanyHoro agpeca.

—  TpaHcriopm — BbI6OP NPOTOKOA A1A TPAHCNOPTUPOBKM CO0bLLEHMI NpoToKona SIP

[na BCTynneHMs B CUIY HOBOW KOHOUIypauuum M 3aHECeHWUA HACTPOEeK B SHEProHe3aBUCUMYO NaMATb
HaXXMUTE KHONKY «[TpumeHUmMb». N OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».

3.6.3.4 NogmeHio «Fpynnbl BbI30OBa»
B nogmeHto «[pynnbl BbI30Ba» BbINOAHAETCA yrpasieHne rpynnamun BbI30BOB.

lpynnbl BbI30Ba NpeAHa3HayYeHbl 41A BbINOAHEHUA GYHKLMA UeHTpa 06paboTKM BbI3OBOB. YCTPOMCTBOM
noaaep:usaetca 3 pexkuma paboTbl rpynn Bbi3OBa:

— Tpynnoseoli (Group) — pexKmMm, NPy KOTOPOM BbI3OB MOCTyNaeT Ha Bce cBO60OAHbIE MOPTbI rPYnMbl
oAaHoBpemeHHo. Mpu OTBETe OAHOrO M3 YYaCTHUMKOB rPYMnbl, BbI30OB Ha OCTa/ibHble MOPTbI
npekpallaeTcs;

— 3adepxcaHHbili epynnoeoli (Serial) — pexum, Npu KOTOPOM BbI30OB MOCTyNaeT Ha MepBbli
cBOGOAHbIN B CNUCKe rpynnbl MOPT, 3aTEM 4Yepe3 OnpeaeneHHbI MPOMEXKYTOK BpPeMEHM
(Talimaym ebiz08a cnedyroujezo nopma) K OCHOBHOMY pgob6aBnseTca cnegyrolmini cBoboaHbili B
cnucke nopT v T.4. MNpu oTBETE OAHOrO M3 YYAaCTHMKOB TPYNMbl, BbI30B HA OCTa/ibHble MOPTbI
npekpaLlaeTcs;

—  TMouckoslli (Cyclic) — pexxum, npu KoTopom no Tanmayty (Talimaym ebizosa ciedyrouje2o nopma)
nociaefoBaTe/bHO BblbUpaeTcs CBOOOAHbLIM YYaCTHMK M3 COCTaBa rpynnbl M Ha 3TOT HOMep
nepexoauT BbI30B.

Mpynnkl BbI30Ba

WmsA rpynnet Crartyc Mpodmnne Homep Tenediona CocTae rpynnel
@&

Group1 BhiknioyeHa 1st profile
Group? BuiknioueHa 1st profile
£ P )

Group3 BhiknioyeHa 1st profile
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—  Wmsa epynnel — Ha3BaHWe rpynnbl BbI30Ba;

— Cmamyc — cocToaHue rpynnbl BbI30Ba: BKAKOYEH, BbIKOYEH;

— [lpoghusnsb — SIP-npodunb, cnonb3yemblii rpynnoi Bbi30Ba;

— Homep menegoHa — Homep TenedoHa rpynnbl BbI30Ba;

— Cocmas epynnbl — CNUCOK IMHWI (NOPTOB), KOTOPbIE BXOAAT B rpynmny Bbi30Ba.

[na BbINOMHEHWA HACTPOEK TPynMbl BbI30Ba Ha*KMWUTE HA COOTBETCBYIOLLYHO CCbIIKY B KOJIOHKE «Mms
2pynmnel»:

PegdakTuposaTe rpynny

BrntouuTs

®

Npodune 1st profile v

Wma rpynnel | Groupd
Homep Tenedqoxa

MmMa none3osatena ons
ayTeHTU MKALMKT

Mapone AnA ayTeHTH rKaLmMmn
SIP nopT 5060
Tun rpynnel Group v
Pa3vep ovepeau Buloea 10
TalmayT oTBeTa Ha Bbi30B, C 20

PaspelwnTL NepeXeaT Bul308a Ha rpynny ¥

CocTae rpynnsl
NMuHKUA 1

MuHKuA 2

—  BKaw4ume — npu ycTaHOBNEHHOM diare UCNONb30BaTb rpynny;

—  [pogpune — SIP-npodunab, HazHAYEHHbIN rpynne Bbl3oBa. HacTpolku npoduns BbINOAHAOTCA B
pasgene «IP-menegoHus -> lpogunu;

—  Umsa epynnel — MAeHTUPUKALMOHHOE MMA TPYNMbl;

— Homep menegoHa — TenepoHHbIA HOMeP rpynmbl BbI3OB3;

—  WmsA nonv3zosamensa 048 aymeHMuUGUKayuu — UMA NOMb30BaATeNA, KOTOPOe MCNosb3yeTca Ans
ayTeHTMdUKaumm Ha SIP-cepBepe;

— [aponb 0aa aymeHmugukayuu — Naponb Ana aytTeHTuduKaumm Ha SIP-cepeepe;

—  SIP nopm — anbTepHaTMBHbINM SIP-nopT rpynnbl (No ymonyaHuto 5060);

— Tun epynnsl — TUN FPYNMbl BbI30Ba:

= Group — cUrHan BbI30Ba NOAAETCA Ha BCe NOPTbI B rpynne 04HOBPEMEHHO;

=  Serial — KONNMYECTBO NOPTOB, Ha KOTOPbIE MOAAETCA BbI3bIBHOW CUrHAA, YBENIMYMBAETCA Ha
O4MH MO UCTEYEHMM TaliMayTa BbI30Ba CNeAyIOLEero nopTa;

=  (Cyclic — curHan Bbi30Ba Yepes MHTepPBas, PaBHbIiA TaliMayTy Bbi30Ba C/leAyloLEro nopTa,
noZaeTcs No oYepeam Ha KaxKablii mopT B rpynne. Mpu 4OCTUMKEHUU NOCAeAHEro NopTa B
rpynne o63BOH NPOAO/IKAETCA BHOBL C MEPBOro NopTa;

— Talimaym ebi308a criedyowe2o0 nopma, ¢ — ONUMA WMCNOAb3yeTca rpynnamu Tuna «serial» u
«cyclicy » 3apgaeT MHTepBan BpPemMeHW B CEKYHAAX, Yepe3 KOTOPbI OCYyLEeCTBAAETCA Bbi30B
cneaytouiero/cneayowmx nopTos;
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Pasmep o4yepedu 6bi308608 — HACTPOMKA MO3BOASET OFPaHUUMTb MaKCMMANbHOE YUCNOo
HEOTBEYEHHbIX BbI3OBOB B 04Yepeaun rpynnbl Bbi30Ba. MOCTYyNMBLLMIA BbI3OB He CTaBUTCA B o4epesp,
ec/n B rpynne ecTb cB060AHbIE NOPThI;

Talimaym omeema Ha 8bI308, C — ecNv He ByaeT OTBETa Ha rPYnnoBOM BbIZOB MO UCTEYEHUMU
AaHHOTO MHTEpPBasa BpeMeHM, Bbi30B cOpacbiBaeTcs;

Pa3pewumbs nepexsam 86i308a HA 2pynny — MNpW yCTaHOBAEHHOM dnare paspelleH nepexsaT
BbI30Ba, NOCTYNMBLUErO Ha rpynny. MepexeBaT BbI30Ba BO3MOEH, TO/IbKO €CinM aboHEeHTbl rpynnbl
Bbl30Ba MpUHaANeXKaT 040l rpynne nepexsata (cmoTpute B pasaene 3.6.3.7 MoameHio «Fpynnbi
nepexsara»).

Cocmas 2pynnbl — NpU ycTaHOBAeHHOM dnare, AnMHUA (NopT) byaer BXOoAUTb B COCTaB AaHHOM
rpynnbl BbI30Ba.

[na BCcTynneHus B CMAY HOBOW KOHOUIypauum U 3aHECEeHUA HACTPOEK B 3SHEProHe3aBMCUMYID MamMATb
HaXXMUTE KHOMKY «[TpumeHuUmob». Jns OTMEHbl U3MEHEHWUIN HaXKMUTE KHOMKY «OmMmeHa».

3.6.3.5 NMNoameHo «QoS»

B nogmeHto «QoS» HacTpamBatoTcs dyHKUMM obecrneyeHma KadecTBa obenykmeaHua (Quality of Service).

HacTtpoiika gnanasoHa RTP-nopToBs

MUHUManeHEIR RTP-nopT 23000

MakcnManeHelil RTP-nopT 26000

# HacTtpoiika DSCP
DSCP anA curHanuaaumn (SIP) 0

DSCP ana RTP 0

HacTtpoika guanasoHa RTP-nopTos

MuHumanoeHsili RTP-nopm - HWXKHASA rpaHMua pguanasoHa RTP-nopToB, MCNosib3yembix pas
nepenayn pasroBopHoOro TpadukKa;
MakcumaneHsili RTP-nopm - BepxHAA rpaHuMua auanasoHa RTP-noptos, mMcnosnb3yembix pas
nepenayn pasroBopHoOro TpadukKa;

HacTpoika DSCP

DSCP 054 cueHanu3ayuu (SIP) — 3HayeHue nona DSCP 3aronoBka IP-nakeTa ans curHanbHoro (SIP)
TpaduKa (ycTaHaBAMBaETCA B AECATUYHON CUCTEME CUUCNEHUA, MPUHMMAET 3HadeHus ot 0 ao 63);
DSCP 0na RTP — 3HauyeHue nona DSCP 3aronoska IP-naketa gna rosnocosoro (RTP) Tpaduka
(ycTaHaBnMBaeTCA B 4CATUYHOM CUCTEME CYMCNEHUSA, NPUHUMAET 3HadyeHus oT 0 go 63).

[na BCTynneHus B CUAY HOBOW KOHOUIypauum U 3aHECeHWUA HACTPOEeK B 3HEeProHe3aBMCHMMYI0 NamATb
HaXXMUTe KHOMNKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWUIN HaXKMUTE KHOMKY «OmMeHa».
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3.6.3.6 NMogmeHto «lMpedukcbl ynpasneHna ABO»

B noameHio «MpeduKkcbl ynpasnenma [ABO» HacTpamBaioTca Kogpl, Habupaemble € TenepoHHOro
annapaTa, 41a akTUBaLMK Uau geaktusauumm ycayr ABO.

AGOHEHT MOMeT YynpaBAATb COCTOSHUEM YCAyr co cBoero TenedoHHoro annapaTta. [JocTynHbl
cnepytowme GyHKUUK:
aKTMBaumA ycnyrm — * Koa_ycnyru #;
npoBepKa aKTMBHOCTKM ycnyru — *# kog_ycnyru #;
OoTMmeHa ycayru - # kog_ycnyru #;

Ona aktmBaumm ycnyr «besycnioBHaa nepeagpecauua», «lMepeagpecaums Bbi30Ba MO 3aHATOCTUY,
«Mepeagpecaumn no HeoTBeTy», «Fopavasn/Tennas AMHUA» TpebyeTtca BBECTM HOMep TenedoHa:

* Kog_ycnyrn * Homep_tenedoHa #

Mocne BBOAA KOAa aKTMBALMM MAN OTMEHbl YCAYrM abOHEHT yC/ablwmnT curHan «MoarsepxaeHue» (3
KOPOTKMUX CUrHaNa), KOTOPbIN FOBOPUT O TOM, YTO YC/Iyra YCMewHOo akTMBUMPOBaHa 1M OTMEHeHa.

Mocne BBOAA KOAA MPOBEPKU YCAYTM abOHEHT MOXeT ycablwatb aAnbo curHan «OTBeT cTaHuum»
(HenpepbIBHbIN cnrHan) NMBo curHan «3aHATo» (KOPOTKKUeE ryaku). CurHan «OTBET CTaHLMN» rOBOPUT O TOM, YTO
yCAyra BK/IKOYEHA U aKTUBUPOBaAHa, CUTHa «3aHATO» — YCyra BbIK/OYEHa.

Mpecdukckl ynpaenenns BO
yenyru 4BO Koa Koa Koo npoeepku cratyca
aKTMBaLMK AeaKTUBaLMK yenyru
B BesycnoBHan nepeagpecauna 1 # - -
L] Mepeagpecauns BeI308a N0 1 # - -
3AHATOCTK
Mepeaapecalya no HEOTBETY b # - -
PaspelunTs NepersaT Bui30Ba Ha 1 # - -
nopT
MopAYas/Tennaa NMHUA b # - -
OXMAAHWE BbI30BA b # - -
He DecnokouTs 4 # - -
ynpaBneHme aboHEeHTCKMM cepsucom
—  Yenyau [4BO — cnuncok ycnyr BO:
u Ee3yC/708HCIﬂ nepeadpecaqug — ycayra, npu aKtusauum KOTOpOl\;I BCe BbI30BbI,

noctynueluMe aboHeHTY NepeHanpaBAAloTCA Ha 3a4aHHbI HOMep;

= [lepeadpecauyus 8613084 N0 3GHAMOCMU — YCAyra, NpU aKTMBaLMM KOTOPOW BCE BbI30BbI,
noctynueluMe aboHeHTy, B CAy4ae ero 3aHATOCTM, MepeHanpaBAAloTCcA Ha 3agaHHbIN
HoMep;

= [lepeadpecauus no Heomeemy — YyCAyra, NPy aKTMBaLUMW KOTOPOW BCE BbI30BbI,
nocTynueluMe aboHeHTy MepeHanpaBAAlOTCA Ha 3af4aHHbli HOMep nNpu HeoTBeTe
aboHeHTa B TeyeHWe onpeseNeHHOro BpeMeHw;
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=  Paspewums repexsam 8bi308a HA NMOpmM — eCAW YCayra akTMBMpoBaHa aboHeHTOM —
NOCTYNMBLUME HA HEro BbI30Bbl MOTYT ObiTb NepexBayveHbl ApYrMmMM aboHEHTamMK U3 ToW
*Ke rpynnbl NepexsaTa;

= [opayaa/Tennasa AMHUA — NPU aKTMBAUMM YCAYrK, MoOCiAe MoAHATUA TPybKM uepes
YCTAHOBNEHHbIN WMHTEPBAN BPEMEHM MPOUCXOAMT aBTOMATMYECKUIt Habop 3agaHHOro
HOMepa;

=  OxuoaHue 8bI3080 — aKTUBALUMS YCAYrU MO3BOAET abOHEHTY B COCTOSHUM Pa3roBopa
nosyyatb yBeJOM/EHME O HOBOM MOCTYMMBLUEM Bbi30Be. ABOHEHT MOXKET MPUHATb,
OTKNOHWUTb MW UTHOPUPOBATb OXKMAAIOLLNIA BbI3OB;
= He b6ecriokoums — ycnyra nosponser aboHeHTYy BPEMEHHO OrpaHuMYuUTb BCE BXOoAAlIMe
BbI30BbI.
—  Kod akmueayuu — Koa Ana akTUBaLMmM yCAyru;
— Koo deakmusayuu — Kog, ANA AeaKTUBaLMUMU YCAYIK;
— Koo nposepku cmamyca ycsyau — Kog, ANA KOHTPOIA aKTUBHOCTU YCAYTH;

KoZ geakTvBauuMu M KOg, MPOBEPKM CTaTyca YCAyru 3anoJ/IHAIOTCA aBTOMATMUECKM HA OCHOBaHWKM Koaa
aKTMBaLMK.

[na BCTynneHus B CUAY HOBOWM KOHOUIypaLMm U 3aHeCeHUA HacTPOEK B SHEProHe3aBMCMMYI0 NamATb
HaXXMuUTe KHOMKY «[TpumeHums». Ina oTMeHbl USMEHEHUI HAaXXMUTE KHOMKY «OmmeHa».

3.6.3.7 NogmeHto «Fpynnbl nepexsata»

MoameHo «Mpymnbl nepexeama» CAYXUT ANA HAaCTPOMKK rpynn nepexsarta Bbi30Ba.

lpynna nepexsaTta BbI30Ba — rpynna aboHEHTOB, YNOJHOMOYEHHbIX MPUHUMATL (NepexBaTbiBaThb) Nt06OM
BbI30B, HaMNpPaB/IeHHbI Ha Apyroro aboHeHTa, BXOAALLErO B rpynny. To ecTb KaxKAbli abOHEHT, NpUHaaexKalmi
rpynne, MOXeT NepexaaTuTb Bbi30B, NOCTYNMBLIWIA Ha Ntoboro apyroro aboHeHTa gaHHOM rpynnbl nyTem Habopa
Koja nepexBaTa. HacTpoilka Kofa nepexBaTa OCYLLECTBASETCA B MyHKTe «[1naH Hymepauuu» nodmMeHro

«[Mpogpunu».

Mpynnbl nepexsata

Nuana 1 Nnana 2

(]

Mpynna 1 v

[na pobasneHua/yaaneHmsa IMHAM B rpynny yctaHoBUTe/CHUMKUTE dar Ha MPOTMB 3a4aHHOM rpynnbl.

[nAa BCTynneHus B CUY HOBOM KOHOUTypauum M 3aHECeHWs HACcTPOEK B SHEProHe3aBWCUMMYKD NamATb
HaXXMUTe KHOMNKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWIN HaXKMUTE KHOMKY «OmMeHa».

Ucnons3osaHue ycayau:

Ha TenedoHHbI annapat aboHeHTa, MpuUHaZnexkKallero rpynne rnepexearta, MoCTynaeT Bbi3oB. Ecau
aboOHEHT He MOMEeT OTBEeTUTb Ha BbI30B — Apyrol aboHEeHT, TaKke npuHagaexalluMii 3Tol rpynne U
NCMONb3YIOLWMIA TOT e npoduab SIP, MOXKEeT NnepexsBaTuTb NOCTYNUBLUNIA BbI30B. [11A 3TOr0 OH A0/KeH HabpaTb
Kog, nepexeaTa, NoC/e Yero NponsonaeT coeanHeHNe C Bbi3biBalOWMM abOHEHTOM.

ObpaTtnTe BHMMaHWeE, YTO MepPexBaT Bbi30Ba BO3MOMKEH TOJIbKO B TOM C/ly4ae, €C/iv Bbi3blBaeMmbli U
nepexBaTbiBalOWMI BbI30B aBOHEHTbI MCMO/b3YIOT OAMH M TOT e SIP npodub.
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lpynna nepexBaTa MOXET MCNONAb30BaTbCs COBMECTHO C rPynnoi Bbi30Ba, AJ1A 3TOro BCe NOPThI,
npuHagnexKalme rpynne Bbi30Ba, A0/KHbI NPUHaZNEXKaTb rpynne nepexsata. B atom cnayyae noboint nopt
npUHagaesKalmim rpynne nepexsarta MOMKeT NepexsaTuTb Bbi30B, NOCTYNMBLLUNI Ha FPYNnoBO HOMep.

Ecnv aboHeHT HabupaeT Kog, nepexsata B MOMEHT, KOT4a Ha rpynny uan tenedoHHbl NopT He nocTynaeT
HW O4HOTO BbI30Ba — aBOHEHTY BYAET BblAaH CUTHAN «3aHATOY.

3.6.3.8 MoameHto «CUrHan Bbi3oBa»

B nogmeHo «CurHan BbI30Ba» OCYLLECTBAAETCA HACTPOMKa a/fibTePHATMBHOMO CMTHasia MOCbIIKU Bbi30Ba
(KapgeHuMK) B 3aBUCMMOCTU OT HOMEpPA Bbi3blBatoLLEro aboHeHTa MB0 B 3aBUCMMOCTU OT 3HAYEHMA 3aro/0BKa
Alert-Info Bo BxogdAwem Invite. 3HayeHWe KadeHUMM [ANA KaXKAOro CUrHana Bbi3oBa 3a4aéTca B BuAe
nocneAoBaTeIbHOCTU Yepeayowmxca AANTeNbHOCTEN MMMNYAbCa U Nays, pasgeneHHbix cumsosom " mam ;"
3HayeHMe OAUTENbHOCTM WMMMNyAbca/nay3bl 3a4aeTca B MWIIMCEKYHAAX W [O/MKHO 6biTb KpaTHo 100.

MuHMMaNbHasa 4AUTEeNbHOCTb MMNYNbca/nay3bl cocTasnset 200Mc, makcumanbHas - 8000 mc.

Ona Toro ytobbl NpPUBA3aTb ONPEAENEHHYI0 KaJeHUMIO K 3HaYeHuto 3aronoBka Alert-Info Bo Bxoasuwem
Invite, Heobxoanmo B cooTBeTcTBYylOWEM npodune SIP aktusmposaTb ¢nar «Obpabamesisame 30201080K Alert-
Info», a B HacTpoWKax KaAeHUNN yKa3aTb Ha3BaHME curHana B none «HaseaHue curHana» (Hanpumep, Example-
cadence). KageHuma 6yaet npourpaHa B MHUIO, ecin BO BXxoaswem Invite 3aronoBok Alert-Info 6yaet umets
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecnn kageHums no 3arosioBky Alert-Info He HanaeHa, byaeT npousBeAeHa NOMbITKA HANTU KageHUMIo Mo
HoMepy Bbi3blBatowero aboHeHTa. lpu OTCYTCTBMM nocnegHen BblJAETCA CTaHAAPTHLIA CUrHaA Bbl30Ba C
KageHuuel "1000,4000".

Tabnuua curHanos

HazeaHue curiana KageHuna
Belicore-dr1 1000,4000
Bellcore-dr2 1000.3000
Bellcore-dr3 1000,2000
Bellcore-drd 1000,1000
Belicore-drd 700,700.700,3000

Ona penaktMpoBaHMA onpeaeneHHOro CUrHasa HaXMUTE Ha COOTBETCBYIOLLYIO CCbIJIKY B KOJIOHKe
«Ha3zeaHue cueHana».

[na nobaBneHMA CUrHaNA HAXKMUTE KHOMKY «[J06aBMUTb» 1 BbINONHUTE C/IeAyHoLmMe HaCTPOMKN:

PepakTuposaTk curHan

Ha3ssaHue curHana Bellcore-dr1

KaneHuua 1000,4000
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— HassaHue cuzHaa1a — UMA CUTHaNa;

— KadeHyusa — ANVUTENbHOCTb NOAAYMN BbI3bIBHOrO HaMpAXeHWUs Ha TenedoHHbIXM annapaTt U yepes
3anATy0/TOUYKY C 3anATON A/IMTENbHOCTb Nay3bl MEMAy CWUrHasamu Bbi3oBa, 06a 3HayeHus
AONXKHbI 6bITb KpaTHbl 100 Mc, MMHMMa IbHOE 3Ha4YeHue 200mc, makcumanbHoe — 8000 mc;

[na BCTynneHus B CUIY HOBOM KOHOUIypauuM M 3aHECeHWUA HACcTPOEeK B 3HEepProHe3aBUCHMMYI0 MamATb
HaXXMUTe KHONKY «[TpumeHUmMb». AN OTMEHbl USMEHEHWNIM HaXKMUTE KHOMKY «OmMeHa».

3.6.3.9 MeHI0 «UcTOpuUA BbI3OBOB»

B nogmeHio «MCTOpMﬂ BbI30BOB» NMPOU3BOAUNTCA HaCTpOVIKa BeAeHNA XPOHONO0IMn BbiI3OBOB.

MCTOPHH BbBI30BOB

Faamep UCTOPWK ELIZOECE 20

MonyunTe GaAN KCTOPMK ERI30EOE * Crauatk

QYMCTHTE MCTOPWKD BEIZOBOE m

MocMoTpEeTE "LCMOpUK EbIS0R0E

— Pasmep ucmopuu 8bi30808 — MAKCMMaJIbHOE KOJIMYECTBO 3anUCeEl B KypHane, NpPUHMMAET
3HayeHnsa ot 0 go 10000 cTpokK. 3HavyeHue «0» OTKAKOYAET BedeHMe MUCTOPUM Bbi30BOB. [lpu
OOCTUXKEHUN YCTaHOBJIEHHOIO OrpaHMYEHMA B XKypPHase KarKgaa nocneayrowan 3anucb yaanut
CaMyto CTPYHO 3aMNnCb B Hava e XKypHana;

—  Monyyums ¢alin ucmopuu 86130808 — ANA coxpaHeHua daiina «voip_history» Ha nokanbHom MK
HaXXMUTe Ha KHOMKY «CKayaTby;

— O4yucmume UCMOPUK B8bI30808 — AN OYUCTKM MUCTOPUM BbI3OBOB HAXMWUTE Ha KHOMKY
«OUnCTUTLY;

Ona npocmoTpa MCTOpUKM BbISOBOB NepenguTe No ccbiike «flocMompems “Ucmopuro 861308087 ».
OnucaHne MOHUTOPWHra NapameTpoB npuBeneHo B pasgene 3.7.9 [ModmeHo «Mcmopus 8b130808»He8MmeHo

HHAcmopUHI-86i30866%.

[na BCTynneHus B CUy HOBOM KOHOUIypauUWM M 3aHECEHUA HACTPOEK B SHEProHe3aBUCHMMYI0 MamATb
HaXXMUTe KHOMKY «[TpuMmeHUMoe». AN OTMEHbI USMEHEHUIN HAXKMUTE KHOMKY « OmMeHa».
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3.6.4 MeHto «IP-TenesugeHue»

3.6.4.1 NogmeHto «IPTV»

B nogmeHto «IPTV» BbINOAHAKOTCA HAacTPOMKKM ana paboTsl cepBuca IP-TenesngeHme.

HacTpoiikn undpoBoro TenesnaeH1s

BratounTe IPTV ¥

Bepcua IGMP 3 v

Nepuoanyeckoe oGHOBMNEHWE NOANUCKN

BrniounTe
ELICTPEIN BBIXOA U3 FpynnkI

BKNHOYUTE
Hactpoika VLAN gna IPTV

Mcnone3osaTs VLAN

HacTpoitka HTTP-npoKcK

BraounTe @

MopT HTTP 1234

Bkaouume IPTV — npun ycTaHOBAEHHOM dare paspelleHa TpaHCcsuma curHanos IP-TenesmaeHums
¢ WAN-uHtepdeiica TAU-2M.IP (13 ceTu npoBaigepa) Ha YCTPOWCTBA, NogKAoYeHHble K LAN-
nHTEepdelicy;

Bepcusa IGMP — Bepcua npotokona IGMP gna otnpasku IGMP-coobweHnin ¢ WAN-uHTepdeiica
(cooblwieHnn aKTMBaUMM WM OEeaKTMBAUMM MNOAMUCKM Ha KaHanbl  IP-TeneBugeHus).
MopaeprknsatoTca Bepcmumn 2 n 3.

[Mepeoduyeckoe 0bHOo8AeHUE NOONUCKU

BKato4ume — Npu BKAKOYEHHOM ONLUMM NPOMUCXOAUT Nepuoanyeckan otnpaska ¢ WAN-uHTepdeica
COOBLWEHNIN CO CMMCKOM aKTMBHbIX IPTV-KaHaN0B Ha BbILWECTOALLMIA CEPBEP, OCYLLECTBAAOLLNMN
TpaHcAAuMo curHanoB |IP-tenesngeHusa. BratovyeHue ¢yHKUMM nepuogmyeckoro obHoBIEHUS
NnoAnMCKN Heobxoaumo, ecnu BbILWECTOALWMA cepBep OTKAoYaeT TpaHcaauumio IPTV-KaHanos
Yyepes onpeaeneHHbIN MHTEPBaN BPEMEHU;

lMepuod obHosneHuUsA, ¢ — Nepuog OTNPaBKU COODBLLEHNN CO CMMCKOM aKTUBHbIX IPTV-kKaHanos, B
CeKyHOax. YcTaHOBUTe BeNMYMHY Nepuoaa OOHOBAEHMA B 3HAYEHWe, MeHbluee, Yem TalmayT
OTK/IIOYEHUA TPAHC/IALUM CUTHA/IA BbIWECTOALLUM CEPBEPOM.

Bbicmpeili 8bix00 U3 2pynnbi

BKAo4UMb — NPW YCTAHOBIEHHOM diare BKIOYEH PeXnm BbICTPOro Bbixoga U3 rpynnbl. JaHHasa
OYHKLMA yMeHbLIAeT 3a4eprKKy YCTPOMCTBA HA NEPEeKAOYEHME MeXAy MHOroaapecHbIMU
NOTOKamM (OTKAOYEHME MOTOKA NPOMUCXOAUT Cpasy Mocsie MoJlydYeHUs OT KAMEHTA COoOobLLeHMA
«Leave Group» 6e3 fonosHUTENbHOrO nepecnpoca). He pekomeHayeTca UCNONb30BaTb AAHHbI
peXunm, Koraa Kk ogHomy nopty LAN noaknoueHo 6onee ogHOro npuémuumka IPTV.
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Hacmpolika VLAN 0as IPTV

Ucnonszosame VLAN — npu ycTaHoB/IeHHOM dnare Ucnosib3oBaTb Aaa ycayrn IPTV BblaeneHHbI
VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ans ycayrn UHTepHeT unmn STB), uHaue —
ana IPTV 6yaet ucnonb3oBatbcA WHTepdelic ycnyrn WMHTepHeT. 3Ta HacTpoliKa no3BOAsET
onpeaenutb nHTepdenc ans npuéma IPTV-cMrHanoB U3 BHELWHEN ceTu;

VLAN ID — ngeHTMdunKaunoHHbit Homep VLAN ana npuéma curHanos IP-tenesmaeHus;

802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAMBAEMbIN Ha
ncxogalme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHMMaeT 3HaYeHMA OT O (HM3WKIA NnpuopuTeT)
8o 7 (HauBbicwuit npuopuTeT). Mcnonb3yetca B pabote anroputmoB obecrneyeHua KavecTBa
cepsuca (QoS).

Hacmpolika HTTP-npokcu

Bkaoyume — npu ycTaHoBAeHHOM ¢nare BKAtodeHa ¢yHKumAa HTTP-npokecn. HTTP-npokcu
ocywectsnseT npeobpasoBaHuMe UDP-notoka B notok HTTP, mcnonbsywowmit npotokon TCP
(NpoTOKON HafeXKHOW AO0CTAaBKM MAKEeTOB), YTO MO3BOJIAET YAYYLMUTb KauyecTBO TPaHCAMPYEMOTO
n306pakeHMA NpU NOXOM KaYecTBE KaHasa CBA3W B IOKA/IbHOW CeTy;

Mopm HTTP — Homep nopta HTTP-npokcK, ¢ KoToporo byaeT ocywecTBAATbLCA TPaHCAMPOBaHME
BMOEO0-NOTOKA. Mcnonb3yiTte 3TOT NOPT 1A NOAKNOYEHUA K TPAHCAMPYyeMbIM ycTponcTBom TAU-
2M.IP notoKkam IPTV.

Hanpumep, ecnn TAU-2M.IP nmeeT Ha LAN-unTepdeice agpec 192.168.0.1, ana nopta NpPoOKcU-
cepBepa BblbpaHo 3HauyeHue 2345, n HeobxogMmo BocnpomsBecTM KaHan 227.50.50.100,
TpaHcampytowminca Ha UDP-nopt 1234 — gna nporpammbl VLC agpec NoToKa HyXHO 3a4aTb B
Buae: http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCcTynneHus B CUAY HOBOWM KOHOUIypauum U 3aHECEeHUA HACTPOEK B SHEProHe3aBMCUMYIO MaMATb

HaXXMUTe KHOMKY «I7pu1v|eHumb». ﬂ,ﬂﬂ OTMEHbI USMEHEHWNI HAXXMUTE KHOMKY «OmmeHa».
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3.6.5 MeHI0 «Cuctema»

B meHto «Cuctema» BbINOMHAKOTCA HaCTpOVIKM Cncrembl, BpemeHu, oocrtyna K yCTpOﬁCTBy Nno pPa3/indHbIM
NPOTOKO/1aM, MPONU3BOANTCA CMEHa Naposaa n obHoBNEHME nporpammHoro obecneyeHus yCTpOl\/‘ICTBa.

3.6.5.1 NMNogmeHIo «Bpema»

B nogmeHio «HacTpoikun BpemeHM» BbINOJIHAETCA HAaCTPOMKA NPOTOKOIa CUHXPOHM3auun BpemeHn (NTP).

HacTpoiiku BpemeHn

Yacosolh noAc Moscow, Russia v

ABTOMATHYECKHA nepexol Ha netHee/! L4
=== IUMHEE BpEeMA

3 Mepexod Ha NeTHee BPpeM:A - v - v - v
B - v - v
Mepexod Ha IMMHEE BpeMA - v - v - v
B - L . L
CABWr BDEMEHW (MWH.) | B0

BrmigunTe NTP 1+

CepBep cHHXpoOHU3aUMK | pool.ntp.org -

Hacmpoliku spemeHu

Yacosoli nosAc — N03BOAAET YCTAHOBMTbL YAaCOBOM MOAC B COOTBETCTBMU C HAMMKAMALLMM rOpoaoMm B
Baluem pernoHe 13 3alaHHOrO CNMCKa;
Asmomamuyeckuli nepexod Ha nemdee/3umHee epemsa — MpPU ycTaHOBAEHHOM dnare byaer
nepexos Ha snetHee/3sumHee Bpemsa 6yaeT BbINOAHATLCA aBTOMATUUYECKWM B 3afaHHbIA Nepuog,
BPEMEHMU:

= [lepexod Ha iemHee 8pems — LeHb, KOTrAa BbINOHATb NEPEX0s, Ha IeTHeE Bpems;

= [lepexod Ha 3uMHee 8peMs — AeHb, KOr4a BbINONHATb NePeXos Ha 3MMHEe Bpems;

= (Cdsuz speMeHU (MUH.) — Nnepuos, BpeMeHN B MUHYTaxX, Ha KOTOPbIM BbINOJHAETCA CABUF

BPEMEHM.

BKkatoyume NTP — ycTaHoBuTe dnar, ecim HeOBX0AMMO BKAOYUTb CMHXPOHM3ALMIO CUCTEMHOIO
BPEMEHWU YyCTpoMUCTBA C onpegeneHHoro cepsepa NTP; Cepsep cuHxpoHuszayuu — |IP-
agpec/nomeHHOE UMA cepBepa CUHXPOHU3ALMN BPEMEHM.
Cepsep cuHxpoHuszayuu — IP-agpec/OOMeHHOE WMA cepBepa CUHXPOHM3ALUMM BPEMEHMU.
Bo3moXkeH py4yHOI BBOA aApeca cepBepa Wan BbibOp M3 CriMCKa.

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypauMu M 3aHECeHMsA HACTPOEK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3BMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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3.6.5.2 NoameHto «loctyn»

B nogmeHto «[ocTyn» HacTpauBaeTca AOCTyN K ycTpouctey nocpeacteom WEB-unHtepdeiica, Telnet u

SSH, a TakKe goctyn no npoTtokony FTP K HaKonuTento, noaxknto4yeHHomy K nopty USB.

MopTel gocTyna

MopT HTTP 80
MopT HTTPS 443
MopT Telnet 23

MopT SSH 22

LocTtyn k yenyre WHTepHeT

Web
BHeWwHAA ceTe @ HTTP & HTTPS
BHYTPEHHAA CeTe @ HTTP ¥ HTTPS
Telnet
BHELIHAR ceThb
BHYTpEHHAA ceTe &
SSH

BHEWHAA CETE

BHYTpEHHAA ceTe &

OocTyn k yenyre VolP

Web HTTP HTTPS
Telnet

SSH

HDoctyn k ycnyre VLAN ynpaenenuns
Web HTTP HTTPS
Telnet

SSH

Hoctyn k USB

BHELWHAA CeTs
BHYTpEHHAA ceTe ¥

PagpelwnTs 4OCTYN aHOHUMHOMY ¥
NONB30BATENHD

PaspelmTe 3anucs aHOHUMHOMY
NONb30BaTENH

+ [pUMEHHTB x OTMeEHA
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Mopmei docmyna

B AaHHOM pasgenie BbINOJIHAETCA HacTpolika TCP-nopToB A4/1A AOCTyna K YCTPOMCTBY MO MPOTOKONAaM
HTTP, HTTPS, Telnet, SSH.

— Tlopm HTTP — Homep nopTa gna goctyna Kk WEB-nHTepdeicy yctpoictsa no npotokony HTTP, no
ymonyanumto — 80;

—  Topm HTTPS — Homep nopTa ana goctyna K WEB-uHTepdeliicy ycrponctea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NoAKAYEHME), N0 yMONYaHUo — 443;

— [opm Telnet — Homep NopTa 444 AOCTyNa K YCTPOWUCTBY No npoToKony Telnet, no ymonyaHuio —
23;

— [Topm SSH — Homep nopTa A1a JOCTYNa K YCTPOMCTBY No NPOToKoAy SSH, no ymonyaHuio — 22.

Mo npoTtokonam Telnet u SSH ocywecTBaseTca AOCTYN K KOMaHAHOM cTpoKke (KoHconb linux). Umsa
nonb3oBaTena/naposnb ANA NOAKAOUYEHUA K KoHcoau: admin/password.

Locmyn K ycnyee MUHmepHem

[na nonyyeHMsa AocCTyna K yCTpOMCTBY C MHTepdeincoB ycnyrm MHTepHET yCcTaHOBMTE COOTBETCTBYIOLWME
paspelleHus:

Web, BHelLHAA ceTb:

— HTTP — npwv ycTaHOB/AEHHOM dnare paspeleHo nogkatodeHne Kk Web-koHpuUrypaTopy ycTponcraa
yepe3 WAN-nopT no npoTtokony HTTP (Hebe3onacHoe noaknoueHme);

— HTTPS — npu yctaHoBneHHoOM ¢nare paspeleHo nogknodeHne K Web-koHourypaTopy
ycTpolictBa yepes WAN-nopT no npotokony HTTPS (6e3onacHoe nNoakAtoYeHME).

Web, BHyTpeHHAA ceTb:

—  HTTP — npu ycTaHOBAEHHOM ¢nare paspelleHo nogkatodeHme K Web-KoHourypatopy ycrpoictea
yepe3s LAN-nopT (Mnm 4yepes becnpoBogHylo Touky poctyna Wi-Fi) no npotokony HTTP
(Hebe3onacHoe noaKaoUeHKe);

— HTTPS — npwu yctaHoBneHHoOM ¢nare paspelweHo nogKkatoyeHne K Web-koHourypaTopy
ycTpoictBa yepes LAN-nopT (Mnm yepes becnpoBofHyt Touky goctyna Wi-Fi) no npoTokony
HTTPS (6e3onacHoe nogkaoueHue).

Telnet:

Telnet — npoToKoA, NpeAHa3HaYyeHHbIV A7 OpraHW3auuuK ynpaeaeHUs no cetu. Mo3BonseT yaaneHHo
NOAKMOYMTBCA K LUO3Y C KOMMbIOTEPA A1A HAaCTPOMKM U ynpaBaeHuA.

[Ons paspelwieHuna gocTyna K ycTpoucTBy no npotokony Telnet u3s BHewHel (4epes WAN-nopt) uau
BHyTpeHHel (4epe3 LAN-nopT nam b6ecnpoBofHyto TouKy goctyna Wi-Fi) ceTu ycTaHOBWUTE COOTBETCTBYHOLLME
dnarn.

SSH:

SSH — 6e30nacHbI NPOTOKOA YAaNEHHOro yrnpaBaeHua ycTpocteamu. B otanume ot Telnet npotokon SSH
wndpyeT Becb TPaduK, BKAOYAA NepesaBaemble NAPON.

Ona paspelleHns AOCTyna K YCTPOMCTBY MO npoTokony SSH w3 BHewHel (yepes WAN-nopt) mau
BHyTpeHHel (4epe3 LAN-nopT uamM 6ecnpoBofHyto TouKy goctyna Wi-Fi) ceTu ycTaHOBWUTE COOTBETCTBYHOLLME
dnarn.
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Joctyn K ycayre VolP:

B paHHOM pasgene ocyWwecTBAAETCA HAaCTPOMKa AocTyna K uHTepdeicy ycayrm VolP (nHtepdeic ycayrm
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHmna — Hactpoika cetn) uepes WEB (npoTtokonbl HTTP uan HTTPS), a
TakKe no npotokonam Telnet u SSH. Ona paspeweHna A0CTyNa NO KaKOMYy-IMB0 M3 yKasaHHbIX NPOTOKO/OB
yCTaHOBMTE COOTBETCTBYHOLWME daaru.

Joctyn K ycayre VLAN ynpasneHus:

Pasgen nossosnseT HacTpouTb AOCTyn K MHTepdericy managementVLAN ana ynpasneHMA yCTPOMCTBOM,
ncnonbdya npotokonbl HTTP, HTTPS, Telnet nan SSH. HacTtponka uHTepdeirica NpomM3BOAUTCA HA CTpaHULeE
Cuctema — VLAN ynpaBneHua. [nA paspelleHua [ocTyna Mo Kakomy-nMbo M3 yKasaHHbIX MPOTOKONO0B
YCTaHOBMTE COOTBETCTBYHOLWME daaru.

‘ [Ona asTopusaumm no npotokonam Telnet u SSH no ymonuyaHuio UCNonb3yloTca MMA NoAb3oBaTens
v admin, naponb — password. MNocne aBTOpU3aLMM CTaHeT AOCTYNHA KOHCOJ/b OnepaLuoHHOM
cuctembl Linux ¢ BO3MOXKHOCTbIO UCNOJ/1Ib30BaHUA OCHOBHbIX KOMaHA, KOMaHAHOro UHTepnpeTaTopa

shell.

Hoctyn K USB:

B naHHOM pa3aesie OCyLLeCcTBAAETCA HaCTPOMKa A0CTyNna K YCTPOMCTBY, NogKkaodeHHoMy K USB-nopTy, no
npoTtokony FTP.

[Ons pa3spelueHnsa Aoctyna K noaknwoveHHomy USB-ycTpoiictey no npotokony FTP u3 BHellHel (yepes
WAN-nopT) nam BHyTpeHHei (dyepe3 LAN-nopT unm becnpoBogHyto Touky goctyna Wi-Fi) ceTn ycrtaHosuTe
cooTBeTCTBYOWME dpaaru.

[na paspelleHnsa gocTyna aHOHMMHOMY NOJIb30BaTENO K NoAKNtoYeHHOMY USB-ycTpoicTBy yCTaHOBUTE
¢dnar «PaspewnTb JOCTYN aHOHUMHOMY MO/b30BATENION.

[na paspelleHnsa 3anucy AaHHbIX Ha USB-yCTpoOMCTBO aHOHMMHOMY MO/b30BaTeNl0 yCTaHoBUTE dnar
«PaspewunTb 3aNnUCcb aHOHMMHOMY NOJ1b30BATENIOY.

[na BCTynneHus B CUAY HOBOW KOHOUIypauum M 3aHECEeHUA HACTPOEeK B 3SHEProHe3aBUCUMYD NaMATb
HaXXMUTE KHONKY «[TpumeHUmMob». Ns OTMEHbl U3BMEHEHWNIN HAXKMUTE KHOMKY «OMmMeHa».
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3.6.5.3 NMNogmeHto «HypHan»

MoameHio «XypHan» npegHasHayeHo A1A HAaCTPOWMKWM BblBOAA PA3HOMO poAa OTNaZLO4YHbIX COObLEeHUN
cUcTeMbl B Lensax obHapyXKeHusa NpuyunH npobiem B pabote ycTpoictea. OTNAL0YHYI0 MHPOPMALMIO BOSMOMXKHO
NOJIYYMTb OT CAEAYIOLLMX MPOTPAMMHBbIX MOAY/1ei YCTPOCTBA:

= MeHegep TenedoHUn — oTBeyaeT 3a paboTty dpyHKUmI IP-TenedpoHmm.

=  CUCTeMHbIN MeHea)Kep — OTBeYaeT 33 HaCTPOWMKy YCTpoMcTBa cornacHo ¢anny
KOHUrypauuu.

=  MeHeaxep KoHOUrypauum — oteeyvaeT 3a paboty c danom KoHPUrypaumm (4teHue u
3anucb B KOHOUr-daln M3 pasiMYHbIX UCTOUYHMKOB) U COOP MHPOPMALUN MOHUTOPUHTA
yCTpolicTBa.

AKypHan TenepoHMK
Boisog #ypHana OTKNIDYEHD r
Cwnlrn
m
Npeaynpesaeina
0Tnapo4Has MHfopMayna

HHfopMaunoHinle coofuerna

YpoBeHe Tpaccuposkn SIP 0 v

AypHan CMCTEMHOTO MeHeHepa
Boisog #ypHana OTKNIDYEHD v
Cwnbrn
Npeaynpesaeina
OTnapo4Has MHdopMayna

HHfopMaunoHinle coofuerna

AypHan MeHef#epa KoHpUrypa il
Boisog #ypHana OTKNIDYEHD v
Cwnlrn
Npeaynpesaeina
OTnago4Has wHdopMayns

HHfopMaunoHinle coofuerna

HacTtpoiika Syslog
BrntounTs
Pemum Cepsep r

Agpec Syslog-cepeepa syslog.server

MopT Syslog-cepeepa 514

HypHan menegoHuU

—  Bbl800 }#(ypHasa — HanpaB/ieHMe BbIBOAA COOOLLEHMN KypHana:

= OMKA0YeHO — KyPHan OTK/OYEH;

=  Syslog — coobueHna BbIBOAATCA MO MPOTOKOAY syslog Ha yAaneHHbl cepBep AnbO B
JIOKaNbHbIM ¢hann (HacTpoiKa NPOTOKOA OCYLLECTBAAETCA HUXKE);

=  KOHCOMb — COOBLLEHUA BbIBOAATCA B KOHCO/Ib YCTPOWCTBA (HEOOXOAMMO MOAK/OYEHME
yepes nepexoaHnk COM-noprta);

=  TenHem — coobuweHus BbiBoAATcA B telnet-ceccuto; ana 3Toro cHavana Heobxoammo
€034aTb NOAKAOYEHME NO NpoToKoAy telnet.
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Huxke HaCTpanBaeTCAa T1un COO6LLI,€HMI\;I, BbIBOAMMbBIX B XXYPHan Te.l'led)OHMVII

—  OwubKu — ycTaHoBUTE dnar, ecin HeobXoAMMO BbIBOAUTL COOOLWEHNA TUNA «OWNOKNY;

— [pedynpexdeHus  — ycTtaHoBuTe d¢nar, ecnm HeobxoAMMO BbIBOAUTb COObOLEHMA Tuna
«[lpedynpexoeHusa»;

— Omnado4yHaa uHgopmayus — yctaHoBUTe dnar, ecnm HeobXo4MMO BbIBOAUTb OTAaZ04YHblE
coobleHus;

—  WHpopmayuoHHble  coobweHus — ycTaHoBuTe dnar, ecnm  HeobxoaMmo  BbIBOAMUTH
MHPOPMALMOHHbIE COOBLLEHUS;

— YposeHb mpaccuposku SIP — 3agaéT ypoBeHb BbiBoga coobweHU creka SIP-meHegkepa
TenedoHuu.

HypHan cucmemHo20 meHeoxepa

—  BbI800 y#ypHaaa — HanpaB/iieHWe BbiBOAa COOOLLEHWNI KypHana:

= OMK/AYEHO — KYPHaN OTKIIOYEH;

= Syslog — coobuieHnA BbIBOAATCA NO NPOTOKOAY syslog Ha yaaneHHoblh cepsep Anbo B
NIOKanbHbIM ¢ann (HacTpoiKa NPOTOKOA OCYLLECTBAAETCA HUXKE);

= KOHCOMb — COODLEHNA BbIBOAATCA B KOHCOJ/Ib YCTPOWCTBA (HEOOXOA4MMO MOAK/OYEHME
yepes nepexogHnk COM-noprTa);

=  TenHem — coobuweHna BbiBOgATCA B telnet-ceccuio; Ana 3Toro cHavana HeobxoamMmo
€034aTb NOAKAOYEHME MO NpoTokoAy telnet.

Huxke HACTpanBaeTCcAa Tun COOGLLI,EHMIZ, BbIBOAMMbBIX B XXYPHa/1 CUCTEMHOIo meHeaXepa:

—  OwubKu — ycTtaHoBuTe diar, ecim Heob6xoANMMO BbIBOANUTL COOOLEHNA TUNA « OWNOKNY;

— [lpedynpexdeHus  — ycrtaHoBuTe dnar, ecanm HeobxoaMmo BbIBOAUTb COObOLWEHMA Tuna
«[MpedynpexcdeHusn»;

— OmaadoyHasa uHgopmayusa — ycTaHosBuTe dnar, ecim HeobxogMMO BbIBOAUTL OT/Naf0YHble
coobLeHus;

—  WHpopmayuoHHble coobuweHus — ycTaHoBuTe dnaar, ecnm HeobxoAMmMo  BbIBOAUTH
UHOOPMaLMOHHbIE COOBLLLeHUS;

MypHOA MeHedxepa KoHgpu2ypayuu

—  Bbig00 #ypHaaAa — HanpaB/ieHMEe BbIBOAA COODOLLEHMI KypHana:

= OMKAIOYEHO — KYPHa/ OTK/IOYEH;

= Syslog — cooblieHna BbIBOAATCA MO MPOTOKoAy syslog Ha yaaneHHbl cepsep nnbo B
NOKaNbHbI palin (HacTpoliKa MPOTOKO/1a OCYLLECTBAAETCA HUKE);

=  KOHCOMb — CcOOBLLEHUA BbIBOAATCA B KOHCO/b YCTPOWCTBA (HEOBXOAMMO MOAK/OYEHME
yepes nepexogHnk COM-nopTa);

= TenHem — coobuweHna BbiBOgATCA B telnet-ceccuio; ana sToro cHavana HeobxoauMmo
€034aTb NOAKAOYEHMe Mo npoTokoy telnet.

HwuKe HacTpamBaeTcs TUM COOBLLLEHWNI, BbIBOAMMbIX B XKYPHa MeHeKepa KOHOUTypaLmu:

—  OwubKu — ycTaHoBUTe dnar, eciv HeobxoAMMO BbIBOAUTL COOOLLEHUS TUNA «OWMBKNY;

— [pedynpexdeHus  — ycTtaHoBuTe d¢nar, ecnm HeobxoAMMO BbIBOAUTb COOOLEHUSA TuMa
«[MpedynpexcdeHusa»;

— Omnado4yHaa UHGOpMayus — ycTaHoBWUTe dnar, ecim HeobXxogMMO BbIBOAUTb OT/NaZO04YHblE
coobleHus;

—  WHpopmayuoHHble  coobuwjeHus — ycTaHoBuTe dnar, ecnm  HeobxoAMMO  BbIBOAUTH
MHGOPMaLMOHHbIE COOBLLEHNS.
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Hacmpolika Syslog

Ecnm xoTa 6bl 0AMH U3 KypHanoB (MeHegxKepa TenedoHUMU, CUCTEMHOTO MeHeaKepa UM MeHezKepa
KoHduUrypaummn) HactpoeH ana BbiBoga B Syslog, HeobxogmMmo BKAwUUTL Syslog-areHTa, KoTopbit byaer
nepexBaTbiBaTb OT/NIaA0YHblE COOBLLEHWA OT COOTBETCTBYIOLLETO MEHeA)Kepa W oTnpasaatb ux avbo Ha
yOaneHHbI cepBep, IMHB0 COXPaHATb B N0KasbHbIN dalin B popmarte Syslog.

—  Bkaoyume — npwv ycTaHoBNAeHHOM dare 3anyuweH Syslog-areHT;
—  Pexcum — pexkmum pabotbl Syslog-areHTa:
=  Cepsep — WHPOpPMaUMA KYPHANOB OTNPABAAETCA Ha yAaneHHbln Syslog-cepsep (3TOT
PEXMM Ha3bIBAETCA «YAANEHHbIN KYPHaN»);
= JloKanbHbil halin — VHGOPMaLMSA }KYPHANOB COXPAHAETCA B IOKANIbHOM daiine;
= Cepsep u ¢alin — nHGopMauma KypPHANOB OTNPABAAETCA HA yAaneHHbIl Syslog-cepsep m
COXPaHAETCA B NoKanbHOM daiine.

[anee B 3aBUCMMOCTM OT pexkMma Syslog-areHTa LOCTYNHbI HACTPOMKM:

— Adpec Syslog-cepsepa — IP-agpec nunn pomeHHoe ums Syslog-cepsepa (HeobxoauMMO AnA pexkuma
«Cepsep»);

— Topm Syslog-cepsepa — nopT ansa BxoAAwmx coobuleHunin Syslog-cepsepa (no ymonuanuio 514,
Heobxoanmo ansa pexmnma «Cepsep»);

—  Umsa ¢alina — ima dainna gna xpaHeHUa KypHana B ¢opmate Syslog (Heobxoaumo ana pexkuma
«Panny;

— Pasmep ¢palina, K6 — MaKCUManbHbIA pasmep ¢alina KypHana (HeobxoaMmo ANA pexunma
«Panny).

3.6.5.4 NMNogmeHtio «Maponn»

B nogmeHto «laponn» ycraHaBAMBAKOTCA MaposiM AOCTyna agMUHUCTPATOPa, HENpPUMBUAErMPOBAHHOMO
nonb3oBatena U Habaoaatens.

YcTaHoB/IEHHbIE MAPO/IM UCMOB3YIOTCA AR JOCTyna K ycTpoicTey Yepes WEB-uHTepdeiic, a Takke no
npotokonam Telnet n SSH.

Mpu Bxoae yepes WEB-uHTepdelic agmmHMcTpaTop (Naposb No ymonyaHuio: password) nmeer NosHbI
AOCTYN K YCTPOMCTBY: YTEHWME W 3anuCb NtoBbIX HACTPOEK, NOHbIA MOHWUTOPUHI COCTOAHWMA YCTPOMCTBA.
HenpueuaernpoBaHHbIi Nosb3oBaTeb (Mapoab NO YMOAYAHUIO: USEr) MMEET BO3MOXKHOCTb BbIMOAHWUTL TONbKO
ceTeBble HACTPOMKM (KpOMe HacTpPOeK MoAKAYeHMA K UHTEepHeT), MMeeT A0CTyn K MOHWUTOPWUHIY COCTOAHMA
ycTpoiicTBa. Habnopatens (naponb NMo ymonvaHuIO: viewer) MmeeT BO3MOMKHOCTb TO/IbKO MPOCMAaTpMBaTh
KOHOUrypaLmio 1 AaHHbIE MOHUTOPUHIA YCTPOMCTBA 6€3 BO3MOXKHOCTU BHOCWUTb Kakue-1Mbo U3MeHeHUs.

/ JNlornH apmuHucTpatopa: admin
JIorMH HeNpUBUNErMPOBAHHOIO NO/b30BaTeNA: User
JNlornH HabnopaTtena: viewer
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Mapone agMuHucTpaTopa (admin)

Napons

MoaTBEpHAEHNE

Maponb HENPUBUNENMPOBAHHOTO NONL3CBATENS (USET)

Napons

MoATBEPHAEHNE

Maponk HabnwaaTena (viewer)

Mapones

MoATBEPHAEHE

— [aponb admuHUCMpamopa — B COOTBETCTBYHOLLME NOAA BBeAWUTE Mapo/b agMUHUCTPaTopa U
noATesepauTe ero;

— [aponb Henpususez2upo8aHHO20 M0Ab308aMesIS — B COOTBETCTBYIOLLME NOAA BBEAUTE Maposib
HEenpMBUAErMPOBAHHOTO MOJIb30BaTeNA U NOATBEPAUTE €ro;

— [laponb Habawdamens — B COOTBETCTBYWOLWME MOJA BBeAMTe Maposb Habawogatens u
nogTBepAnTe ero.

[na BCTynneHus B CMAY HOBOM KOHOUIypauum U 3aHeceHWA HaCcTPOEeK B 3HEProHe3aBMCMMYIO MamaTb
HaXXMUTE KHONKY «[TpumeHUmMob». JNs OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY «OMmMmeHa».

3.6.5.5 NMoameHio «YnpasneHue KoHpUrypaumeim»

B noameHio «YnpaBieHue KOHOUrypauumen» BbINONHAETCA COXPaHeHWe U OOHOBAEHME TeKyLlen
KOHOUIypauum.

®aiinbl KoHUrypauuu

MonyynTe apXUe KOHEMrYpaUun c * Ckavate

yCTpoicTEa
JarpyanTe apxue KOHQUIypaLuin Ha Brifepute daiin Daiin He eeibpan
yCTpofCTEO
& 3arpyanTs
CBpoc Ha 3aBOACKWE HACTPORKKM x Copoc

[ony4yeHue KoHgu2ypayuu

Y106bl COXPaHWUTb TEKYLLYIO KOHOUIypauumio YCTPOMCTBA HA JIOKAJIbHbIA KOMMbIOTEP, HAXKMUTE KHOMKY
«CKa4vaTtb».
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Ob6Hoss1eHUe KoHgu2ypayuu

3aepy3umes apxus KoHguaypayuu Ha ycmpolicmeo — BbIGOP COXPaHEHHOrO Ha JIOKa/ibHOM
KomnbtoTepe daina KoHourypaummn. Ona obHOBAEHMA KOHPUIypauMKM YCTPOMCTBA HaXmMuTe
KHOMKY «Bbibepute dain», yKaxute ¢ain (B popmate .tar.gz) n HaxKMUTE KHOMKY «3arpysuTby.
3arpy*keHHas KoHbUrypauma NpMMeHAeTCA aBTOMATUYECKM 6e3 nepesarpysKkm yCTpomncTBa.

Cébpoc Ha 3a800ckue Hacmpoliku — pns cbpoca yCTPOMCTBA K HACTPOMKAM MO YMOYAHUIO
Ha*KMUTEe KHOMKY «C6poc».

3.6.5.6 MNogmeHio «O6HOBNEHME NMO»

MNoameHio «O6HoBneHve MO» npegHasHayeHo A/1A OOHOB/AEHWUA YNpPaBAAIOWEN MUKPONPOrpPammbl

yCTpolicTBa.
OB6HoBNeHNe NporpamMmmHoro obecnedYeHus
AxtueHan sepcua M0
Obxoenexus MO makke docmynHe! mo adpecy:
htto feltex nsk_ru/downloads
®aiin abHosneHua MO BriGepute daiin | Paiin He Beibpan
& 3arpyants daiin

—  Bepcus 10 — BepcuaA nporpaMmHoOro obecrneyeHmns, ycTaHOBIEHHOMO Ha YCTPOMCTBE;

— [Mposepums 06HOB/AEHUA — KHOMKAa pAaa MNPOBEPKU MocnegHel BepPCUM  MPOrpPaMMHOro
obecneyeHnn. C noMmoLbto 3TOM GyHKLMK Bbl MoXKeTe ObICTPO NPOBEPUTL HAIMUME HOBOM BEPCUM
NporpamMmHoro obecneyeHus 1 B cly4ae He06X0AMMOCTU BbINONHWUTL ero 06HOB/IEHME.

/ ‘ DOna paboTtbl GyHKLUUM NpoBepPKU 06HOBAEHUA HEOO6XOAUMO Hanlnumne Bbixoaa B MHTepHeT.

O6HOBUTL MporpammHoe obecrneyeHne YCTPOMCTBA MOXKHO TaK»Ke BPY4YHYH, NPesBapuUTeNbHO 3arpysus
daiin MO c caita http://eltex.nsk.ru/downloads v coxpaHuB ero Ha KomnbioTepe. [NsA 3TOr0 HaXKMUTE KHOMKY
«Bbibepute daitn» B none @aiin obHosneHuAa 10 n yKkaxuTe nyTb K dainy ynpasnatolielrt nporpammsl B
dopmare .tar.gz.

[Ons 3anycka npouecca o6HOBAEHMA HeobxoAMMO HaxaTb KHOMKy «3arpysutb ¢ain». [Mpouecc
0OHOB/IEHNA 3aliMeT HECKOJIbKO MMHYT (O ero TeKywem cTaTyce OyAeT yKa3aHO Ha CTpaHWUEe), noc/ie 4ero
YCTPOICTBO aBTOMATHYECKM NepesarpysnTca.

I

He oTKAlouaiiTe NnUTaHUe YCTPOMCTBA, HE BbINONIHANTE ero nepe3arpysKy B npouecce
o6HoBNeHusA MNO.
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3.6.5.7 NogmeHio «Mepe3arpyska»

B noameHio «Mepesarpyska» BbINOAHAETCA Nepe3anycKk ycTpomncTaa.

Mepesarpyska ycTpoiicTea

Z NepesarpysnTs

[lna nepesarpyskun yCTPOMCTBaA HaXXMUTE Ha KHOMKY «[Mepe3arpy3untby». Mpouecc nepesarpyskun ycTponcTea
3aHMMaEeT NPUMEPHO 1 MUHYTY.

3.6.5.8 MNogmeHo «ABTOKOHUrypupoBaHue»

B noameHto

«ABTOKOHOUIYpUpPOBaAHME»

BblNO/HAETCA

HacTpoMKa

anropuTma

DHCP-based

autoprovisioning (aBTOKOHUrypupoBaHMe Ha ocHoBe mnpoTokona DHCP) u npoToKkosna aBTOMaTUYeCKOro
KOHPUrypnupoBaHMa aboHeHTCKMxX yctpoicts TR-069.

ABTOKOH(DUrYPUPOBaHKe Ha acHoee npoTokona DHCP

AEBTOMETHYECKDE DGHOBNSHNE
NPHOPUTET NAPAMETPOE U3
ain roHdMrypaumun

IHTepean oOHOBNEHUA KOHGIMIYpaLMK,
[+

®aiin N0

lHTepean ofHoenenua NO, c

Kondmrypayus u N0 v
DHCP options v
300
3500

ABTOKOHDUrypUpoBaHie no npoTokony TR-069

Odwwe

BrniounTe knuenTa TR-055
HTEpdeic

Appec cepeepa ACS

BrNIOUMTE NEpUOgUYECKI onpoc

Nepuog onpoca, ©
3anpoc coeguHeHna ¢ ACS

M= nonbsoBEaTENA

MNapons
3anpoc coegMHEHNA C KITMEHTOM

M= nonbsoBEaTENA

MNapone
Hactporkn NAT

Pestm NAT

Appec STUN-cepeepa

MopT STUN-cepespa
MuHUManEHGI# NEpUOA onpoca, .

MakcumaneHsil neprog onpoca, ©

Internet T

admin

admin

STUN T

stun.local

3478

30
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ABTOKOHOUIypMpoBaHMe Ha OcCHoBe npoTtoKosa DHCP:

— Asmomamuyeckoe o06HoeneHuUe — Bbl60p pexnma 0bHOBNEHMUS yCTpOVICTBa; BO3MOXHO
HECKOJIbKO BapMNaHTOB:

"  BblKaO4YeHO — aBTOMATUYecKoe OOHOBAEHMEe KOHUrypauum U NpPorpaMmmMmHoOro
obecneyeHuns yCTpoMNCTBa OTK/IOYEHO;

=  KoHgpueypayua u 10 — paspelleHO nepuoanyeckoe OOHOBAEHWEe KoHdUrypauum u
nporpammHoro obecneyeHums yCTPOICTBa;

= ToabKO KOHGhu2ypayus — paspeLlleHo nepmoanyeckoe o6HOBNEHUE TONIbKO KOHPUrypauum
YCTPOMCTBA;

" Tonbko [10 — paspelweHo nepuoanyeckoe OOHOB/IEHME TO/IBKO MPOrPamMmMHOro
obecneyeHuns ycTpoincTaa.

— [Mpuopumem napamempos u3 — [aHHbIA MapameTp onpeaenser, oTKyAa HeobxoAMMO B3ATb
Ha3BaHMA N pacnosoxKeHne ¢panaos KOHOUIypaLMnM N NPOrpPaMMHOro obecneyeHua:

= Static settings — nytM K d¢aiinam KoHPUrypauumm w nporpaMmmHoro obecneyeHus
onpeaenstoTca COOTBETCTBEHHO M3 napameTpoB «Palin kKoHpuaypayuu» v «®@alin M0O»;
nogpobHee paboTy aAropuTma CMOTpUTE B pasaene 6;

= DHCP options — nytm K ddainam KoHoUrypaumMm u nporpammHoro obecneyeHus
onpeaenstotca u3 DHCP onuuii 43, 66 1 67 (ana sToro Heobxoanmo ana ycnyrn NHTepHer
BblbpaTb NpoTokon DHCP); nogpobHee paboTy anroputma cMoTpuTe B pasgene 6;

—  @alin KoHgu2ypayuu — NOAHbIN NyTb K daiiny KoHdurypauum — 3agaétca 8 ¢opmate URL (Ha
OaHHbI MOMEHT BO3MOMKHA 3arpyska ¢aiina KoHourypaumm no npotokosam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — agpec HTTP- unun TFTP-cepBepa (gomeHHoe ums unm IPv4),
< full path to cfg file > — nonHbI NyTb K daiiny KoHdUrypaLmm Ha cepBepe;

—  WHmepsan obHosneHUA KOHU2Ypayuu, ¢ — NPOMEXKYTOK BPEMEHMU B CEKYHAAX, Yepe3 KOTOopbIi
OCYLLECTBNSAETCA nepuoanyeckoe obHoBMEHME KOHOUIypauumn YCTPoKCTBa; BblOOp 3HaveHus O
O3HayaeT 04HOKpaTHOEe OBHOB/IEHWE TONILKO CPasy NOC/e 3arpy3Kn YCTPOMCTBA;

— @alin MO — nonHbIN NyTb K painy nporpammHoro obecneuyeHus — 3agaérca B popmate URL (Ha
OaHHbI MOMEHT BO3MOKHa 3arpy3Ka daiina MO no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

rae < server address > — agpec HTTP- unun TFTP-cepBepa (4omeHHoe ums unu 1Pv4),
< full path to firmware file > — nonHbI NyTb K darny MO Ha cepsepe;

— WHmepsan o6HosneHus [10, ¢ — NPOMEXKYTOK BpPEMEHW B CEKyHAAX, 4Yepe3 KOTOpbIi
OCYLLECTBNSETCA Nepuoamyeckoe o6HOBAEHWE NPOrpamMMHOro obecrneyeHmsa YCTPOMCTBA; BbIOoOp
3HayeHunA 0 o3Ha4aeT ogHOKpaTHOe 06HOBAEHME TO/IbKO CPa3y NOC/e 3arpy3KuM yCTPOMCTBa.

[eTanbHoe onucaHWe anropuTma aBToMmaTMYeckoro o6HoBAEHWA Ha OCHoBe NpoTokosa DHCP cmoTtpute B
pasdesne 6.

ABTOKOHUIrypupoBaHue no npotokony TR-069:

O6wmume:

—  Bkawvume KnueHma TR-069 — npu ycTaHoBAeHHOM ¢dnare paspelwleHa paboTa BCTPOEHHOrO KANEHTA
npotokona TR-069;
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UHmepdgpelic — BbIbOp MHTepdeica ana pabotbl Nno npoTtokony TR-069. Ecnm Ha wWo3e BKAKOYEH
uHtepdelic VLAN ynpaesneHus, To gaHHas VLAN aBTomaTnyeckn 6yaer ncnonb3oBaTbes Ans paboThbl
no npotokosy TR-069. Hactpolika Bbibopa nHTepdeica byaet 3ab10KnMpoBaHa;

Adpec cepsepa ACS — apgpec cepBepa aBTOKOHGUrypupoBaHuA. Agpec HeobxoaMmo BBOAUTL B
dopmate http://<address>:<port> wmam https://<address>:<port>  (<address> — IP-agpec wau
nAomeHHoe umsa ACS-cepBepa, <port> — nopt cepsepa ACS, no ymonuyaHuio nopt 80 ). Bo BTopom
cnyyae KaveHT byaeT mcnosib3oBaTb 6e3onacHbl npotokon HTTPS ana obmeHa nHbopmaumen c
cepsepom ACS. ACS-cepsep dpupmbl Eltex no ymonuanuto ucnonoyet ana ceasm nopt 9595;
Bkaroyume nepuoduyeckuli onpoc — NpW yCTaHOBAEHHOM d¢nare BCTPOEHHbIN KaveHT TR-069
OCyLLEeCTBAAET nepuoamndeckunii onpoc cepsepa ACS c MHTepBasioM, paBHbiM «[lepuody onpoca», B
cekyHAax. Llenb onpoca - 06Hapy»XMTb BOSMOKHbIE U3MEHEHWUA B KOHPUTYpaLUM YyCTPOMCTBA.

3anpoc coeguHeHusa c ACS:

Uma none3zoeamernsA, lNaposb —mmA NOAb30BATENA M NAPOAb ANA AOCTYNa KaneHta K ACS-cepsepy.

3anpoc coeguHeHunA C KZIneHTom:

Umsa nonvzoeamens, lNaposib — nma nonb3oBaTena u Napoab gna gocryna ACS-cepsepa K KaneHty TR-
069.

Hactpoiiku NAT:

Ecnun Ha nyTM mekay KameHTom u cepsepom ACS nmeeT mecto npeobpasoBaHue ceTeBbix aapecos (NAT —
network address translation) — cepsep ACS MOXXeT He WMMeTb BO3MOXHOCTb YCTaHOBUTb COeAMHEHMEe C
KIMEHTOM, €C/IN He UCMOJIb30BaTb Onpeae/ieHHble TEXHON0M K, MO3BOAAIOLME STOr0 U3beXKaTb. ITU TEXHOIOTUM
CBOAATCA K OMpenefieHnto KAMEHTOM CBOEro TaK HasbiBaemoro nybsvyHoro agpeca (agpeca NAT wam no-
OPYromy — BHELHEero agpeca LWat3a, 3a KOTOPbIM YCTaHOBAEH KAMeHT). Onpeaenns cBoin nybanMyHbIN agapec,
KAMEHT coobliaeT ero cepsepy, U cepBep B JajbHEWWEM ANA YCTaHOB/NEHWA COEAMHEHUS C KAUEHTOM
MUCNONb3YET Y)Ke HE ero NoKanbHbIN agpec, a Ny6ANYHbIN.

—  Pexum NAT — onpepensieT, Kakum 06pasomM KAMEHT AOJIKEH MOAYYUTb MHPOPMALMIO O CBOEM
ny6amyHom afpece. BO3MOXHbI cnefytoLimne pexxmmei:

= STUN — ucnonb3osaTb npotokon STUN ana onpeaeneHns nybanyHoro agpeca;

=  Manual — py4HOW pexkum, Korga nybnnyHbIiN agpec 3a4aeTca ABHO B KOHGUrypauuu; B
3TOM peXume Ha YyCTpoicTBe, BbinonHAwwWwem ¢yHKUmn NAT, Heobxoammo n06aBUTb
npaeuno npobpoca TCP-nopTa, Ucnonb3yemoro KaneHtom TR-069;

= Off — NAT He ucnonb3yeTca — AaHHbIA PEXUM PEKOMEHAYETCA MCNO/b30BaTb, TOJbKO
KOrZa yCTPOWCTBO NoaKoUeHo K cepsepy ACS Hanpamyto, 6e3 npeobpa3oBaHUA CeTEBbIX
aapecos. B aTom cydae ny6anYHbIN aapec COBNAZAET C IOKAIbHbIM aAPeCOM KANEHTA.

Mpw BbiIbOpE pexxkuma STUN HeobxoamMmo 3a4aTh C/iegytolme HacTPOMKK:

— Adpec STUN-cepsepa — IP-agpec nnm gomeHHoe nma STUN-cepBepa;

—  Topm STUN-cepsepa — UDP-nopTt STUN-cepBepa (no ymonyaHuio sHayeHue 3478);

—  MuHumanbHsll nepuod onpoca, ¢ n MaKkcumaneHsili nepuod onpoca, ¢ — oNPeaenatoT UHTePBan
BPEMEHM B CeKyHZax A/1a OTNPaBKM MNepuoamyeckux coobueHuit Ha STUN-cepBep € uenbto
06HapyKeHUs usmeHeHusa nybanyHoro agpeca.

Mpwu Bbibope pexknma Manual Nny6AnYHbIN agpec KAnMeHTa 3a4aeTca BPYUHY Yepes napametp Adpec
NAT (agpec HeobxoamMmo BBoAUTb B popmaTe IPv4).

DOna KoppeKTHoU paboTtbl ¢ ACS-cepBepom 3a NAT mMHUManbHbI nepuopg onpoca STUN-cepeepa
B[ONKEeH MeHblLue, YeM MaKcMMmasibHoe Bpemsa coxpaHeHua ceccum NAT-ycTpoiictBom.
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Mo npotokony TR-069 BO3MOMKHO MPOU3BECTM MNONAHOE KOHOUIypMpoBaHWE YCTpolcTBa, OB6HOBNEHME
nporpammHoro obecneyeHus, yteHne MHbopmaunmn o6 ycrponctee (Bepcusa MO, mogenb, CEPUNHBIN HOMEpP U
T.4), 3arpy3Ky W BbIFPY3Ky Lenoro ¢aina KoHpurypaumm, yoaneHHyo nepesarpysky ycTpoicTBa (noaaepykaHbl
cneundukaumm TR-069, TR-098, TR-104).

Ona BCTyn/a1eHnA B CUnNy HoBOW KOHq)MI'ypaLI,VIM N 3aHeCeHUA HaACTPOEK B 3HEProHe3aBUCUMMYKO MaMATb
Ha*KMuTe KHONKY «[TpumeHUmMb». [AnAa OTMeHbI N3MEHEHUN HaxkKmuTe KHOMNKY «OmmeHa».

3.6.5.9 NoameHto «UHTepdeiic ynpaBaeHUa»

MeHI0 No3BOIAET HAaCTPOUTb CETEBOM UHTepdENC ANA OpraHn3aLMmM CeTeBOro ynpaBaeHUs YCTPONCTBOM,
ncnonbaysa npoTtokonbl HTTP, HTTPS, Telnet u SSH.

MHTepdeiic ynpaBneHua

BrniounTe MHTepdeic ynpasneHua |«

Tun gocTyna Tagged v
VLAN ID 20

802.1P 0 v

MpoTokon DHCP v

AnbTepHaTUBHEIR Vendor ID (onuua 60) ¥
Vendor D (onumA 60)
MepBKYHbIR DNS

BTOpKYHBIR DNS

—  Bkawvume uHmepdgpelic ynpassaeHUs — nNpwu ycTaHOBAeHHOM dnare ynpasiaeHWe YCTPOMCTBOM
npou3BoauUTCA Yepes faHHbIN MHTepdec,
— Tun docmyna — 3afaeT pexmm paboTbl MHTepdeica:
= Tagged — paHHble nepepaloTca MHTEPPENCOM C MCMOJSIb30BAHUEM 3aL4aHHOrO
VLAN ID;
= Untagged — paHHble NnepegatoTca MHTepdeicom 6e3 ncnonbsosaHus VLAN.
— VLAN ID — ngeHTMdUKaTop ANA BblaeneHna nHTepdeinca B BUPTYabHYHO NOKA/IbHYIO CETb;
— 802.1P - npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAMBaemblit Ha
ncxogsalume ¢ AaHHoro nHtepdeica IP-naketbl. MpMHMMAET 3HaYeHus oT O (HM3WKIA NnpuopuTeT)
0o 7 (HamBbICWINIK NpUopUTET);
— [pomokon — BbI6Op NPOTOKO1a Ha3HaYeHUs agpeca Ha UHTepdeiic:

= Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxogmmble HacTpolkn Ha WAN-
WHTepdelic HasHayaeTca BpydHylo. Mpu BbIbOpe TMNa «Staticy ana peaakTMpoBaHuMsA
CTaHYT AOCTYMHbI Caegytowme napameTpbi:

- IP-adpec —ycTaHoBKa IP-agpeca nHTepdeiica ynpasneHus;

- Macka nodcemu — macka nogceTtn nHtepdeica ynpasaeHus;

- W3 no ymonyaHuto — IP-aapec ceTeBOro WJ/o3a No YyMOAYaHUIO UHTepdelica
ynpasaeHus;
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- [epsuyHebili DNS, BmopuyHsili DNS — IP-agpeca DNS-cepBepoB, HE06XxoaAMMbIX
ANA paboTbl NPOTOKOIOB aBTOKOH(UIYPUPOBAHUA LIAKO3A, HACTPOMKa KOTOPbIX
npou3BoOAUTCA Ha CTpaHuLe Cuctema — ABTOKOHGUrypupoBaHUe.

=  DHCP — pexum paboTbl, Nnpyn KoTopom IP-agpec, macka noacetu, agpeca DNS-cepsepos u
Apyrve napameTpbl, Heobxogumble ana paboTbl UHTepdelica (Hanpumep, cTaTUYecKue
MapuwpyTbl), 6yayT nonyyeHbl oT DHCP-cepBepa aBTomaTuyecku. Ecam oT npoBaitaepa He
yAaETcA nonyyuntb agpeca DNS-cepsepoB, Bbl moXKeTe Ha3zHayuMTb UX BPYYHYHO B MOAAX
«lepsuyHeili DNS» n «BmopuyHbili DNS». Appeca, 3agaHHble Bpy4YHyto, ByayT MmeTb
npuopuTeT Hag agpecamu DNS-cepBepos, noayyeHHbIMKU No npoTokoay DHCP.

Ona npotokona DHCP nmeeTtca BO3MOXHOCTb 3a4aTb HEOOX0AMMOe 3HaYeHume onuunm 60.

- AnbmepHamusHsili Vendor ID (onuyua 60) — npu ycTtaHoBNeHHOM dnare

ycTpolictBo nepenaér 8 DHCP-coobuieHuax B8 onuum 60 (Vendor class ID)
3HayeHue w3 nona Vendor ID (onyus 60). NMpu nyctom none onuuma 60 B
coobuieHnax npotokona DHCP He nepepaéTcs.
Ecnun dnar AnemepHamuseHnsili Vendor ID (onyus 60) He ycTaHoBAeH — B onumu 60
nepesaeTcsa 3HaYEHWE NO YMOIHAHUIO, KOTOPOE MMeET cneaytowmii dopmar:
[VENDOR:npoussoauTens][DEVICE:Tun ycTtpoiictea][HW:annapaTtHaa Bepcus]
[SN:cepwuiinbii Homep][WAN:MAC-agpec uHTepdeiica WAN][LAN:MAC-agpec
nHtepderica LAN]J[VERSION:Bepcua nporpammHoro obecneyeHus]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][{SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a28:f9:4b][VERSION:#1.12.0]

Ona BCTynneHua B CUNY HOBOW KOHUIypauuu U 3aHECEHUs HACTPOEK B 3HEProHe3aBUCUMYIO MamATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl USMEHEHUI HaXXMUTE KHOMNKY «OmmeHa».

3.6.5.10 NoameHt0 «LONONHUTE/IbHbIE HACTPOMKU»

B nogmeHto «lonosHUTENbHbIE HACTPOMKU» MOXKHO BKAOYUTL UPNP.

UPnP

Bknioumte UPNP ¥

3apesepsuposanHele VLAN 1D

HayaneHelit VLAN 1D 1

KoHeyYHbIi WLAN ID 6

Bratouume UPnP — npwu yctaHoBneHHOM dnare npotokon UPnP Byaet akTmeeH. MpoTokon UPnP mncnonbayetcs
HEKOTOPbIMU MNpuUoKeHnamu (Hanpumep, DC-knveHTamu, Takumu Kak FlylinkDC++) ana aBTOMaTMuyecKoro
co3faHuna npasun npobpoca TCP/UDP-nopToB, MCMNO/Mb3yEMbIMU 3TUMMU MPUIOKEHUAMM, HA BbILECTOALLEM
MmapLupyTusatope. PekomeHayetca Brkatounte UPNP ana obecneveHus paboTbl cepsucos obmeHa dainamu B
ceTu.
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3apesepsuposaHHsbie VLAN ID

3apesepBupoBaHHbie VLAN ID HeobxoamMmbl 419 BHYTPUCUCTEMHbIX HY}KA, LWJH033a U MOTYT ObITb MU3MEHEHbI
B 3aBMCMMOCTU OT ucrnonb3dyemoro Ha cetu VLAN ID:

HauanoHsili VLAN ID — HavanbHoe 3HayeHue wuaeHTuduKkatopa VLAN B 3apesepBMpPOBAaHHOM AManasoHe,
NpUHUMAET 3HadyeHua [1-4090];

KoHeuHeoili VLAN ID — HayanbHoe 3Ha4YeHue naeHtndukatopa VLAN B 3apesepBMpoBaHHOM AnanasoHe. [daHHas
HaCTPOMKa HefOCTYNHA ANA PeAaKTUPOBaHMA U PAaCcCUUTLIBAETCA aBTOMATUYECKM.

[na BCTYNAeHUA B CUAY HOBOW KOHOUrypaumuM M 3aHECeHMs HaCTPOEeK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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3.7 MOHUTOPUHT CUCTEMDI

Ons nepexona B peXnMm "MOHUTOPUHT CUCTEMbI" Ha NaHenn caeBa BbibepuTe NyHKT « MOHUTOPUHIY.

A Ha HeKoTOpbIX CTPAHUL,AX He peasiM30BaHO aBTOMaTUYeCKUe O06HOBNEHUE AAHHbIX MOHUTOPUHrA

2 OBHOEWTE

ycTpoiicTBa. A nonyueHUa Tekylen MHGopmaumm ¢ ycTpPOMCTBA HAXKMUTE KHOMNKY

3.7.1 NoameHo «UHTEepHET»

B noameHo «MHTEepHET» OCYLLLECTBAAETCA NPOCMOTP OCHOBHbIX CETEBbIX HAaCTPOEK YCTPOMNCTBA.

Beixoa B VIHTepHeT

MoAKNHKYEHNE K CETH MposogHoe
MpoTokon gocTyna Static
IP-anpec 192 166.18.123

Z OBHOBUTL

Bbixo0 8 lHmepHem

— [loOdknoyeHue K cemu — cnocob NnoAKNKYEHNA K CeTu nepenayvyn OaHHbIX. HaCTpOVIKa
noAKNKOYeEHNA NPON3BOAUTCA B pasaene Cetb — MHTepHETI

= [IposoOHOe — MNOAKAOYEHME K CeTM npoBaiigepa OCYLWECTBAAETCA MNOCPEACTBOM
coeAnHEeHNA MeaHbIM UAM ONTUYECKMM naTy-Kopaom ¢ noptom WAN;

= 3G/4G USB-mo0em — noAKnueHMe K ceTu npoBaigepa ocyuiectsanetca yepes 3G/4G
USB-mogem, noagkntoueHHbIn K nopTy USB Ha 3agHen naHenun ycTpoiicTea.

— [MpomoKoa docmyrna — NPOTOKO/, UCMOIb3YeMbIl ANA AOCTyNa K ceTu NHTepHeT;

— IP-a0pec — IP-agpec yCcTpOMCTBa BO BHELIHEN CETH;

— IP-adpec 8o sHympeHHeli cemu nposalidepa — IP-agpec, KOTOPbIN UCNOb3YETCA BO BHYTPEHHEN
ceTu npoBakaepa ANA [OCTYNa K JIOKaNbHbIM CETEBLIM pecypcam npoBanaepa.
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3.7.2 NogmeHio «IP-tenepoHma»

B noameHio «IP-TenedoHMa» OCyLLECTBAAETCA MPOCMOTP COCTOSIHMSA ceTeBoro uHTepdelica VolP,
MOHUTOPUHT abOHEHTCKMX KOMMNEKTOB W COCTOSIHWA pPerucTpauumn rpynn Bbi30Ba, TECTUPOBaHWE JIMHUWMNA,

MOHUTOPUHT IMS.

COCTOAHWE CETEBOro MHTepdelica VolP

IP-appec 152.168.18.41

MOHWTOPWHT a00HEHTCKMY KOMMNEKTOR

IMOHUTOPWHT TPYNN BEI30BA

CocToRkMe  YOanewseld  TecT

&
o Nokaneseld Werekaer Aopec Coctoakue  CoOCTORHHE  YOaneHHeld
NMunua PerucTpauua
HOMED e e cepeepa NAHHAKW Beizoea 1
-
0D Crremsoussa Bommsousss
Z 002 COmenoussz Blnioussa

WA rpynne CocToAHue Howep Tenedona Cnneok nuariA Perucrpauua Anpec cepeepa

JIHHM K

CocmosHue cemeso2o uHmepagetica VolP

IP-adpec — IP-agpec ceTeBoro uHTepdelica ycayrm VolP.

MoHumopuHe a60HEHMCKUX KOMIIAEeKMo8

—  JluHUA — HoMep abOHEHTCKOro KOMMNEKTa YCTPOMCTBa;

— JloKanbHblli Homep — Homep TenedoHa aboHeHTa, 3aKpenneHHbl 3a AaHHbIM aBOHEHTCKUM

NopTOM;

—  Peaucmpauyus — coCcTosHWe pernctpaumnmn TenedoHHOro Homepa rpynnbl Ha NPOKCU-CcepBepe:
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= OmKa4eHa — GyHKLMA pernctpaumm Ha SIP-cepBepe BbIK/AOYEHA B HAaCTPOIMKax npopuna
SIP;

=  QuwubkKa — npoueaypa perucTpaummn 3aKoHYMNacb Heyaave;

=  BeinonHeHa — npoueaypa perncrpaumm Ha SIP-cepsepe BbINOHEHA YCMNELLHO.

—  Ucmekaem 4yepes — Bpems A0 UCTEYEHUA perncTpaumm aboHeHTCKoro nopTa Ha SIP-cepsepe;

— AOlpec cepsepa — appec cepBepa, Ha KOTOPOM NOCAEAHWNI Pa3 NpoLULa PerncTpaLmio aboHeHTCKas
NNHUA;

— CocmosHue AUHUU — COCTOSIHWE (U3MYECKON NNHUW. JIMHWUA MOMKET HaxoAMTbCA B OAHOM W3
CNeayoLmMX COCTOAHNI:

= He akmusHa — TenedpoHHas Tpybka nonoxkeHa (NMB60 aBOHEHTCKUI MOPT BbIKAOYEH),
HOpMa/ibHasA pPaboTa;

=  AxkmueHa — TenedoHHas TpybKa NOAHATA; B /IMHUIO BbIAAETCA CUFHA/M OTBETA CTaHUMMU,
nnbo curHan KMB, nnbo curHan owmbku, AM60 NMHUA HAaXOAUTCA B COCTOSIHUM Pa3roBopa;

= [Jocblnka 6bI308a — Ha TenepoH MOJAETCA BbI3bIBHOM CUrHan (Npu NOCTyNAeHUM
BXOAALLErO 3BOHKA);

=  TecmupogaHuUe — 3anyLeH NpoLecc TECTUPOBAHUA IUHUMN.

— CocmosHue 8613080 1, 2 — Kaxkbli1 aDOHEHTCKMI MOPT MOKET OAHOBPEMEHHO MOAAEPKMBATL 40
[BYX CeaHCoB CBA3W. B gaHHOM none otobparkaetcsa COCTOAHWME Bbl30Ba C COOTBETCTBYHOLLMM
yAaneHHbIM abOHEHTOM. BbI30B MOKET HaxoAMUTbCA B OAHOM M3 CAeAYHOLLMX COCTOAHWI:

=  Habop Homepa — ocylecTBnseTca Habop Homepa ¢ TesiedpoHHOro annapara;

= 3gHAMO — BbI30B NO KaKMM IMB0 OTOU/CA, B IMHUIO BbIAAETCA CUTHA/ 3aHATO;

= Jcxodawuli 861308 — OCYLLECTB/IAETCA BbI30B YAa/leHHOro aboHeHTa, B IMHUIO BblAAETCA
curHan KMB;

=  Bxodswuli 6bi308 — Ha TesiedOHHbIM MOPT MNOCTynaeT BXOAAWMWA BbI30B, B JINHUIO
BblAAETCA BbI3bIBHOM CUTHAN;

=  Pa32080p — YCTAaHOB/IEHO Pa3roBOPHOE COeAMHEHUE C YAANEeHHbIM abOHEHTOM;

= BcmpeyHbil Ha yoepHaHUU — yAaneHHbli aboHeHT NOCTaB/IeH Ha yaepyKaHue;

= JIoKanbHbIli HA yoep¥aHUu — NOKaNbHblA abOHEHT MOCTaB/feH YAANeHHbIM Ha
yAepKaHue;

=  QuwubKa, nosoxcume mpybKy — B NUHUIO BbIAAETCA CUrHAN OWWOKU. CUTHaN oWmnBKK
06blYHO BblJAETCA MO WUCTEYEHMM TalMayTa BblAauM CUrHana 3aHATO (HacTpauBaeTca
OTAENbHO ANA KaXKAolh NMHUM), Korga 3abbinv Nonoxutb TpyoKy TenedoHa.

— YOaneHHslli aboHeHm 1, 2 — HoMep TenedoHa yaaneHHoro aboHeHTa KarKaoro ceaHca cBs3u.

— Tecm auHUu — No KHomke TecT 3anyckaeTcs NpPOLEecC TeCTUPOBaHMA aboOHEeHTCKON AnHun. O
cTatyce npouecca cBugeTenbctByeT obpaTHblid Taimep (B cTonbue «CocTosHME NIMHUKUY),
CUrHaNM3NPYOWNA 06 OCTaBLUEMCA BPeMeHW TecTa. Henb3a 3anycTuTb TeCT OAHOBPEMEHHO Ha
HECKONbKUX NNHMAX. [pogonxutenbHocTb Tecta — 80 cekyHA. Ha Bpema TecTa aboHeHTCKUIA
KOMMEKT 6/10KMpyeTCcA — CoBepLaTh M NPUHMMATb 3BOHKM By AEeT HEBO3MOMKHO.

JokaneHeIii WcTekaeT  Appec CocToAHle YAaneHHeli CocrosAHe YAaneHHsIi Tect
TNuHna Pernctpauna CoCcTOAHNE NMUHNN = ,
HoMep yepes cepeepa BEIZOBA 1 A6 OHEHT 1 BEI3OBA 2 AGOHEHT 2 nHHIN

1 20000 ECTb 0ooe:z 192.168.16.250 { TecTMpoBaHMe (73)

Q
Mo OKOHYaHWMKM TecTa PEe3yNbTaT MOXKHO NOCMOTPETb, Ha*XaB Ha KHOMKY :.......i B CTOI]6LI,e «TecT AMHUNY.

PesynbTaT npeacTaBnseTca B BuAe TabanLpl U COAEPKUT Cneayiolime AaHHbIe:

=  Jlama mecma
= [locmoAHHOEe CMOpPOHHee HarnpaxeHue Ha nposode TIP
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= [locmosHHoe cmopoHHee HanpsaxceHue Ha nposode RING
*  HanpsaxeHue numMaHusa AuUHUU

= ConpomuseneHue mex0y nposodamu TIP u RING

= ConpomueneHue mexoy npogsodom TIP u 3emnéli

= ConpomueneHue mexoy npogodom RING u 3emnéli

= EmKkocme mexcdy nposodamu TIP u RING

= EmKocme mexcdy nposodom TIP u 3emnéii

= EmKocme mexcdy nposodom RING u 3emnéii

Mpumep pesynbtata Tecta AUHUM 1:

PesynbTaT Tecta: JlnHua 1 x
Oata tecta: 13:44:26 12.11.2013
MOCTOAHHOE CTOROHHEE HANPAXEHWE Ha NposoAe TIP 0054217 B
MOCTOAHHOE CTOPOHHEE HANPAXEHWE Ha Nposoge RING  -0.043898 B
HanpaseHue NUTaHWA NMHK -52474335 B
CONPOTHENEHKE MEXDY NPOBOAANMK TIP 1 RING 462.785980 KOM
CONPOTMENEHME MEHDY NPOEORONM TIF 1t 3emngn 3920870830 KOm
CONpOTHMENEHWE MEXLY NPOECOAOM RING M 32MNER 340859863 KOmMm
EMKOCTE MENAY NPDEOLEMM TIP M RING 50 HD
EMKOCTE MEXY NROEOAOM TIP 1 SEMNER 50 HI
EMEDCTE MEXAY NPOBOLOM RING 1 3emMnél a0 HD
W ¥ AanuTs XK 3AKOBITE

Mod mabauyeli MoHumopuHaa aboHeHMCKUX KOMM/AEeKmMo8 HAaxo0amca KHOMKU 014 npuHyoumesabHol
pea2ucmpayuu usau 0mmeHsl peucmpayuu 8616paHHbIX AUHU.

MoHumopuHe 2pynn 8bi308a

—  Wm=A epynnsl — Ha3BaHMe rpynnbl BbI30Ba;

—  CocmosiHUe — COCTOAHME TPYNMbl BbI30BA: BKAOYEHA WU BbIKIOYEH];

— Homep menegoHa — Homep TenedpoHa, 3aKPeNIEeHHbIN 3a rPynnoi Bbi30Ba;

—  CrucoK AuHUl — CNUCOK NNHWI (NOPTOB), KOTOPbIE BXOAAT B rpynny;

—  Peaucmpauyus — coCTOsHWE perncTpaumumn TenedoHHOro Homepa rpynnbl Ha NPOKCU-CepBEpE:

= OmKa4yeHa — GyHKUMA pernucTpaumm Ha SIP-cepBepe BbIK/IlOYEHa B HAaCTPOWKaXxX npogus
SIP;
=  QuwubKka — npoueaypa perucTpaLmmn 3aKkoHYNNaCh Heyaadeu;
= BbinosHeHa — npoueaypa perncTpauum Ha SIP-cepeepe BbINOJIHEHA YCMNELIHO;
—  Ucmekaem yepes — Bpema A0 UCTEUEHUS perncTpauum rpynnbl Bbi3osa Ha SIP-cepBepe;
— Adpec cepgsepa — ajpec cepBepa, Ha KOTOPOM MOCAeAHUA pa3 Npoluna pPerucTpaumio rpynna
Bbl30Ba.

MoHumopuHe IMS

MoHUTOPUHT IMS NOKasbiBaeT COCTOAHWE HEKOTOPbIX YCAYTr (aKTMBMPOBaHa WM He aKTMBMPOBAHA) Ha
KaXKgon abOHEHTCKOMN IMHMM, NPU YCNOBUM, YTO HA 3TOW JIMHUK paspeLleHo yaaleHHoe yrnpaB/ieHue ¢ cepBepa
IMS (IP Multimedia Subsystem).
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YnpasneHue ¢ IMS — noOKasblBAeT, BKAOYEHO WAN HET yAaNeHHOe yhpas/JeHue YCayramwu
aboHeHTCKoM nnuHMK ¢ cepeepa IMS (HacTpaunaetca B npodune SIP, cm. nogmeHto «Mpoduany»);
TPEXCMOPOHHAA KOHGhepeHUus — NOKa3blBaeT, NPULLIA UAM HET KOMaHAA Ha aKTUBALMIO YC/yTy
«TPEXCTOPOHHAA KOHpepeHUMa» ¢ cepsepa IMS;

YoepicaHue 8b1308a — NOKa3bIBaET, MPULLJIA UM HET KOMAHAA Ha aKTUBALMIO yCyru «YaepkaHue
BbI30Ba» c cepsepa IMS;

OxcudaHue 8bi308a — NOKa3bIBAET, MPULLAA MW HET KOMAHAA Ha akTUBaUMIO ycayrn «OxKuaaHue
BbI30Ba» C cepsepa IMS;

lFopayas AUHUA — NOKa3bIBaET, MPULLIA UM HET KOMaHAA Ha aKTMBaLMIO yCayrun «fopsaYas INHUA»
c cepsepa IMS;

Homep eopsa4veli nuHuU — noKasbiBaeT Homep TenedoHa ana ycnyrn «fopadvas IMHUA» B KOMaHAe
aKTMBauuum ot cepsepa IMS;

Talimaym eopsveli AuHUU, ¢ — NOKasblBaeT TalmayT Habopa ana ycayrm «lfopsyaa AuMHMA» B
KOMaHAe aKTuBauum ot cepsepa IMS.

Ums ycnyeu «lepedaya ebi308a» - NOKa3bIBaeT 3a4aHHOE UMSA ycayru «lepeaaya BbI30Ba».

' —ycyra akTMBMPOBaHa;
X — ycnyra He aKTUBMpPOBaHa.

3.7.3 NogmeHio «Ethernet-noptbi»

B noameHto «Ethernet-nopTbl» BbINOAHAETCA NPOCMOTP cocToaHua Ethernet-nopTtos ycTpoicTsa.

CocTogaHue Ethernet-noptoe

MopTt
WAN

LAN

£ OGHOBHTB

MoaknwyeHne CropocTe Pexum NepenaHo MpuHaATO
Bkn 100 MBwT/c Full-duplex 1.4 MBaiT (1 493 435 GaiT) 516.7 MBaiT (541 842 450 BaiT)
Bikn

CocmosHue Ethernet-nopmos

Mopm — Ha3BaHMWe nopTa:

=  WAN — nopT BHELWHEN ceTH;
= [AN — NopT N0KaNbHOM CeTu.

lodknroyeHue — cocToAaHne NOoAKNHOYEHUNA K JaHHOMY NOPTY:

= BK/. — K NOPTY NOAK/OUYEHO CETEBOE YCTPOMCTBO (/IMHK aKTUBEH);
= BbiKA. — K NOPTY He NOAK/IOYEHO CeTeBoe YCTPOMUCTBO (NHK HE aKTUBEH).

Cropocmb — CKOPOCTb MOAK/IOYEHUA BHELIHEero CeTesBoro ycrpoictsa K mopty (10/100/1000
M6wuTt/c);
Pexcum — pexxum nepegayu SaHHbIX:

®  Full-duplex — nonHbIN gynnekc;
®  Half-duplex — nonyaynnekc;

lMepedaHo — KONMYECTBO NepeaaHHbIx 6aliT ¢ NopTa;
MMpUHAMO — KONNYECTBO MPUHATLIX 6AUT MOPTOM.
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[nsa nonyyeHus Tekywwen MHpopmaLumm o cocTosiHumn Ethernet-nopToB HaxkMUTE KHOMKY « OBHOBUTBL».

3.7.4 NogmeHto «<DHCP»

B nogmeHto «DHCP» MOXHO NOCMOTPETb CMMCOK NOAKAOUYEHHbIX K LAN-MHTepdelicy ceTeBbIX YCTPOMUCTB,
KOTOpbIM 6blIM HasHayeHb! IP-agpeca nokanbHbiM DHCP-cepBepom, a TaKKe Bpema A0 UCTeyeHua apeHabl IP-
agpeca.

Cnucok DHCP-knueHTOB

MAC-agpec MMsA knnexTa IP-agpec Bpemsa 00 UCTEMEHUA apeHkl

Z OGHOBUTb

AKmusHbie DHCP-apeHObi

—  MAC-adpec — MAC-agpec NnoaKAHUYEHHOTO YCTPOMCTBA;

—  Umsa KnueHma — ceTeBOe UMA NOAKIOYEHHOTO YCTPOMCTBA;

— IP-adpec — IP-agpec, Ha3HaYeHHbIN KIMEHTY M3 NyJia afipecos;

—  Bpems 0o ucmeueHusa apeHObI — CPOK, Yepe3 KOTOPbIN UCTEKAET apeHaa BblAENEHHOIO agpeca.

[ns nonyyeHuna Tekywen nHdopmauymm o DHCP-KAneHTax HaxKmuTe KHoMNKy « OBHOBUTb».

3.7.5 NoameHio «ARP»

B noameHto «ARP» BbinonHseTca npocmoTp ARP-Tabauupl. B ARP-Tabnunue cogepxutca nHbopmaums o
cootBeTcTBMM IP- 1 MAC- agpecoB coceaHMX CETEBbLIX YCTPOMCTB.

ARP-Tabnuua

IP-agpec MAC-agpec Hma knnenTa WHTepdeic
&

102.168.15.1 ABFO4B80:ET:00 WAN

102.168.16.34 14:CC:20:03:82:06 WAN

2 OBHOBUTL

ARP-mabnuya

— IP-adpec — IP-apgpec yCcTpoONCTBa;

— MAC-adpec — MAC-agpec ycTpOMUCTBa;

—  WMA KnueHmMa — ceTeBoe UMsA NOLK/IOYEHHOTO YCTPOWCTBA;

—  UWHmepgpelic — nHTepdeliic, co CTOPOHbI KOTOPOTro akTUBHO ycTpoicTeo: WAN, LAN, Bridge.

[na nonyyeHns Tekyulein MHGopmMaLmMn HaxkMUTe KHoMKy «OBHOBUTLY.
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3.7.6 NogmeHI0 «YCTPOUCTBO»

B nogmeHto «YCTponcTBO» NpmBeaeHa obuwas nHpopmauma ob ycTponcTse.

WHdopmaunsa ob ycTpoicTee

M3penue TAU-2M.IP

Bepcua NO 1.13.0.119
3asoackon MAC-agpec 00:11:22:33:44.64
CepuiHEIR HomMep V139000023
CucTemHoe Bpema 12:532:22 03.02.2016
Bpema paloTol 0aH., 004841

UHgpopmayusa 06 ycmpolicmse

—  WU30enue — HaMMeHOBaHME MOAENN YCTPOICTBa;

— Bepcus 10 — BepcuaA nporpaMmHoOro obecneyeHuns ycTpomncrsa;

— 3aeodckoli MAC-adpec — MAC-agpec WAN-uHTepdelica ycTponcTea, YCTaHOB/EHHbI 3aBOA0M-
N3roToBUTENEM;

—  CepuliHbili Homep — CEpPUMNHbBIN HOMEP YCTPOMCTBA, YCTAHOB/IEHHbI 3aBOA0OM-U3TOTOBUTENEM;

— CucmemHoe 8pemsa — TEKyLLME BPEMSA M AaTa, YCTaHOB/IEHHbIE B CUCTEME;

— Bpems pabomel — Bpema paboTbl C MOMEHTa NOC/NEeAHEro BKAKOYEHUA WAW Nepesarpysku
YCTPOMCTBa.

94
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3.7.7 NogmeHio «Conntrack»

B noameHto «Conntrack» 0To6pa>+<a}0Tcs| TEKYLWME aKTUBHbIE CeTEBblE COeANHEHUA YCTpOVICTBa.

BuiBog akTuBHbIX ceccuid NAT

YMCNO AKTHBHBIX COBANHEHNI 1

YMCNO NOKA3AHHBIX COEAMHEHMA 11

@

Cnucok coeguHeHnin

o
MpoTokon AOpPEeC UCTO4HHMKA AQpec HasHa4eHns Taumayt
unknown 192.168.1.1 224001 9 MuH 51 cek
unknown 2222 224001 9 MuH 51 cek
fcp 192.168.27.128:1594 192.168.10.20:80 1 muH 59 cer
tcp 192.168.27.126:1593 192.168.10.20:80 1 MuH 39 cek
udp 127.0.0.1:40143 127.0.0.1:53 9cex
udp 192.166.10.20:48834 192.168.10.1:53 2 MMH 39 cek
tcp 192.168.27.126:1590 192.168.10.20:80 9cex
tcp 192.166.27.128:1595 192.168.10.20:80 4 0H 23 4 59 MUH 59 cek
tcp 19216627 1281592 192.168.10.20:80 1 MUH 26 cek
udp 127.0.0.1:47601 127.0.0.1:53 9cex
tcp 192.166.27.126:1589 192.168.10.20:80 9 cex
tcp 19216627 1281591 192.168.10.20:80 9cex

Z ODHOBUTh

Bbisod akmusHbix cecculi NAT

—  Yucno akmugHbix coeduHeHUl — obLlee YNCNO aKTUBHbIX CETEBbIX COEANHEHUN;

—  Yucno nokasaHHbIX coeduHeHul — Yncno coeguHeHni, BoiseaeHHblx B8 WEB-uHTepdelic. YTobbl He
CHVKATb MpPOU3BOAUTENBHOCTL paboTbl WEB-uHTepdelica, MaKCMManbHOE YMCIO MOKa3aHHbIX
coeiHeHUI orpaHuyeHo 3HavyeHmem 1024. OcTanbHble COeAMHEHUA MOXKHO NOCMOTPETb Yepes
KOMaHZAHYIO KOHCO/b YCTpOMCTBa (KomaHaa cat /proc/net/nf _conntrack).

Criucok coeduHeHull

[TpOMOKos — NPOTOKOJ, MO KOTOPOMY YCTaHOB/IEHO COEAMHEHWE;

Adpec ucmoy4Huka — IP-agpec 1 Homep NopTa MHULLMATOPA COeAMHEHNUS;
— Adpec HasHaveHus — IP-agpec n Homep NopTa agpecata CoegUHEHUS;
Talimaym — nepunog BpemMeHM 0 YHUUTOXKEHMA COeaUHEHUS.

[na nonyyeHuns Tekylein MHGopmaLmnmn HaxkMmuTe KHonKy «OBHOBUTLY.
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3.7.8 MNoameHo «MapwpyTusauuma»

B nogmeHto « MapwpyT1sauusa» oTobparkaeTtca Tabamua mapLlpyTM3aLmmn yCTPoncTea.

Tabnuya mapwpyTusayus

Appecart Linwos Macka dnarn MeTpuka O6paweHns OGHapyxeHus WHTepdenc
192.168.1.0 0.0.0.0 255.255.255.0 u 0 0 o] bro

. 192.168.10.0 0.0.0.0 255.255.255.0 u 0 0 o] eth1

N 0.0.0.0 192.166.10.1 0.0.0.0 uG 0 0 o] eth1

2 OGHOBHTE

— Adpecam — |P-agpec XocTa Uan NoACceTH Ha3HaYeHUs, L0 KOTOPbIX YCTAHOBJEH MapPLLPYT;

—  LWmo3 — IP-agpec Wwto3a, Yyepes KOTopbIl OCYLLECTBAAETCA BbIXOA, Ha aapecarTa;

— Macka nodcemu — macka noacetu;

— @agau — onpegeneHHble XapaKTepUCTUKM JaHHoro mapwpyta. CyllecTByloT ciegyowme
3HayeHuA @1az08:

= U - yKasbIBaeT, YTO MapLLPYT CO34aH U ABAAETCA NPOXOANMbIM;

= H - yKa3bIBAEeT HA MApPLIPYT K OnpeaeneHHOM y3y;

= G - YKasblBaeT, YTO MapLUpyT MpoJsieraet yepes BHEWHUN wato3. CeTeBoit MHTepdeic
CUCTEMbI MPEAOCTaBAsET MapLpyTbl B CETU C MPAMbIM NOAKAOYeHMeM. Bce npoune
MapLUpyTbl NPOXOAAT Yepes BHeWHMe Wwnto3bl. aarom G OTMeYatoTCa BCE MapLUpyTbl,
KpOMe MapLUPYTOB B CETU C NPAMbIM NOAKAOYEHNEM;

= R - yKasblBaeT, YTO MapLIpyT, cKopee Bcero, 6bln co3haH AMHAMUYECKMM MPOTOKOJ/IOM
MapLupyTU3aumun, paboTaloWwmmM Ha JIOKaNbHOM cUCTEMe, NOCPEACTBOM MapameTpa
reinstate;

= D - yKasblBaeT, YTO MapwpyT 6ol gobasneH B pesysnbTaTe MNOJyYeHUs coobuieHun
nepeHanpasneHus ICMP (ICMP Redirect Message). Korga cuctema ysHaeT 0 mapLupyTe us
coobuweHns ICMP Redirect, mapwpyT BKAtO4YaeTcs B Tabauuy mapLluipyTusaumm, 4tobbl
WCK/IOYUTb NepeHanpasB/ieHne ana nocienyowmx Naketos, NpeaHasHauYeHHbIX TOMY e
agpecaty. TakMe maplpyTbl OTMeYeHbl dnarom D;

= M - yKasbiBaeT, YTO MapLIPYT NOABEPrcA U3MEHEHUIO - BEPOSTHO, B pesy/ibTate paboTbl
AMHAMMWYECKOro MPOTOKO/a MapLUpyTU3aUMK Ha JIOKaZbHOM CUCTEME M MPUMEHEHMSA
napameTpa mod;

= A -yKasblBaeT Ha bydepn3oBaHHbIN MapLLIPyT, KOTOPOMY COOTBETCTBYET 3aNuUCb B Tabauue
ARP.

= C- yKa3blBaeT, YTO MCTOMHUKOM MapLLpyTa ABAseTCs bydep MapLupyTM3aumm aapa;

= L - yKa3blBaeT, YTO NYHKTOM Ha3HayeHWs MapLipyTa sBAAeTCcA OAMH U3 aApecoB JaHHOro
KoMnbloTepa. TaKuMe «IOKa/jibHble MapLlpyTbl» CYLWECTBYIOT TO/IbKO B bydepe
MapLLpyTU3aUmu;

= B - yKasblBaeT, YTO KOHEYHbIM NMYHKTOM MapLUpYyTa ABAAETCA LWMPOKOBELLATE/IbHbIV aapec.
Takne  «lWMpPOKOBeLlaTeNbHblE  MapLUPyTbl»  CYWECTBYIOT TOAbKO B  bydepe
MapLLpyTU3aumu;

= | - yKas3biBaeT, YTO MapLUpyT cBA3aH c KonbueBbim (loopback) nHTepdelicom ¢ uenbio
WHOM, Hexenu obpalieHne K KoibLEeBOW ceTU. TaKue «BHYTPEHHME MapLLpyTbi»
CYLLLeCTBYIOT TO/IbKO B Bydepe mapLupyTuzaunm;

= |- yKasblBaeT, YTO AelTarpaMmbl, HanpaBafsemble Mo 3ToMy agpecy, byayT oTBepraTbea
CUCTEMOIA;
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Mempuka — onpegenser «CTOMMOCTb» MaplupyTa. MeTpuka MCNonb3yeTca ANA COPTUPOBKU
Ayb6NMpyOLWMX MapLUPYTOB, €C/IN TaKOBblE NPUCYTCTBYIOT B TabauLe;

ObpaweHusa — 3adUKCMPOBaAHHOE YMC10 0bpaLLEHNI K MAPLLPYTY C Le/blo CO34aHMA CoeANHeHUA
(He ucnonbayetca B cucteme);

Ob6HapyxeHUA —4ncno obHapyKeHM MapLIpyTa, BbIMOJIHEHHbIX MPOTOKOOM IP;

UHnmepgpelic — nma ceteBoro nHTepdeiica, Yepes KOTopbIn NPoaeraeT AaHHbIN MapLpyT.

[na nonyyeHus Tekywen MHGOPMaL UM HarKMUTE KHOMKY « OBHOBUTBL».

3.7.9 NogmeHo «UcTOpUA BbISOBOBY

B noameHto «McTopus BbI30BOB» MOXKHO NPOCMOTPETb CMUCOK COBEPLUEHHbIX TeflepOHHbIX BbI30OBOB, a
TaKXKe CBOAHYI0 MHPOPMaUMIO NO KaXKAOMY BbI30BY.

B onepaTnBHOM NamsaTU YCTPOMCTBA MOXKHO coxpaHuTb A0 10 000 3anucein o coBepLUEHHbIX Bbi3oBax. [pu
Konuyectse 3anucen 6onee 10 000 camble cTapble (BBepxy Tabauupbl) yaanaoTca, U B KoHeu, ¢alina
n06aBnsoTCA HOBbIE.

3anuncb CTaTUCTMKM B }KypHa/ie BbI30BOB HE BEAETCA NMPU HY/IEBOM pa3mepe UCTOPUMN.

20

duneTp (NokazaTh)

CTpanuua 1 u3 1

IP-3, ec Bpemsa Bpems
Aapec - EP P OnutencHocTe CocTofHWe Tun MepeaaHo MepegaHo MpuHato TMpHHATO
BCTPEYHOW NOCTYNNEeHWA Havana

HOMep HoOMep pasroeopa EbIZOEA EbIZOEA nakeToe Bant nakeToe BalT
CTOPOHEI BEI3OBA pasroeopa

NoKankeHeld YAaneHHeIA

008 - - 03:04:14 - - local BXOmAWMA O 0 0 0
01011970

007 - - 03:0416 - - local srogAwmn 0 0 0 0
01.01.1970

¥ 3anuceil Ha cTpaHnue

OnucaHue nonem TabaunLbl KMCTOPUSA BbI3OBOBY:

# - NopAAKOBbI HOMEpP 3anucK B Tabauue;

JluHUA — HoMep abOHEHTCKOro NopTa YCTPOMCTBa;

JloKanbHbIl Homep — Homep aboHeHTa, 3aKpenaeHHbIM 32 AaHHbIM aDOHEHTCKUM MOPTOM;
YOaneHHsili Homep — HOMep yaaneHHoro aboHeHTa, ¢ KOTopbiM Bbl10 ycTaHOBAEHO TenedpoHHOE
coeauHeHue;

IP-adpec scmpey4Holi cmopoHsl — IP-agpec yaaneHHoro aboHeHTa, ¢ KOTOPbIM Bbl10 YCTAHOBAEHO
TenepoHHoOe coeanHEHNE;

Bpems nocmynaeHus 8bi308a — BPEMA U faTta NOCTynieHnsa/coBepLleHmn Bbl30Ba;

Bpemsa Ha4ana pas2oeopa — Bpems U faTta Hayana pasrosopa;

JnumenbHocme pa3zoeopa — pANTENLHOCTb PA3roBopa B CEKYHAAX;

CocmosHue 8613080 — NPOMEKYTOYHOE COCTOAAHWE B0 NPUYMHA 3aBEepPLUEHUS BbI3OBA, ONMCAHUE
CTAHOBMTCA AOCTYMHbIM MPU HaBEAEHUN Kypcopa Ha 3aMmMCb COCTOAHMA BbI30Ba;

Tun 8613080 — TVN BbI30BA: UCXOAALLMIA UAW BXOAALLMIN;

lMepedaHo nakemoe — KoANYecTBo nepedaHHbIXx RTP-NakeToB 3a Bpems pas3roBopa;

MepedaHo 6alim — Konn4yecTso nepeaaHHbIX 6aliT 3a BpemMa pa3rosopa;

[MpUHAMO NaKemMoe — KONMYeCcTBO NPUHATLIX RTP-NnakeToB 3a Bpems pasrosopa;

lMpuHAamMo 6alim — KONNYEeCTBO NPUHATLIX 6alT 3a Bpema pa3rosopa.
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B Tabmue UcTtopmm 3BOHKOB MOXKHO MPOn3BecTM oTbop 3anumcelt No pas/MYHbIM NapaMeTpam gJ/s 3Toro
HaXXmuTe cCbiky «PunbTp (NOKasaTh)». PUNbTPALUA MOKET NPOU3BOAUTLCA MO HOMEpPY abBOHEHTCKOW IMHUN,
NIOKaZIbHOMY WAW yaaneHHoOMY Homepy, IP-agpecy BCTPEYHOM CTOPOHbI, BPEMEHM MOCTYMN/JAeHUs BbI30Ba,
BPEeMEHW Ha4yana pPa3roBopa, COCTOAHMIO BbI30BA M TUMY 3BOHKA. OnuncaHue napameTpoB ¢UAbTPaLMM YKa3aHo B
onucaHuu none Tabmubl UICTOPUN BbI3OBOB BblLLE.

Bpemsa nocmyriaeHus 8vi308a om/0o0 wnu Bpems Hauyana paszoeopd om/00 — BPEMEHHbIE PAMKM
nocTynaeHus/coBepLleHNn BbI30Ba WM Havana pasrosopa B GopmaTe «44:MM:CC A4.MM.ITIT»,

[NA CKpbITUA HACTPOMKM NapamMeTpoB GpuAbTPaUMM 3anuceit B Tabauue HaxkmuTe Ha cCbinky Puabmp
«CKPbIMb».

Ona HacTpoMKM nNapameTpoB MUCTOPUM 3BOHKOB HaXXMWUTE HA CCblKY «HacTpouTb napameTpbl UCTOPUK
Bbl30BOB». [loApoOHOE OnNMCaHWe HACTPOMKM NapamMeTpoB NpuBeAeHO B pasgene 3.6.3.9 MeHw «Mcmopusa

86130808 »MeHo«H4cmopUa-66i36806%.

“ . .
— [Mpw HaXkaTWUM HA KHOMKY npounsonaeT nepexos K Tabaunue, HaYMHaA ¢ NepBoi 3anucu.

—  [pu HaxKaTUK Ha KHOMKY Npou3onaeT nepexoq K NnpeaplayLiel cTpaHuue ¢ Tabavuen
NCTOPUM BbI3OBOB.

> . . o
—  [pu HaKaTK Ha KHOMKY NPOU30NAET Nepexos, K cneaylolei cTpaHuue ¢ Tabaunuen
NCTOPUN BbI3OBOB.

[ . o
—  [pu HaKaTK Ha KHOMKY npousonaer nepexos K Tabauue, 3akaHYnBas nocnesHem
3anucobHo.

CeneKtop «3anucei Ha CTPaHWLE» NO3BOJIAET HACTPOUTL KOIMYECTBO BbIBOAUMbIX 3anuncei Tabamubl Ha
OZHOW CTpaHuLE.
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3.8 Mpumep HACTPOKH

1. Noakntoumnte MK K ogHomy M3 LAN-nopTOB yCTpOMiCTBA, NPOBOA OT CETM MpoBaiaepa NogKaAounTe K
nopty WAN;

2. B aapecHoit cTpoke 6paysepa Beeaute IP-agpec wntosa (no ymonyanuto 192.168.1.1);

3. Mpu ycnewHom NOAKAOYEHUN K YCTPOMCTBY MOABUTCA OKHO C 3aMPOCOM JIOTMHA M Napons. 3anonHuTe
NosiA U HaXKMUTE KHOMKY «BoiTu» (Mo ymonyaHuto nornH:admin, naponb:password).

Eltex TAU-2M.IP

TNorux

admin

Napore

Ecnm aTO OKHO He noaBWAOCb, ybeauTecb, YUTO B HACTPOMKax CETEeBOro MoAkatouyeHue Ha Bawem MK
YCTQHOBAEHO aBTOMAaTU4YecKkoe nonyyerHue IP-agpeca.

4. B nauTtke «MHTepHET» HacTpamBaeTcs BHelHee coeguHeHue. Ecam TAU-2M.IP 6yaeT ncnonb3oBaTbCs B
KayecTBe Mapupytmsatopa — B MNAUTKE «MHTepHeT» Bblbepute 3HauyeHwe nona «Pexum paboTbl» -
MapLpyTmnsatop. B none «[lpoTokon» BbibepuTe NPOTOKOA, WCMO/b3YeMblid BallMM MOCTaBLMKOM YCAyr
UHTepHeT, n BBeAUTE HEOOXOAMMbIE LAHHbIE COMNACHO MHCTPYKUMAM npoBaiaepa. Ecnm ana noakntoveHus K
CeTM NpoBaiaepa MCMNONb3YyITCA CTAaTUYECKME HACTPOMKKU, TO B nose «[poTOKOA» HYXKHO BblOpPaTb 3HayeHue
«Static», 3anonHUTL nons «BHewHwnit IP-agpec yctponctea», «Macka nogcetm», «LLUno3 no ymosyaHuio»,
«MNepBnyHbIN DNS» 1 «BTOpUYHbIA DNS» - 3HaYeHWs napameTpoB NPefoCTaBNAOTCA npoBaikaepom. [ns

v
COXpaHeHNA N NPUMEHEHUNA HACTPOEK Ha*XMUTE KHOMKY .

UHTepHeT noapoGHee
PexiM padoTel | MaplupyTwaaTop ¥
MpoTokon | PPPOE v
IMA nonb3oBaTens | login
Mapone | ===
Service-Name | internet
BTopoit gocTyn | DHCP v

3 -

[Nna yKasaHuAa AOMOAHWUTE/NbHbLIX NapaMeTpPoB MeperanTe B PEKMM PaCLUMPEHHbIX HACTPOEK, HaKaB
CCbINKY «noapobHee» (cmoTpuTe pasgen 3.6.2.1 [ToomeH «IHMepHem »Hoomerto—«dHmepHenr).

5. Ecam B cetn Bawero NHTepHeT-npoBaliaepa ncnonbsyetca npueaska Kk MAC-agpecy, HaxXMUTE KHOMKY
«noapobHee» B NAUTKe «MHTepPHET» K OTKpoinTe noameHio «HacTpoika MAC-aapecos». B pasagene «HacTpolika
MAC-agpeca WAN» yctaHosuTe o¢nar «[lepeonpesennts MAC» u Bsegute B none «MAC» MAC-agpec
YCTPOWCTBA, KOTOPbIA paHee Obln noakatoyveH K cetn WUHTepHeT. Ecnam 6bin nogkntouveH MK, ¢ KoToporo
NpPoOu3BOAMTCA B AaHHbIA MOMEHT HaCTPOIMKa YCTPOMCTBA, TO AOCTAaTOYHO HaxaTb Ha KHOMKY «Ka0HUposame»,
yTobbl HazHauMTb Wwnto3y MAC-agpec Bawero MK. Ona coxpaHeHUs U NPUMEHEHUS HACTPOEK HAXKMUTE KHOMKY
«pUmMeHnTb».
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(3 "9 [P-TenechoHmna  IP-TeneempeHne  Cucrema

HacTpoiika MAC-agpeca WAN
MNepeonpegenyts MAC ¥

MAC  12:13.a6.cc.2d e8

hopmaT. XK IOCIN XK

AR S X OTMeHa

WuTepHeT EGEWGTTENNGENLEWG I DHCP-cepeep  fokansHolil DNS — NAT v npoGpoc nopTos  CeTesoil 3kpaH  MaplupyTusauma  JWHamuseckuii DNS  SNMP

4 KnoHupoBaTh

Ecnn TAU-2M.IP 6ypeT ncnoib3oBaTbCA B KayecTBe 2-NOPTOBOr0 KOMMYTATOpPA, TO B NAUTKE « MIHTepHeT»

BblbepuTe 3HayeHWe nona «Pexum paboTbl» - MOCT. B none «IP-agpec» yKaxkute agpec, KoTopbii byaet
Ha3HayeH YCTPOWCTBY AN AOCTyna K Hemy. BBeaute macky noacety (no ymondaHuio 255.255.255.0). Ana

v
COXpaHeHNA N NPUMEHEHUNA HACTPOEK Ha*XMUTE KHOMKY .

WHTepHeT

Pexym padoTel
MNpoTokon

IP-aapec

Macka noaceTn
LLInta3 no YMONYaHWK
MNepBUYHEIR DNS

BTOpUuHbIA DNS

MocT

Static

19216811

255.255.255.0

192168101

192.168.10.1

3 -

nogpoGHee

B pexkume mocma wnio3 He 6yaeT aBTOMaTUYECKM BblaaBaTb IP-agpeca no npotokony DHCP ycTpoitctBam,

NOAKNOYEHHbIM K UHTepdeicy LAN.

6. B nautke «IP-TenedoHusa» BbINOAHAETCA 6bICTpasa HAcTpoiKa abOHEHTCKUX AMHWIA ana paboTbl no

npoTokony SIP. aa 3Toro Bbibepute BKAAAKY «/IMHUA» C HOMEPOM ANMHWUU, KOTOPYIO HEOBXOAMMO HACTPOUTb.
OTmeTbTe MYHKT «BKAOUNTLY», BBEAMTE HOMep TenedoHa, KOTopbI ByaeT Ha AaHHOMW UHMM, IOTUH U Naposb

Ana asTopusaumn Ha SIP-cepsepe. [1na coxpaHeHNA N NPUMEHEHUA HACTPOEK HAXKMUTE KHOMKY .

IP-tenecpoHusa

NMuaua 1 NMuHrA 2

SIP

Brnioynte ¥

Homep
AyTeHTMUKaUMA

Wma nons3osartena

Napore

333

20007

noapotHee

Takum ke 06pa3om HacTpanBaeTcs abOHEHTCKas IMHUA B ApYroi BKAaake «/IMHua».
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7. Bbibepute BKNaaky «SIP» B nauTtke «IP-TenedoHua» gna HacTponkum napameTtpos SIP. YKaxute IP-agpec
nnn gomeHHoe mms SIP-cepsepa M cepBepa perncrpauum (Npu HeobxoAMMOCTU) B COOTBETCTBYHOLWMX MOAAX.
Echn Ha cepBepax MCNOAbL3YKOTCA HOMEpa MNOpTOoB, OT/AMYHble OT 5060, TO 4yepe3 ABoeTouYME YKaXKuTe
anbTepHaTMBHbIe NOpPTbl. YKaxkuTe SIP gomeH npu HeobxoammocTn. YctaHoBuTte daar «Perncrtpauma», ecav gns
pabotbl TenepoHuM Heobxoguma peructpaums aboHeHToB Ha SIP-cepsepe (06bluHO, perucTpaumn

v
H606XOAMM3). Ana COXpaHeHNA N NPUMEHEHUA HACTPOEK HAXKMUTE KHOMKY .

IP-tenedonmnsn noaposHee
TuAna 1 NuHna 2 SIP

SIP-Npokey cepeep
PervcTpauma
Cepaep pervcTpauyun

SIP AoMeH

= -

Ona yKasaHua [ONOJHUTE/IbHLIX NapameTpoB MeperauTe B PEeXKMM PaCLUMPEHHbIX HACTPOEK, HarKaB
CCbINIKY «noApobHee» (cmoTpuTe pasgen 3.6.3 MeHio «IP-menedoHusA»Merto—~«tP-meaedoris).

8. Ecnn npegnonaraetca ucnoab3oBaHue IP-tenesmaeHna — B Nantke «IP-tenesngeHmne» otmeTbTe NYHKT
«Bknatountb IPTV». [na BKkAIOYEHMA BO3MOXKHOCTU nepenaydn IPTV-notokos no HTTP oTmeTbTe NyHKT « BKAounTh
HTTP-npokcu». B none «Mopt HTTP» yKaxuTe NOPT, KOTOpbIM OyAeT MCnosb30BaTbCA ANS MOAKAHOYEHUA
BHELWHUX YCTPONCTB K NoKanbHoMy HTTP-npoKkcn. Onsa coXpaHeHUA U NPUMEHEHUA HACTPOEK HAXKMMUTE KHOMKY

]

IP-reneBugeHune noapoGHee

BKNHO4UTL IPTV &

BrniounTe HTTP- &
NpOKCH

MopT HTTP | 1234

3 -

Ecnm gnsa yenyrm IPTV ncnonbsyetcs otaenbHbli VLAN, nepenguTte B peXXMM pacluMpPeHHbIX HAcTPOEK,
Ha’KaB CCbINIKY «noapobHee» n ykaxkmte ID VLAN B COOTBETCTBYIOLLLEM MOJIE.
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4 UCNOJ1Ib3OBAHUE AONOJ/IHUTE/IbHbLIX YCNYT

4.1 lNepepaya Bbi30Ba

Ycnyra nepefava BbiI30Ba MOMKET BbINOJHATLCA JIOKA/AbHO CpeacTBamMu wnto3a ambo cpeactsamu
B3aMMOLENCTBYIOWEro ycTponctea. Ecam  ycnyra  ocyuwectBnfeTca CcpeacTBamu  B3aMMOLEMNCTBYHOLWETO
YCTPOICTBA, TO AOCTYN K ycayre «lepepaya Bbi30Ba» YCTaHABAMBAETCA Yepe3 MEHI0 HAcTPoeK abOHEeHTCKOro
nopta «IP-menegorua» -> «Hacmpolika auHuli» nytem Bblbopa 3HauyeHua «Transmit flash» B8 none «Pexcum
ucnonb3osaHuA flash». B 3Tom ciyyae NOrMKY BbIMOJSIHEHUA YCAyrM onpeaenseT B3auMOAEeNCTBylollee
YCTPOWCTBO.

Mpu BbINONHEHUMM ycayrn  «[llepedaya 6b1308a» NOKANbHO CPeACTBAaMM LWO3a AOCTYM K Hel
YCTaHaB/IMBAETCA Yepe3 MEeHI0 HacTpoeK aboHeHTCKOro nopta «/P-menegoHusa» -> «Hacmpolika AuHUl» nytem
Bblbopa 3HaveHua «Attended calltransfer», «Unattended calltransfer» nubo «Local calltransfer» B none «Pexcum
ucrions3osaHus flash».

Ycnyra «Attended calltransfer» no3BonsetT BpeMeEHHO pPa3opBaTb CoOeAMHEHME C abOHEeHTOM,
Haxo4AWwMmMca Ha cBA3n (aboHeHT A), ycTaHOBUTbL coeauHeHWe C Apyrum aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K NPEeXKHeMy coeanHeHunto 6e3 Habopa Homepa Mbo nepeaaTb BbI3OB C OTK/AOYEHNEM aboHeHTa B.

Ncnonb3oBaHue ycnyrun «Attended calltransfer»:

Haxogascb B COCTOAHMM pa3roBopa ¢ abOHEHTOM A YCTaHOBWTL €ro Ha yAEep!KaHWe C NOMOLLbIO KOPOTKOro
oT60s5 flash (R), goxaaTbca curHana «oTBeT CTaHUMM» U HabpaTb Homep aboHeHTa C. MNocne oTeBeTa aboHeHTa C
BO3MOKHO BbINOJIHEHWUE CNEAYIOLMX ONepaLnii:

— RO — oTKAloyeHVWe aboOHeHTa, HaxoAALWEroca Ha YAEpPKaHUMU, coefuHEeHWe C aboHeHTOM,
HaxXOAMBLUMMCA Ha CBA3W;

— R 1-oTKAo4yeHMe aboHeHTa, HaXO4ALLErocs Ha CBA3W, coeanHeHMe C abOHEHTOM, Hax0AMBLUMMCSA
Ha yAepKaHuu;

— R 2-nepekntouyeHune Ha gpyroro aboHeHTa (cmeHa aboHeHTa);

— R 3 - KoHoepeHuus;

— R4 -nepepaya BbI30Ba, YCTAaHAB/IMBAETCA PAa3roBOPHOE coeamMHeHNe Mexay aboHeHTamu A u C;

— R oTtboi — nepegaya BbI30Ba, YCTaHABAMBAETCSA PA3rOBOPHOE COeANHEHME MeXKAY abOHeHTamMKn A
nC.

Huke Ha pucyHKe npeacTaBaeH anroputm pabotsl yeayrun «Attended calltransfer»:
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AbotenT A A6oHeHT C
INVITE x|
100 Trying ABoHeHT A
. ycTaHasnusaer
180 Ringing coeanHeHue ¢
200 OK abonentom B
ACK 2
e
INVITE sendonly
ABOHeHT B crasut
o » aboHeHTa A Ha
200 OK receiveonly yaepwaHue (Hamumaer
i F
ACK lash)
INVITE
L ABoHeHT B
180 Ringing ycTaHasnusaet
coeguHeHune ¢
LS abonenTom C
Ha panHom 3rane aboHeHT B momeT: nepexmouarses memay aboHeHramun A u C,
necnonbays kombBuHaumio R (Flash) 2; orBure oaxoro u3 aboHerTo., ucnonbays
womburaumio R 0, inbo R 1; coeaw 6 AuC Tpy6KY.
INVITE sendonly '
b 100 Trying ABOHeHT B cTasut
) aborenta C Ha
200 OK receiveonly yaepHarue
ABoHeHT B knageT REFER (replaces)
Tpy6ry (nepesava 202 Accepted
BbI308a) >
NOTIFY Activated <
200 OK
INVITE (replaces) l
1 »
100 Trying AGoHeHT A
s ycraHaenmeaet
180 R,’"E‘"‘ COEAMHEHME C
200 OK aboHenTom C
ACK "
A6onenT C paspbiBaet BYE
coeguHenue c abowexTom B 200 OK ‘
NOTIFY Terminated o
200 OK
A6oHeHT B paspsigaer i
coeguHeHue ¢ 200 OK &
aboxeHTom A
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Ycnyra «Unattended calltransfer» nossonseT NocTaBuTb Ha yaep)kaHue aboHeHTa, Haxogsuweroca Ha
cBA3n (aboHeHT A), ¢ nomoubio KopoTkoro otbos flash, n ocywectsutb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Nepeaaya BbI30BA OCYLLECTBAAETCA aBTOMATUYECKM NO OKOHYaHUIO Habopa Homepa aboHeHTom B.

Huke Ha pucyHKe npeacTaBaeH aaroputm pabotsl yeayru «Unattended calltransfer»:

INVITE \
100 Trying \ ABoHeHT A
= ycTaHasnueaer
180 Ringing coeauHeHue ¢
200 OK aborerTom B
ACK
INVITE sendonly
. ABornenT B crasur
oy aboHeHTa A Ha
200 OK reoeiveonly yaepxanue (Haxumaer
| Flash)
ACK /
ABoHeHT B nabupaer
Homep aboHerra Cu REFER (replaces)
knager Tpybky |
(Mepenava sbizosa) \ 202 Accepted
NOTIFY Activated
200 OK
ABoHeHT B pa3pbisaer ( BYE
coeguHeHme c | 200 OK
2
aboreHTOM A INVITE
1
100 Trying ABoHeHT A
v Ly ycTaHaeAueaert
< 180 RI'“E'"S coeauHeHue ¢
L 200 OK abonexTom C
ACK /
NOTIFY Terminated
200 OK

Ycnyra «Local calltransfer» nossonseT caenatb nepegavy Bbi30Ba BHYTPM LWO3a 6€3 OTNPAaBKM BHELWHEro
coobuweHns REFER B Tom cnydyae, ecnn aboHeHT C aABnAeTca nNoKanbHbiM aboHeHTom TAU-2M.IP, v BbI30OB €ro
6bl1 NpousBeneH HanpaAMylo B 06xof4 npoKcu-cepsepa. Ecnm ke aboHeHT C ABAAETCS BHEWHUM abOHEHTOM
nmMbo NoKanbHbIM, HO OH Bbln BbI3BAH Yepe3 NpoKcu-cepsep, ycayra «Local calltransfer» paboTaeT Tak e, Kak
Attended calltransfer», To ecTb nepefaya Bbi30Ba OCYLLECTBAAETCS MOCPEACTBOM OTNPaBKM aboOHeHTy B
coobuieHuns REFER.
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4.2 YBegomaeHue 0 NOCTynieHun HoBoro BbizoBa — Call Waiting

Ycnyra no3sonseTt aboHeHTY, NPWU 3aHATOCTU ero TeiepOHHbIM Pa3roBOPOM, C NOMOLLbIO OMpeaeIeHHOro
CUrHana noJiyYnTb OMNoBeLLEHNE O HOBOM BXOALLLEM Bbi30BE.

Monb3oBaTesb, NPU MOJIYYHEHUN OMNOBELLEHUS O HOBOM BbI3OBE, MOMKET MNPUHATb WAN OTKJAOHMUTb
OKUAAKoLWMA BbI3OB.

[ocTyn K ycnyre ycTaHaB/MBaETCA Yepes MeHIO HacTPOoeK aboHEHTCKOM NMHUKM nyTem BblbOpa 3HAYeHUs
«Attended calltransfer», nnéo «Unattended calltransfer», nu6bo «Local calltransfer» B none «Pexcum
ucnonb3oeaHus flash» v yctaHoBKKU dnara «OxuOaHUe 8613084 .

Mcnonb3oBaHue ycayru:

HaxoAAacb B COCTOAHMKM Pa3roBopa W MOJyYeHUM UHAMKALMMU O MOCTYMN/IEHUU HOBOTO Bbi30BA BO3MOMKHO
BbINOJ/IHEHWE CNeAyIOLWMNX OnepaLuii:

— R O-0TKa3 OT HOBOrO BbI30Ba;

— R 1-npuHATb OXKKAaOLLMIA BbI3OB;

— R 2-nepekntoyeHne Ha HOBbIN BbI30B (CMeHa aboHeHTa);
— R —~KopoTkuit otboi (flash).
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4.3 TpexcTOpOHHAA KOHpepeHuuUa

TpexcTopoHHASA KoHbepeHuusa — ycayra, obecneynsaroLlas BO3MOXKHOCTb O4HOBPEMEHHOIO YCTaHOBAEHMS
TenedoHHOro coeguMHeHUA MexXay Tpemsa aboHeHTamu. Mepexos B pexum KoHdepeHLMU OCyLLEeCTBASETCA Mo
HarkaTuto Knasuw R 3 (onuncaHo B pasaene 4.1 Nepedaya ebi308a).

ABOHEHT, cObpaBLIN KOHPEPEHLMIO, ABNAETCS €€ UHULMATOPOM, ApYyrue ABa abOHEHTa — ee y4acTHUKaMM.

Bo3MOXKHO fABa pexuma paboTbl TPEXCTOPOHHENW KOHbEepeHUMU: NOKa/bHbIM U yAaNeHHbin. B nepsom
pexnme KoHobepeHumss cobupaetcs JIOKasibHO abOHEHTOM-MHULMATOPOM, BO BTOPOM — KOHdepeHuus
YCTaHaB/AMBAETCA C MOMOLLbIO YAAIEHHOIO CepBepa, Tak Ha3bIBAEMOTO cepBepa KOHbepeHUMMN.

4.3.1 JlokanbHaa KoHpepeHumsA

B pexume KoHdepeHUMM HaxKaTve KopoTKoro otbos flash nHuuymatopom - mrHopupyetca. CoobuieHus
NPOTOKO/Ma CUrHaZAN3auuUW, MNPUHATbIE OT YYaCTHUKOB W NepeBoAAlME CTOPOHY MHULMATOPA B PEXUM
yaep»KaHua, NpUBOAAT K BbIBOAY 3TOr0 YYaCTHWUKA U3 KOHPEpPEeHLMN, NPU STOM MHULMATOP M BTOPOM y4aCTHUK
NepeKYaTcs B COCTOAHNE 0BbIYHOTO ABYCTOPOHHErO pasroBopa.

KoHdepeHumMsa paspyllaeTcs, ecnu ee nokMaaeT MHULMAToOp, 060MM ydacTHMKamM npu sTom byaeTt nepenaHo
coobuieHune otbon. Ecnm KoHdepeHLMIo NOKMAAET Nt060I U3 y4aCTHUKOB, TO €e MHULMATOP M BTOPOM YYaCTHUK
nepekaoYaTca B COCTOSIHME OObIYHOTO [ABYCTOPOHHEro pasroBopa. Kopotkuii otboit flash npm astom
obpabaTbiBaeTca Kak onucaHo B pasgenax 4.1 [Mepeda4a ebi308a v 4.2 YsedomaeHue 0 nocmynaeHuud Ho8o20
8bi3084d.

Ha pucyHKe HUXKe npeacTaBiaeH aJiropuUTM BbINOJIHEHUS yCayrn «3-way conference» nokanbHO aboHeHTOM B
no npotoKkony SIP.
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NHULIMATOP

YYACTHUK 2

INVITE
100 Trying g \ UHuymatop
- = ycTaHaBauBaeT
180 Ringing N coeanHeHue ¢
200 OK N y4yacTtHukom 1
ACK /
 Yeravommenceac
INVITE sendonly \
100 Trying | \ WNHULMATOP CTaBUT
) i yyacTHuKa 1 Ha
200 OK receiveonly i yaepaHue (Haxumaer
ACK Flash)
INVITE
< 300 hytng UHnunatop
180 Ringing ycTaHasausaet
A 200 OK coeauHeHue ¢
< YYaCTHUKOM 2
ACK
WHuymatop Haxkumaer flash 3 - INVITE (sendrecv)
cobupaet KoHdpepeHLMIo. /
YuacTHuK 1 npu atom ( 200 OK (sendrecv) >
CHUMAETCA C yaepKaHua. \ 200 OK
BYE
< YYacTHUK 2 nokmaaet
200 OK KOHpepeHuuio
WHuumaTop paspbiBaeT <
coeauHeHune 200 OK S
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4.3.2 YpaneHHasa KoHPepeHuma

YpaneHHas KoHbepeHuus paboTaeT no anroputmy, onncaHHomy B RFC4579. OcobeHHOCTb anroputma
COCTOUT B TOM, YTO No Haxatuto flash+3 aboHeHT-MHMUMATOP yCTaHABAMBAET COeAMHEHWE C CepBepoOM
KOHbepeHLMM (HasbiBaeMbIM TaKKe GOKYCOM), Nocne Yero NnpocuT GoKyc yCTaHOBUTL COEANHEHME C ABYMA
APYTUMM YYaCTHUKAMM KOHpepeHUUKn. HuKe Ha puUcyHKe AeTanbHO M306parkeH anropmuTm paboTbl.

Emn e D e

INVITE -
_ . ~ AbBoHeHT A
180 Ringing | ycTaHaBnuBaet
200 OK | coeguHeHue C
| AbBoHeHTOM B
ACK R
RTP ABOHEHT A
INVITE, sendonly N ' CTaBWT Ha
| ypepmaHue
200 OK | (Haxumaer
ACK . /' Flash)
INVITE . aboHeHTa B |
L "| '\ AbBoHeHTA
180 Ringing | ycTaHaBnusaet
. 200 OK | coeguHeHue ¢
b | ABoHeHTom C
ACK |/
4 <
INVITE, sendonly | ' ABoHeHT A cTaBuT
200 OK | Ha yaepaHue
< | (Hakumaer Flash)
ACK ,| |/ abonentaC
AGOHEHT A (MHMuMaTop) S, St >
OTnpaBnAeT Ha cepsep | | 180 Ringing
3anpoc Ha ycTaHoBneHne : 200 OK Contact:Conf-1D;isfocus
KOHPEPEHUMKM | [
(Haxkmmaer 3) | ACK N
MHULMATOp NpOCUT | REFER sip:Conf-ID REfer-TD:C=
cepsep ycTaHoBWTb | 202 Accepted
coeguHeHunec | [© ]
aboHeHTom C | NOTIFY (Trying)
200 OK N
INVITE Contact:Conf-ID;isfocus _
o 7| . Cepsep
< 180 Ringing | yctanagmsaer
_ 200 OK | coeguHeHue ¢
h | aboHeHToM C
ACK o/
{
P NOTIFY (OK)
200 OK N
P SUBSCRIBE sip:Conf-1D
200 OK N
ACK -
~ 200 OK
_ NOTIFY (OK)
200 OK .
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WHuumatop npocut |

cepsep yCTaHOBUTL |
coeguHeHue C

1
aboHeHTOM B |

Bye

A

200 OK

v

REFER sip:Conf-ID Refer-To:B _|

202 Accepted F2

_ NOTIFY (Trying) F3

<

200 0K F4 >
INVITE Contact:Conf-ID;isfocus F5
180 Ringing F6 1
200 OK F7
ACK F8 >
< NOTIFY (OK)
200 OK > SUBSCRIBE sip:Conf-ID
200 OK o
NOTIFY :
200 OK |
< NOTIFY (OK)
200 OK >
Bye
200 OK !

v

. Cepsep

| yctaHaBnusaet
coeanHeHue ¢
| aboHeHTOM B
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5 AJIFOPUTMbIl YCTAHOB/JTIEHUA COEAUHEHUA

5.1 AnropuTtm ycnewHoro Bbi3oBa no npotokony SIP

Mpotokon SIP (Session Initiation Protocol) — npoTokon ycTaHOBNEHMA ceaHca obecneunBaeT BbiNONHEHME
6a30BbIX 33434 YNpaBAeHMA BbI3OBOM, TAKMUX KaK OTKPbITUE U 3aBEPLUEHME CeaHca.

MpoTtokon SIP onpepenaet 3 OCHOBHbIX CLLEeHapuA YCTaHOBIEHUA COeANHEHNA: MeXAY NONb30BaTENAMM, C
yyactmem proxy-cepBepa, C y4vacTmem cepsepa nepeagpecaunun. OCHOBHble anropuTMbl YCTaHOBAEHUA
coeanHeHna onucaHbl B aokymeHTe I|ETF RFC 3665. B pgaHHom paspene npueeneH npumep CueHapua
YCTaHOB/AEHUA coeAnHEHUA MO nNpoToKoay SIP mexay ABymA WAO3aMK, KOTOPbIM 3apaHee nssecTHol IP-agpeca

Apyr apyra.

ABOHeHT A AboHeHT B

o

INVITE
100 Trying
180 Ringing

200 OK

ACK
BYE
200 OK

OnucaHue anroputma:

1. ABOHeHT «A» BbI3blBaeT aboHeHTa «B».

LWnto3 aboHeHTa «B» NpuMHAN KOMaHAy Ha 06paboTKy.

A6oHeHT «B» cBoboaeH. B 3TOT MOMEHT Ha annapat aboHeHTa «B» BblgaeTca «llocbl/iKa Bbi30BaY,
a aboHeHTy «A» «KOHTPOAb NOCLIIKK BbI30BaY.

ABOHEHT «B» OoTBEYaEeT Ha BbI30B.

Lnto3 aboHeHTa «A» NOATBEPXKAAET YCTAHOB/IEHUE CECCUM.

OT60i1 aboHeHTa «A», abOHeHTy «B» BblAaeTcA aKyCTUYECKUIA CUTHAN «3aHATOY.

LLnto3 aboHeHTa «B» noaTBep:KaaeT NPUHATYIO KOMaHay o0Toos.

wn

Nouvs
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5.2 AnropuTtm Bbi3oBa ¢ yyactuem SIP proxy-cepsepa

B OaHHOM pasgene ONUCLIBAEeTCA CLEHApUIt YCTAaHOBNEHWUA COEAMHEHUA MeXAZy ABYMA LWJ03amMu C
y4yactuem SIP proxy-cepsepa. B aTom c/iyyae Bbi3biBalOWMM W03 (abOHEHT A) AONKEH 3HATb NOCTOAHHDBIN aapec
aboHeHTa 1 IP-agpec proxy-cepsepa. SIP proxy-cepsep obpabaTbiBaeT coobLEHMSA, NONYYEHHbIE OT «aboHeHTa
A», BbINOMHAET NOUCK «aboHeHTa B», mpurnawaer K ceaHcy CBA3WM M BbINOAHAET QYHKUMM MaplipyTusaTopa
MeXKay ABYMSA LL/I03aMM.

ABOHEHT A

SERVER

g

AGOHeHT A 3anpawmsaet Register

{ Register
asTopU3auuio g 401 Unauthorized

ABoHeHT B 3anpawusaet

401 Unauthorized / aBTOpU3aLMUIO

ABOHEHT A peructpupyercs ¢ By Register

asTOpu3auueit g 200 OK ABOHEHT B peructpupyerca ¢
X 200 OK Al ) asTopusauuen
INVITE
SIP-cepsep Tpebyet ¥ :407 Proxy authentication required
ayTeHTUMKaLnio \ ACK
BbizoB | INVITE
ayTeHTUdMKaumen A I 100 Trying
INVITE >
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

BYE
BYE

200 OK
200 OK

OnucaHue anroputma:

Peructpauusa Ha SIP-cepBepe.

ABOHEHT «A» U aboHeHT «B» peructpupytotcs Ha SIP-cepeepe.
SIP-cepBep 3anpalwmsaeT aBToOpM3aLMmIo.
ABOHeHT «A» 1 aboHeHT «B» peructpupytoTtca Ha SIP-cepBepe c aBTopu3aLmein.
OtBeT SIP-cepBepa 06 ycnewHon permctpaumm.
ABOHEHT «A» Bbl3blBaeT aboHeHTa «B».
3anpoc ayteHTUPMKaLmm oT SIP-cepsepa.
LLnto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpoC aBTOPM3aLLUN.
ABOHEeHT «A» BbI3blBaeT aboHeHTa «B».
SIP-cepBep NpUHAN KOMaHAY Ha 06paboTKy.
. SIP-cepBep TpaHCAMPYET 3aNpPocC BbI30Ba abOHEHTOM «A» abOHEHTA «B».
. Wnto3 aboHeHTa «B» npuHAN KOMaHay Ha 06paboTKy.
. AboHeHT «B» cBObOOAEH. B 3TOT MOMEHT Ha annapaTt aboHeHTa «B» BblgaeTca «[llocbliKa
Bbl30Ba», a aboHEeHTYy «A» «KOHTPO/Ib NOCLINKM Bbi30Ba».
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wno3 aboHeHTa «A» NOATBEPXKAAET YCTAHOB/IEHME CECCUM.
15. OT6011 aboHeHTKa «A», abOHEHTY «B» BblAaeTcA aKyCTUYECKUI CUrHaN «3aHATOY.
16. Wnto3 aboHeHTa «B» noATBEp:KAAET NPUHATYIO KOMaHA4y oTOos.

WO NOWULREWDNRE

[ERNI
= O

[any
N
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5.3 AnropuTtm Bbi30Ba C y4acTUeMm cepBepa nepeagpecauum

B AaHHOM pasgene OMNUCbIBAeTCA CLEHApUi YCTaHOB/IEHWA COeAMHEHUA MeXay ABYMA LWA3aMu C
yyacTMem cepsepa nepeagpecaunn. B stom ciyyae Bbi3biBatlOWM WAO3 (aboHEHT A) CaMOCTOATE/IbHO
yCTaHaB/AMBaET COeANHEHMNE, a CepBep nepeaapecaumm Anb peannsyet npeobpasoBaHMe NOCTOAHHOMO agpeca
BbI3blBaemoro aboHeHTa B ero Tekywwuil agpec. Agpec cepsepa nepeagpecaumy aboHeHT nosyyaer oT
aAMMHMUCTPATOPa CETU.

AboHeHT A

nepeagpecaunum

Vi

g

1 INVITE

2 | 100 Trying

3 | 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A 5

Onuncanue a/IropUTMa:

1. A6oHeHT «A» BbI3blBaeT aboHeHTa «B». Bbl30B HanpaBnAsaeTcs Ha cepBep nepeagpecauuu c
nHbopMauuen 06 agpece Bbi3biIBaeMOro aboHeHTa.

2. Cepsep nepeagpecaumm NPUHAA KOMaHAY Ha 06paboTKy.

3. CepBep nepeagpecaunn 3anpocun MHGoOpMaumio O Tekyllem aapece aboHeHTa «B» y cepsepa

MeCTONoNOXKeHMA. MNonydeHHan MHPopmauna (TEKYLLMIA aapec BbI3bIBAEMOTO NOJIb30BATENSA UK

CMUCOK 3aperncTpmMpoBaHHbIX afpPecoB Bbi3bIBAEMOrO No/b30BaTeNA) Nepesaerca B coobleHnm

«302 moved temporarily» aboHeHTy «A».

LLnto3 aboHeHTa «A» NOATBEPKAAET NPMEM OTBETA OT CEpPBEpA NepeaspecaLmu.

ABOHEHT «A» HanpsMylo Bbi3blBaeT aboHeHTa «By.

LWnto3 aboHeHTa «B» NpuMHAN KOMaHAy Ha 06paboTKy.

ABOHeHT «B» cBob6OAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «[ocbl/IKa BbI30BAY,

a aboHeHTy «A» «KOHTPONb NOCLIIKAN BbI30BAY.

8. AGOHeHT «B» oTBEeYaeT Ha BbI3OB.

9. LWnto3 aboHeHTa «A» NoATBEPKAAET YCTAHOB/IEHME CECCUN.

10. OT60i1 aboHeHTKa «A», aboHeHTy «B» BblaaeTcA akyCTUYECKUIM CUrHaN «3aHATO».

11. Wnto3 aboHeHTa «B» noaTBEprKAAET NPUHATYIO KOMaHAy oT6os.

Nouwvs
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6 AJIFOPUTM PAEOTbl ABTOMATUYECKOTO OEHOB/IEHUA YCTPOMCTBA
HA OCHOBE NMPOTOKO/JIA DHCP

CeTe IP-renedboHns  IP-reneBngeHune m
Bpemsa OocTyn  KypHan Maponu YnpaeneHue koHurypaunen  OGHoBneHue MO Mepesarpyska [EGLORTIWIET =R [oNoNHUTENbHEIE HACTPORKK

ABTOKOHUrYpUpOBaHNe Ha ocHoBe npoTtokona DHCP

ABTOMATUYECKOE OTHOBMNEHNE Kongurypaums u N0 v

C]

MpropuTeT napamMeTpos u3 | Static settings v

Qaiin koHpurypaunn | titouititp-server eltex'$MA cig
VIHTEpBan 0OHOBNEHNS KOHDUIYpaUun, ¢ 300
®aiin N0 | http://http-server eltex/$SN fw

VHTepsan oGHoBneHuA N0, ¢ 3600

Anroputm paboTbl npoLeaypbl aBTOMaTUYECKOro 06HOBIEHNA YCTPOMCTBA ONpeaeifAeTca 3HaYeHem
napametpa «/lpuopumem napamempos u3».

1. Ecau BbibpaHo 3HaueHue «Static settings», To U3 napameTpoB «Palin kKoHgpuaypayuu» n «dalin MNO»
onpeaensercsa NOMHbIN NyTb (BKAOYaA NPOTOKOA AOCTYNa U agpec cepBepa) K paiiiam KoHPUrypaumm um
nporpammuoro obecneveHusa. MoaHbIM NyTb YKa3biBaeTcs B popmaTe URL (nogaepusatorcs
npotokonbl HTTP u TFTP):

<protocol>://<server address>/<path to file>, rae

— <protocol> — NpoTOKO/, MCNOAb3yembli ANA 3arpy3kM COOTBETCTBYIOWLEro ¢aina c cepsepa
(nopaepusatotca npotokoabl HTTP n TFTP);

— <server address> — agpec cepsepa, C KOTOPOro Heo6XoAMMO 3arpysuTb Gaiin (LoMeHHOe UMA Unn
IPv4);

— <path to file> — nyTb K daiiny Ha cepBepe.

B URL gonyckaeTca MCNoNb30BaHME C/edyloWMX MaKpPOCOB (3ape3epBMPOBaHHbIE CNOBA, BMECTO
KOTOPbIX YCTPOMCTBO NOACTaBAAET ONpeae/ieHHble 3HaYeHUSA):

— SMA — MAC address — BmecTo AaHHOro makpoca B URL ¢alina ycTpoicTBo noacrasaseTr
cobcTBeHHbIN MAC-agpec;

— SSN — Serial number — Bmecto maHHOoro makpoca B URL ¢alina ycTpoicTtBo noacrasaset
COBCTBEHHBIV CEPUIHBIN HOMEP;

—  SPN - Product name — BmecTo AaHHoro makpoca B URL ¢aiina ycTpoicTBo NoAcTaBAAeT Ha3BaHue
moaenun (Hanpumep, TAU-2M.IP);

—  SSWVER - Software version — BMecTo gaHHoro makpoca B URL ¢aitna ycTpoiicTBo noacrasnseT
HOMep BEPCUM NPOrPaMMHOro obecneyeHus;

—  SHWVER — Hardware version — BmecTo AaHHoro makpoca B URL ¢aitna ycTpoicTBo noacrasnser
HOMep annapaTHOM BEPCUM YCTPOMCTBA.

MAC-agpec, cepuiiHbIi HOMEpP U Ha3BaHWE MOAENN MOXKHO yY3HaTb Ha CTPaHULE MOHUTOPUHIA B pasaene
«YcTpoicTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
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http://192.168.25.34/configs/tau2m/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm v 1.4,

Mpu 3TOM AonyckaeTcs OnycKkaTb HeKoTopble napameTpbl URL. Hanpumep, ¢aiin KoHUrypauum MoxKHO
3a4aTb B TaKom popmare:

http://192.168.18.6
nnu
config_tau2m.cfg

Echm mn3 URL-daiina KoHdurypauum mam nporpammHoro obecneyeHus He yaaétca u3BNeYb BCe
HeobxoaMMmble ANA 3arpy3ku daina napameTpbl (MPOTOKOA, agpec cepBepa UM NyTb K daliny Ha cepsepe) —
byaet npousBegeHa MOMbITKA M3B/eYb HEM3BECTHbIN napameTp M3 DHCP-onumii 43 (Vendor specific info)
unn 66 (TFTP server) u 67 (Boot file name), B cnyyae ecnm B ycnyre MHTEpPHET yCTaHOB/IEHO NoOJyyYeHue
agpeca no npotokony DHCP (dopmat n aHanns DHCP onuunit byaet npmueaéH Huxe). Echm us DHCP-onumii
He MoJiyyaeTca M3BAEYb HejoCTalowMi napameTp, OyaeT WMCNoAb30BaTbCA 33aZaHHOE 3HayeHue no
YMONYaHUO:

= a8 npotokona: tftp;

= 151A agpeca cepsepa: update.local;

= 018 umeHu daiina KoHpurypaumu: tau2m.cfg;

= AnA MMeHu ¢alina nporpammHoro obecnevenus: tau2m.fw.

Takum obpasom, ecau nona «dalin KoHpuaypayuu» n «daiin N10» o0cTaBUTb MYCTbIMKU, U MO NPOTOKONY
DHCP He 6yaeT nonyyeHbl onuuun 43 unam 66, 67 ¢ ykasaHMem mecTonosoxKeHua atux ¢annos — URL daiina
KoHuUrypaummn byaet umeTo BUA;:

tftp://update.local/tau2m.cfg,
a URL ¢aina NO:
tftp://update.local/tau2m.fw.

2. Ecnu BbibpaHo 3HayeHne «DHCP options» — URL ¢aiinos KoHoUrypaumm n nporpammHoro obecneyeHums
ussnekatotca u3 DHCP onumit 43 (Vendor specific info) unmn 66 (TFTP server) n 67 (Boot file name), gns
yero B ycnyre MHTepHeT A0/IKHO 6bITb YCTaHOBAEHO MNoJlyYeHMe agpeca no npoTtokoay DHCP (popmat u
aHanuns DHCP onuuii 6yaet npuseaéH Huske). Ecnm ns DHCP onuuii He yaaetcsa onpeaenuntb Kakon-
HMbyab napameTp URL — gns Hero ncnosib3yeTca 3a4aHHOe 3Ha4YeHMe N0 YMOAYaAHUIO:

= 48 npotokona: tftp;

= a8 agpeca cepsepa: update.local;

= ona umeHn daiina KoHpurypaumm: tau2m.cfg;

= 0aa umeHn daiina nporpammHoro obecneyerums: tau2m.fw.

dopmart onuuu 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6]|<config.file>| 7| <firmware.file
>|8|<vlan_tag>
1 - Kog agpeca cepBepa aBTOKOHOUIYpPUpPOBaHUA No npoTokoay TR-069;
2 - KoZ ANA YKa3aHus napameTpa Provisioning code;
3 - Koa, meHu Nonb3oBaTenAa Ana asTopusaummn Ha cepsepe TR-069;
4 - Kog, napona ana asTopmsaumun Ha cepsepe TR-069;
5 - Ko, aapeca cepsepa; agpec cepsepa 3agaerca 8 popmarte URL: tftp://address nam http://address. B
nepBOM BapuaHTe yKasaH agpec cepsepa TFTP, Bo sBTopom — HTTP;
6 - Kog UMeHn dalina KoHpurypaumu;
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7 - ko4 umenu daina No;
8 - kog Tera VLAN ana ynpasneHus.
"|" - obsa3aTeNbHbIN pa3gennTeNbHbI CUMBOA MEXAY KOAAaMU 1N 3HaYeHMAMN NOAONLNIA.

Anroputm onpegeneHua napametpos URL ¢aiinos KoHpurypaumum u nporpammHoro obecneueHusa mus
DHCP onuui 43 1 66.

1.  WHuumanusauma DHCP-obmeHa

Mocne 3arpyskun ycTpoiicTeo nHmMumnmnpyet DHCP-obmeH.

2.  AHanmsz onuumn 43

Mpwn nonyyeHun onumm 43 BbINOAHAETCA aHaAM3 NOAONUMA C Kogamu 5, 6 1 7 ¢ uenbio onpeaeneHus
agpeca cepsepa v UMEH PaiiioB KOHOUIYpaLMM U NPOrpaMmMHOro obecneyeHus.

3.  AHanus onuum 66

Ecan onuma 43 ot DHCP-cepsepa He nosiydeHa nMbo nosiyyeHa, HO U3 Heé He yaanocb U3B/edyb ajapec
cepBepa — OCYLIECTBAAETCA MOUCK onuun 66. Ecam mma dainna MO Takke He yaanocb MNoAyYuTb —
OCYLLECTB/IAETCA MOUCK onuun 67. U3 HUX M3BNEKAKTCA COOTBETCTBEHHO aapec cepepa TFTP u nytb K danny
MNO. Oanee dannbl KOHOUTYpPALMM N NpPorpammHoro obecneyeHuns ByayT 3arpyKatbca € agpeca M3 onummn 66 no
npoTtokoay TFTP.

OcobeHHOCTH 06HOBNEHUA KOHPUrypauuu.

dann KoHdUrypaumum AonXKeH MmeTb popmarT .tar.gz (B gaHHOM dopmaTe NPOUCXOAUT COXPaHeHue
KOHoUrypaumm 4epes Web-uHtepdeiic B 3aknagke «Cuctema» - «YnpaBfieHUE KOHUrypaumemn»).
3arpyrkeHHas c cepBepa KOHPUrypaumsa npMmeHsieTca aBToMaTuyeckn 6e3 nepesarpysku ycTponcTaa.

OcobeHHOCTM 06HOBAEHUA NPOrpaMMHOro obecneueHus.

®ann nporpammHoro obecneyeHus posxKeH umeTb dopmat .tar.gz. Mocne 3arpysku danna MO
OCYLLECTB/IETCA €ro PacnakoBKa M NpoBepKa Bepcun (Mo coeprkumomy darina version B tar.gz-apxmse).

Ecnu TeKylian Bepcusa nporpammHoro obecnedyeHus coBnagaer ¢ Bepcuei daina, NoayYeHHOro no
npoTtokony DHCP, o6HoBneHne MO nponssoantbea He byaet. ObHoOBAEHME NPOU3BOAMUTCA TONLKO B Caydae
HecoBnageHua Bepcuit. O 3anyweHHOM npouecce 3anucu obpasa nporpammHoro obecnedenms Bo flash-
NamATb YCTPOMCTBA CBMAETE/IbCTBYET NOOUYEPEAHOE LIMKIMYECKOe MUTaHUE MHAMKATOpa «Power» 3eneHblm,
OpPaH}KEBbIM M KPACHbIM LLBETOM.

He oTKnwuaiiTe nUTaHMe M He NeperpyKaiTe yCTPoCTBO BO Bpemsa 3anucu obpasa Bo flash-
' namAaTtb. [laHHble AEeWCTBUA NpUBEAYT K YacTUMYHOK 3anucu MO, 4TO pPaBHOLEHHO nopuye
3arpysoyHoro pasgena ycrpoictBa. [anbHeliwana pabota yctpolictBa 6ypeT HeBO3MOXKHa. Ona
BOCCTAHOB/IeHMA PaboToCNOCO6HOCTM YCTPOMCTBA BOCMO/Nb3YATECh MHCTPYKUMEl, KoTopas
npusegeHa B pasgene 7.
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7 NPOLUEAYPA BOCCTAHOBJIEHUA CUCTEMbI NOC/E CBOA NPU
OBHOBJIEHUUN NPOrPAMMHOIO OBECMEYEHUA

Ecan npu BbINONHEHMM Npoueaypbl 06HOBNEHUA NporpammHoro obecnedeHus (yepes Web-uHtepdelic
WAM Yepe3 MexaHW3M aBTOMAaTUYecKoro o6HOB/MEeHMA Ha ocHoBe npoTokosna DHCP) npousowen cboi
(Hanpumep, n3-3a cnyyaliHOro OTKAOUYEHUA NUTAHMA), B pe3yabTaTe Yero AanbHellwana paboTa yCcTponcTea ctana
HEBO3MOXHOWN (MHAMKaTop «Power» MOCTOAHHO TOPUT KPACHbIM LBETOM), BOCMO/b3YMUTECh C/eAYHOLMM
aZIrOPUTMOM BOCCTaHOB/IEHUA PAabOTOCNOCOBOHOCTM YCTPOMCTBA:

— PacnakyiiTte apxuB ¢ paiiiom nporpaMmmHOro obecneyeHums.

— Mopgkntounte MK K nopty WAN ycTpoiicTBa, yCTaHOBMTE Ha CeTeBOM WHTepdence agpec u3
noacetn 192.168.1.0/24.

— 3anyctute Ha MK TFTP-kanenta (ana Windows peKkomeHayeTca WCNOAb30BaTb Mporpammy
Tftpd32), B KayecTBe agpeca yaAanéHHOro xXocrta ykaxuTe 192.168.1.6, a gnsa nepenaym sbibepute
¢daiin linux.bin n3 pacnakoBaHHOro apxmMea NPoOrpamMmMHOro obecneyeHus.

— 3anyctute KoMaHAay OTnpaBKu ¢aina Ha yaaneHHbln XxocT (KomaHaa Put). [lonskeH 3anycTutbes
npouecc nepeaaun ganna Ha yctponctso TAU-2M.IP.

— Ecnm npouecc nepepaum ¢daiinia Havanacs — OOXKAUTECb €ro OKOHYaHusA, nocne vero TAU-2M.IP
npou13BeAeT 3anucb NporpaMmmHoro obecneyeHma B NamATb M aBTOMATUYECKM BbIMOJIHUT 3aMycK
CUCTEMbI. Bpema 3anuncu coctaBasieT oKosio 5 MUHYT. O6 ycnewHoOM BOCCTaHOB/IEHUN YCTPOMCTBA
CBUAETENbCTBYET OPaHIKEBbIN MU 3e/1eHbIN LBET MHAMKATOopa «Power». Mpy 3TOM Ha yCTpOMnCTBE
coxpaHseTtcs KoHdurypaums, Kotopas 6bina go cboa. Ecav noaKnouMTbCs K YCTPOWMCTBY He
yaaértca — npousseante cbpoc Ha 3aBOACKUE HACTPOMKN.

— Ecnun npouecc nepegaun daiina He Havancsa, ybeguTecb B KOPPEKTHOCTU CETEBbIX HACTPOEK
KOMMNblOTepa 1 nonpobyiiTe elle pas. B cnyyae Heyaaum — ycTponcTBO HEOBX0AMMO OTMNPaBUTL B
PEMOHT 60 BbINONHUTL BOCCTAaHOBJ/IEHME, MOAKNOUMBLUNCH K ycTpoicTBy no COM-nopTy yepes
cneuyanbHbIM aganTep (Npu ero Haanummn).
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NPUNTOXKEHUE A. PACYET AJINHbI TENE®OHHON IMHUK

Tabnnua — 3aBMCMMOCTb 3/IEKTPUYECKOTO COMpoTuBAEHMA 1 Km ueneit abOHEHTCKUMX KabesnbHbIX SNHUNA
NOCTOSHHOMY TOKY NPW TeMnepaTtype oKpyrKatowen cpeabl 20°C oT NpumeHseMoro Kabens.

Mapka kabens gnsa AINMTC Anametp dneKTpuyeckoe AnvHa nnHun AnvHa
KUbl, MM conpoTtueneHue (apyrue TA), Km | amHum (TA
1 Km uenu, Om, Pycb), Km
He 6onee
TANA, TNMNsn, TNN3, TNMN3n3, 0,32 458,0 3,537 1,528
TNNB,TNN anb, TAMN3B, 0,40 296,0 5,473 2,365
TANBI, TNNanbl, TANB6LN, 0,50 192,0 8,438 3,646
TNNanb6LUn, TNN366LURN, 0,64 116,0 13,966 6,034
TNN3snb6LUn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36r 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, TB, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlUn, TALLR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
Kcn3n 0,64 116,0 13,966 6,034
KCMn, KCN3mn, KCrne, 0,90 56,8
KCN3ne, KCrmr, KCN3n,
KCM3MnK 28,521 12,324
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NMPUNOXEHUE b. 3ANYCK NMPOU3BOJIbHOIO CKPUNTA NMPU CTAPTE CUCTEMbI

Meproamyeckn BO3HMKAET HEOBXOAMMOCTb NPU CTapTe YCTPOMCTBA BbINOHATL ONpeaenéHHble AENCTBUS,
KOTOpble HeNb3A OCYLECTBUTb 3aJaHMEM OMnpeaeneHHbIX HacTpoeK 4vepes ¢ain KoHourypauuu. [na storo
cnyyas B yctpoiictee cepum TAU-1M.IP npegycmoTpeHa BO3MOMHOCTb 4Yepe3 KOHPUrypaumoHHbIn daiin

HaCTpouUTb

3anyCKk Npou3BOJ/ibHOro CKpunta, B KOTOprﬁ MOXHO NOMECTUTb ﬂ|'06yIO Kenaemyro

nocneanoBaTe/ibHOCTb KOMaH4,.

[nA 3anycka NponsBosIbHOTO CKpunTa B daiine KOHPUrypaumm co3gaHa CeKUMA HAacTPOEeK:

UserScript:
Enable: "0"
URL: ""

Onuusa «Enable» paspewaeT (ecam 3HaueHue 1) unu 3anpewaet (ecam 3HadeHme Q) 3anycK CKpMNTa, NyTb K
KOTOpPOMY yKa3aH B napametpe URL.

3anycKkaemblii CKPUNT MOXKET PacnosiaratbCA Kak Ha yaanEHHOM cepBepe, Tak U Ha camom ycTpounctse. C
YOANEHHOrO cepBepa CKPUNT MOXKeT bBbiTb 3arpyKeH nocpeactsom npotokonos HTTP uan TFTP. PaccmoTpum
npumepsbl panna KoHOUrypaLmm 4na 3anycka Nob30BaTe/IbCKOro CKPUMNTA C Pa3HbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa

[na 3anycka ckpunta ¢ HTTP-cepBepa Heobxoammo B napameTtpe URL yKasaTb No/HbIN NyTb K dainy
B ¢opmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B atom cnyuyae nocne crapta yctponctea dann script.sh, xpaHawmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomatmyecku 3arpysutcAa no npotokony HTTP ¢ yKasaHHOro cepsepa,
nocne Yyero 6yaeT nponsseaEéH ero 3anyck.

2. 3anyck c TFTP-cepBepa

[ns 3anycka ckpunTa ¢ TFTP-cepBepa Heobxoamnmo B napametpe URL ykasaTb NOAHbIN NyTb K dainy
B ¢opmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B atom cnyyae nocne crapta yctponctea ¢ain script.sh, xpaHawmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTmnyecku 3arpy3uTca no npotokony TFTP ¢ ykasaHHoOro cepsepa, nocne
yero byaeT nponssenEH ero 3anyck.

3. 3anycK N0KanbHOro cKpunTa

Benay ocobeHHocTen $HaltnoBOM CUCTEMbI JIOKA/IbHBIN CKPUMNT AO/IKEH PAcnonaraTbCA TO/IbKO B
KaTanore /etc/config, Tak Kak TO/MbKO COLEPKMMOE 3TOrO KaTajora COxpaHseTcs nocne
nepesarpysku yctpoictea. CKpunT B Katanore /etc/config moxHO co3patb Anb6o € MOMOLLbIO
pefaKkTopa Vi, iMbo 3arpy3uTb ero ¢ BHelwHero TFTP-cepBepa (KomaHpoli tftp —gl user.sh <TFTP-
server address>). Mocne co3gaHuA CcKpunTa emy HeobxogMMO Has3HAuYWTb MpaBa Ha 3anycK
KomaHgou chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ana 3anycka noKasbHOro CKpUnTa MMeeT BuA;

URL: “File://etc/config/user.sh”

BaXHO OTMETUTb, YTO NO/Ib30BATENLCKNIA CKPUNT A0/IKEH HauMHaTbCA ¢ anpektusbl #!/bin/sh.
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TEXHUYECKAA NOAAEPHKA

Ona nonyyeHUs TEXHMYECKOM KOHCy/bTauMm MO BOMPOCamM 3Kcnayatauum obopyaoBaHuA 000
«Mpegnpuatme «InTeKkc» Bbl MoxKeTe 06paTTbcsA B CepBUCHbIN LEHTP KOMNAHUK:

Poccuiickan ®epepauymna ,630020, r. HoBocnbupck, yna. OKpy»KHana, gom 29B.

TenedoHbl LEHTPa TEXHUUYECKOMN NOAAEPIKKM:

+7(383) 274-47-87,

+7(383) 272-83-31,

E-mail: techsupp@eltex.nsk.ru

Ha opuumanbHOM canTe KOMMNAHUKN Bbl MOXKeTe HaTU TEXHUYECKYIO AOKYMEHTALMIO M NPOrpaMmMmHoe
obecneyeHune gna npoaykumm 000 «lMpegnpusatne «InTekey», obpatuTbca K B 6ase 3HaHMIN, OCTaBUTb
WHTEPaKTUBHYIO 3asBKY MM NPOKOHCYNbTUPOBATLCA ¥ UHKeHepoB CepBUCHOrO LIEHTPA HAa TEXHUYECKOM
dopyme:

http://eltex-media.ru
http://eltex.nsk.ru/support/documentations
http://eltex.nsk.ru/forum
http://eltex.nsk.ru/interaktivnyi-zapros
http://eltex.nsk.ru/database
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